
Technology Innovation Management Review March 2014

14www.timreview.ca

IT Consumerization:
A Case Study of BYOD in a Healthcare Setting

Sarah Marshall

Introduction

IT consumerization, or the use of consumer products or 
technologies in the workplace, is an emerging trend in 
many industries today. Organizations choose to allow 
and even encourage their employees to "BYOD" (i.e., 
bring your own device; tinyurl.com/csmwf6e) in an effort to 
cut costs and increase employee engagement. When 
employees use their own smartphones, laptops, or tab-
lets in place of distributed devices owned by their em-
ployers, they no longer have to carry multiple devices 
for work and personal use, and they no longer have to 
learn how to operate various makes and models of tech-
nologies. 

As indication of the scale of opportunities, consider 
that, in Canada, there were 17,350,000 subscriptions for 
mobile devices in 2012 (Euromonitor International, 
2013; tinyurl.com/lcde9pu), and it is expected that over 1 
billion tablets will have been sold worldwide by the be-
ginning of 2016 (Rafalin, 2012; tinyurl.com/ou7yhsh). Thus, 

organizations that are considering a BYOD implementa-
tion are likely to find that a great many of their employ-
ees already have their own mobile devices that could be 
used in the workplace. 

A survey conducted by Dell (2013; tinyurl.com/oyv7zpz) 
found that companies that have implemented BYOD 
have realized a 74% productivity increase. In a hospital, 
such productivity increases could be seen, for instance, 
when tests are ordered online by a nurse and a physi-
cian must also log in to the system to provide approval. 
Without mobile devices, physicians typically have to 
compete for shared desktop computers or return to 
their offices to approve requests on their own desktop 
computers, thereby increasing the likelihood of further 
delays due to interruptions, emergency meetings, etc. 
With mobile devices, and especially BYOD, physicians 
can instantaneously approve tests or even order tests 
themselves, thereby minimizing the wait time for the 
patient and minimizing time required for follow-up by 
the nurses. 

The ubiquity and utility of mobile devices in the consumer domain has led organizations 
to consider the benefits and challenges of allowing their employees to BYOD, or "bring 
your own device". The consumerization of information technology is a natural transition 
considering that devices are now commonplace in the personal lives of employees; 
however, despite the potential benefits to both the organization and employees, the use of 
employee-owned devices raises issues relating to security, governance, processes, and 
even organizational culture. 

This article focuses on the implementation of BYOD in a healthcare setting. First, the chal-
lenges of implementing BYOD in the healthcare industry are examined. Next, a case study 
of The Ottawa Hospital is developed to illustrate the practical benefits and hurdles that 
must be overcome when hospital staff begin using consumer IT devices in the workplace. 
Finally, recommendations are offered to help healthcare organizations develop and imple-
ment a successful BYOD strategy.

Any change, even a change for the better, is always 
accompanied by drawbacks and discomforts.

Arnold Bennett (1867–1931)
Novelist

“ ”

http://en.wikipedia.org/wiki/Bring_your_own_device
http://www.euromonitor.com/mobile-cocooning-how-growing-reliance-on-smart-devices-is-influencing-consumer-behaviour/report
http://www.healthmgttech.com/articles/201212/the-mobile-medical-conundrum-does-convenience-trump-security.php
http://www.quest.com/whitepaper/byod-putting-users-first-produces-biggest-gains-fewest-setbacks825250.aspx
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Access to real-time information also ensures that all 
clinicians have the most current patient data, which is 
necessary for effective decision making (Rafalin, 2012; 
tinyurl.com/ou7yhsh). But, there are also benefits for pa-
tients, for example, who can easily be shown up-to-date 
images on a mobile device to better understand their 
condition or recovery. Of course, such benefits could be 
realized with hospital-owned mobile devices, but a hos-
pital's efficiency and capacity to deliver these benefits 
is enhanced by BYOD.

However, there are a number of challenges to over-
come when employees use their own devices, including 
security, compatibility, and data-sharing issues. These 
challenges are further elevated in the healthcare in-
dustry, where patient confidentiality is paramount. In 
this article, these challenges will be examined, and then 
a case study will provide a real-world example of a hos-
pital providing mobile devices to its employees and 
then evaluating additional support for employee-
owned consumer IT devices. Finally, recommendations 
will be offered to healthcare organizations considering 
support for BYOD. 

BYOD Challenges in Healthcare

The key challenges for BYOD in a healthcare setting are 
introduced below. Although most of these challenges 
are relevant to the implementation of mobile devices in 
healthcare generally, in many cases the challenges are 
exacerbated by the introduction of employee-owned 
devices.  

1. Security: the most critical risk factor for organiza-
tions implementing BYOD is the risk of security 
breaches. In healthcare, this risk is often focused on 
the security and privacy of patient information. The 
Ponemon Institute reported that, although 81% of 
healthcare organizations store sensitive patient data 
on mobile devices that are either owned by the hos-
pitals or its employees, 49% of these organizations do 
not provide any security for that data (Rafalin, 2012; 
tinyurl.com/ou7yhsh). Furthermore, phishing scams 
(tinyurl.com/48zm2) are not uncommon in the industry, 
and employees are not always cognizant of how to 
detect them (Rafalin, 2012; tinyurl.com/ou7yhsh). Organ-
izations are able to apply strict firewalls and security 
measures to their own devices; however, BYOD users 
are reliant upon their own security mechanisms and 
may be more exposed to viruses or malware if their 
own settings are not as strict.

2. Governance: for a BYOD program to work effectively, 
standardized protocols and clear guidelines for both 
employees and IT staff must be put in place. A survey 
by KnowBe4 and ITIC (2012; tinyurl.com/qzojgky) found 
that 71% of businesses that permit employees to BYOD 
have no official policies, which may prove confusing 
for employees and increase the risk to the organiza-
tions. 

3. Legislation: in healthcare, there are strict regulations 
that companies must adhere to with regards to per-
sonal health information. For example, in Ontario, 
Canada, the Personal Health Information Protection 
Act (PHIPA; tinyurl.com/qy7pzno) and other associated 
laws provide stringent rules, including hefty fines 
that are levied whenever a organization's device is 
lost or stolen (Inside Counsel, 2013; tinyurl.com/ 
k5axvdd). Technology exists to remotely "wipe" a 
device by deleting its data; however, this technology 
requires the device to be registered, and employees 
must weigh the benefits of using their own device at 
work against the need to comply with the organiza-
tion's policies on the use and configuration of such 
devices. 

4. Device type: an organization may limit the types of 
devices employees can use as BYOD (Meneghetti, 
2013; tinyurl.com/luaklyl). An organization may stipulate 
that only devices from a particular manufacturer are 
allowed, either because of security risks, hardware in-
teroperability concerns, or a requirement for particu-
lar applications that only run on particular devices. 
At The Ottawa Hospital in Ottawa, Canada, only 
Apple devices, including iPads and iPhones, are cur-
rently used, in part because the mobile versions of 
the organization's clinical and electronic health re-
cord applications were developed for Apple devices 
only (tinyurl.com/qz9er9l). As an example of security 
risks, McAfee reported a 76% increase in malware on 
Android devices in 2011, which calls into question 
the security features of the device itself (Euromonitor 
International, 2013; tinyurl.com/lcde9pu). The availabil-
ity of devices in a particular form factor may also play 
a role: although Apple only has about a 20% volume 
market share of Smartphones, they have an approx-
imately 50% volume share of tablets  (Euromonitor 
International, 2013; tinyurl.com/lcde9pu). These consid-
erations may affect an organization's decision of 
whether or not to support employee-owned devices; 
they must balance the desire to support a wide range 
of devices against interoperability and security 

http://www.healthmgttech.com/articles/201212/the-mobile-medical-conundrum-does-convenience-trump-security.php
http://www.healthmgttech.com/articles/201212/the-mobile-medical-conundrum-does-convenience-trump-security.php
http://www.healthmgttech.com/articles/201212/the-mobile-medical-conundrum-does-convenience-trump-security.php
http://en.wikipedia.org/wiki/Phishing
http://www.knowbe4.com/about-us/press-releases/knowbe4-and-itic-latest-study-reveal-companies-lack-security-for-byod/
http://en.wikipedia.org/wiki/Personal_Health_Information_Protection_Act
http://www.insidecounseldigital.com/insidecounsel/november_2013?pg=61#pg61
http://www.healthmgttech.com/articles/201302/challenges-and-benefits-in-a-mobile-medical-world.php
http://www.apple.com/ca/ipad/business/profiles/ottawa-hospital/
http://www.euromonitor.com/mobile-cocooning-how-growing-reliance-on-smart-devices-is-influencing-consumer-behaviour/report
http://www.euromonitor.com/mobile-cocooning-how-growing-reliance-on-smart-devices-is-influencing-consumer-behaviour/report


Technology Innovation Management Review March 2014

16www.timreview.ca

IT Consumerization: A Case Study of BYOD in a Healthcare Setting
Sarah Marshall

needs. Also, they must consider the affordability of 
certain device types and the wishes of their employ-
ees to own particular devices. A related challenge is 
that BYOD programs have the potential to discrimin-
ate against those employees who cannot afford to 
purchase their own devices. BYOD is based in the as-
sumption that employees are able to (and want to) 
purchase required devices and maintenance.

5. Internet dependency: the high dependency of mo-
bile devices on Internet access requires effective con-
tingency planning in the event of Wi-Fi downtimes 
or spikes in demand. In a hospital, not being able to 
access patient files in a time of crisis can be the differ-
ence between life and death. Furthermore, the use of 
employee-owned devices may overwhelm Wi-Fi net-
works due to their ease of transportation. Currently, 
the locations of computer workstations in hospitals 
are typically fixed, such as within certain units or 
rooms, so that the network and Wi-Fi demand in a 
given area is predictable and can be managed easily. 
An abundance of freely moving devices would likely 
change the Wi-Fi demand dynamics as staff move 
about the hospital with their devices over the course 
of a day. 

Case Study: The Ottawa Hospital

The Ottawa Hospital (TOH; ottawahospital.on.ca) is the 
largest teaching and acute care hospital located in East-
ern Ontario, Canada, and it is part of the Champlain 
Local Health Integrated Network (LHIN). Three previ-
ously individual institutions, the Civic Hospital, the 
General Hospital, and the Riverside Hospital were amal-
gamated in 1999 with the intention of providing pa-
tients with full care solutions. As such, services or 
specialities were able to be fully consolidated to one fa-
cility/location; this was a strategic move that enabled 
all relevant staff, equipment, and supplies to be located 
in one area. For example, all cancer care including re-
search, surgery, chemotherapy and radiation, appoint-
ments, diagnostic imaging, and laboratory services are 
located at the General Campus. Staff at the hospital 
total approximately 12,000, including approximately 
4,000 nurses, 1,400 physicians, and 900 residents. Addi-
tionally, as a teaching hospital, there are many resid-
ents and students that come to the organization for 
specialty training. As the largest hospital within the 
Champlain LHIN, TOH maintains some of the main re-
positories for documents, including patient history in 
their electronic health record system and diagnostic im-

ages in their picture archiving communication system. 
For these reasons, enabling clinicians to access health-
care information from any device connected to the In-
ternet, whether a desktop computer in an office or a 
handheld mobile device is imperative. 

Mobile Devices at The Ottawa Hospital

The traditional method for healthcare documentation 
and administration has always been based in paper – 
paper charts, paper order forms, and paper summaries 
of tests and procedures performed. In an attempt to be-
come a word-class healthcare organization, ideally 
ranked in the top 10% in North America, TOH decided 
to focus on many goals, including quality and safety of 
care. To ensure high quality and safe outcomes for pa-
tients and also to remain on trend in business, TOH has 
begun to digitize their tasks. For the most critically ill 
patients, healthcare organizations experience approx-
imately 1.7 medical errors per day (Maslove et al., 2011; 
tinyurl.com/kjnrfyj), such as when staff fail to administer 
medicine at the appropriate time or order incorrect 
tests. To reduce the likelihood of error, improve effi-
ciency, and provide higher-quality healthcare, digitized 
systems have been or are continuing to be implemen-
ted to allow clinicians to view diagnostic test images on 
mobile devices, order tests from those mobile devices, 
an enable instant approval of requested orders. TOH 
has chosen to implement a computerized system that 
enables physicians to order tests using mobile devices, 
which they can also use to view the results. 

To enable clinicians to use the newly implemented di-
gital systems, TOH chose integrate mobile devices into 
their infrastructure. They chose Apple’s newly released 
first-generation iPad device as their starting point be-
cause it provided an extremely portable device – as op-
posed to a laptop or a "workstation on wheels" (WOW) 
– that still had a sufficiently large screen. However, due 
to privacy considerations, a single iPad was registered 
to each physician. Although costly, this approach 
meant that a device could be remotely wiped in the 
event it was lost or stolen, and it also allowed additional 
security measures unique to the individual to be in-
stalled on the device. A pilot program with a select 
group of users enabled support services to learn how to 
manage unexpected issues. The success of the pilot pro-
gram encouraged the organization to move forward 
with this strategy, the benefits of which are described in 
the profile of the TOH's experience on the Apple web-
site: apple.com/ca/ipad/business/profiles/ottawa-hospital/ 

http://www.ottawahospital.on.ca/
http://dx.doi.org/10.1177/0885066610387984
http://www.apple.com/ca/ipad/business/profiles/ottawa-hospital/
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BYOD at The Ottawa Hospital

The computerized physician order entry system was 
evaluated in the summer of 2013, with an emphasis on 
the impact on employees and how the system may have 
changed routine practices. The research yielded two 
results that are relevant to BYOD. 

First, although the iPads were initially made available 
only to physicians and residents, nurses also perceived 
value in accessing patient information, ordering tests, 
and communicating with physicians using mobile 
devices. However, providing iPads to each nurse would 
be extremely costly, and the sharing of devices between 
shift workers might not be practical. A potential solu-
tion is to allow nurses to use their own devices as a BY-
OD extension of the existing mobile system.

The second result highlighted a more critical issue. 
Some residents complete what is known as a "visiting 
elective", where they come to TOH for a one- to four-
week rotation in an area of specialty. As part of their du-
ties in caring for patients, these residents must access 
patient information and order tests as required; 
however, because they will be at the organization for 
only such as short time, they are typically not provided 
with full access to computer systems, nor are they 
provided with an iPad. Instead, they may rely on other 
staff members to access the systems on their behalf. 
But, these residents can end up in situations where they 
are the on-call resident for an overnight shift. If a pa-
tient’s status becomes critical, the on-call physician or 
resident is expected to order the required test using the 
computerized physician order entry system. Until re-
cently, visiting elective residents were unable to com-
plete this task on their own, but TOH is now providing 
visiting elective residents with access to TOH applica-
tions, even though they are not being provided with 
one of the hospital's devices or mobile access.  

Prior to the pilot run with iPads for physicians, Apple 
devices were not supported at TOH. As of August 2012 
at least, the hospital's policies still had not been 
amended to include statements of support for staff us-
ing Apple devices, and therefore compatibility and 
functionality were not guaranteed. Second-generation 
iPads were provided to staff prior to completion of full 
testing, which concerned some of the Citrix developers 
because they had not fully tested the device with cur-
rent applications. Finally, requests by individual em-
ployees to participate in BYOD have increased steadily 

since the introduction of iPads at TOH. BYOD iPads are 
now supported, but the current program will only 
provide access to non-sensitive data, and users must re-
gister their devices with the identity and access man-
agement group. However, some prominent clinicians, 
mainly physicians, have signed non-disclosure agree-
ments and can therefore access all data, including sens-
itive data, on their own iPads. However, they must 
permit TOH to wipe their device should it be lost or 
stolen. This access is not common practice, and em-
ployees are not encouraged to bring their own devices. 
If they do bring their own devices, they may be able to 
connect to the internet, but they are not able to log into 
patient file databases.

At TOH, the vision, security systems, and policies are 
not yet in place to fully support BYOD technologies. 
However, their early experiences with mobile devices 
have helped achieve two of their most valued goals: i) to 
become a paperless, digitized workplace, and ii) to 
provide timely, accurate, world-class care for patients 
(tinyurl.com/qz9er9l). BYOD has the potential to be the 
next step in the radical transformation the hospital is 
embarking upon.

Implementation Recommendations

Although challenges remain, the early experiences with 
mobile systems and BYOD at TOH have been encour-
aging. Should any healthcare organization such as TOH 
want to implement a full BYOD program, the following 
recommendations are offered: 

1. Senior management and IT professionals must work 
collaboratively to design an appropriate mobile 
device policy that details codes of conduct and ex-
pectations. All staff must be made aware of these 
policies and the potential risks of BYOD to both the 
organization and the employees themselves.

2. Robust security systems and contingency plans must 
be implemented, taking into consideration any addi-
tional risks associated with employee-owned 
devices. At TOH, for example, the staff already use 
two-factor authentication grid cards, but security 
tokens may be required to provide enhanced security 
for a BYOD program. 

3. Management must anticipate changes in workflows 
and routines and institute corresponding organiza-
tional change initiatives. 

http://www.apple.com/ca/ipad/business/profiles/ottawa-hospital/
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Conclusion

As the experience of TOH demonstrates, IT consumeriz-
ation can present challenges to organizations on two re-
lated but distinct levels: i) supporting consumer mobile 
devices in the workplace and ii) supporting employee-
owned devices in the workplace, or BYOD. In both 
cases, the organization must put in place the necessary 
technical infrastructure to support mobile devices; in 
the case of BYOD, the organization must implement an 
additional layer of policy and technical support to man-
age the risks to privacy and security. 

With the ongoing emergence of IT consumerization, 
the question is not whether or not to BYOD, but how 
best to manage its implementation to realize its bene-
fits while minimizing its risks. In a healthcare setting, 
the security and privacy challenges of BYOD are para-
mount, and yet, the potential benefits of allowing em-
ployees to use consumer IT devices are tangible 
because they can impact not only the productivity of 
hospital employees but also the health of the people un-
der their care. The case study examined here illustrates 
that the healthcare industry is making concrete pro-
gress, and we can expect to see an increasing presence 
of consumer IT at the bedside and throughout our hos-
pitals. 

http://creativecommons.org/licenses/by/3.0



