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Edito rial

As 2007 d raw s to a close , th re e  e m e rging 
tre nds are  gaining m om e ntum . Th e  first is  
th at com panie s  are  re le asing form e rly pro-
prie tary code  unde r an ope n source  li-
ce nse . Th e  se cond is  th at ope n source  
com panie s  are  be ing acq uire d or are  issu-
ing public offe rings. Th e  th ird tre nd is  th at 
ve ry large  num be r of citiz e ns incre asingly 
use s  th e  Inte rne t to oppose  politicians 
and law  m ak e rs w h o th re ate n, som e tim e s 
unw ittingly, th e  fundam e ntal principle s of 
ope n source  de ve lopm e nt.   

Th e se  th re e  trend s tie  into th is  m onth 's  
e ditorial th e m e : Cle an inte lle ctual prop-
e rty or cle an IP. In a nutsh e ll, cle an IP is  
about re ducing lice nse  incom patibilitie s  
and non- com pliance  w ith  lice nsing te rm s. 
Cle an IP significantly affe cts th e  value  of 
th e  code  re le ase d as ope n source  and th e  
value  of a com pany th at de ve lops and 
m ark e ts softw are . 

One  tak eaw ay from  th is issue  is  th at 
th ose  com panie s  w ith  cle an inte lle ctual 
prope rty (IP) stand to gain significant 
com pe titive  advantage s. In th e  first art-
icle , D oug Le vin, th e  CEO  of Black  D uck  
Softw are , ide ntifie s  th e  be st practice s for 
m anaging IP in de ve lopm e nt e nviron-
m e nts th at use  ope n source  com pone nts, 
com m e rcial off- th e - sh e lf com pone nts, 
and proprie tary com pone nts. Th e n, in th e  
se cond article , M ah sh ad Kooh goli and 
Rich ard M aye r, Prote code 's  CEO  and Vice  
Pre side nt of M ark e ting re spe ctive ly, e xam -
ine  th e  various m e th ods of e nsuring soft-
w are  IP cle anline ss. 

In th e  th ird  article, Andy Kaplan- M yrth  
from  th e  Unive rsity of O ttaw a discusse s  
th e  im portance  of consultation proce ss  
for th e  upcom ing le gislation on Canadian 
copyrigh t. H e  is  follow e d by tw o acade m -
ics, G.R. Gangadh aran (Unive rsity of 
Tre nto) and M ich ae l W e iss  (Carle ton Uni-
ve rsity), introduce  righ ts e xpre ssion lan-
guage s. Th e se  language s e xpre ss  righ ts, 
fe e s  and conditions as m ach ine  action-
able  functions.

Eric Sm ith , a law ye r w ith  th e  firm  Frase r 
M ilne r Casgrain, e xplains th e  ch ange s in-
troduce d  in  ve rsion 3  of  th e   GPL.  In 
th e  last   article    of   th is    issue ,   Russe ll 
M cO rm ond, an Inte rne t and F/LO SS con-
sultant, provide s a pe rspe ctive  on th e  
copyrigh t bill e xpe cte d to be  introduce d 
in e arly 2008. M any Canadians h ave  e x-
pre sse d conce rns about th is  b ill.

In add ition to th e  six article s, th is  O SBR 
issue  include s a call for proposals from  
th e  Tale nt First Ne tw ork  and a le tte r from  
D avid Fe w e r inviting our re ade rs to join 
th e  Canadian Softw are  Innovation Associ-
ation, a coalition conce rne d about th e  
ne gative  conse q ue nce s of im porting U S-
style  digital copyrigh t le gislation to 
Canada.

2008 w ill se e  som e  exciting ch ange s for 
th e  O SBR. Th e  first w ill be  a m ove  to a 
ne w  ope n source  publish ing syste m . O S-
BR re ade rs, auth ors and re vie w e rs w ill be -
ne fit from  th e  functionality of th e  ne w  
syste m . 

H appy h olidays. 

As alw ays, w e  look  forw ard  to  re ading 
and publish ing re ade r fe e dback .

Dru Lavigne ,

Editor- in-Ch ie f 

dru@ osbr.ca

D ru Lavigne  is a te ch nical w rite r and  IT 
consultant w h o h as b e e n active  w ith  ope n 
source  com m unitie s since  th e  m id - 19 9 0s. 
Sh e  w rite s re gularly for O 'Re illy and  
D NSStuff.com  and  is auth or of th e  book s 
BSD  H ack s and  Th e  Be st of Fre e BSD  
Basics.
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Im proving Develo pm ent

“Softw are  asse m bly, w h e re by d e ve lope rs re -
use  alre ad y cre ate d  cod e  com pone nts, is 
d ram atically ch anging h ow  applications 
are  built. Th e  e fficie ncie s are  re aliz e d  if d e -
ve lopm e nt te am s e stablish  proce sse s to 
m anage  h ow  cod e  is asse m ble d , and  to as-
sure  th at th e  use  of th e  cod e  com pone nts is 
in com pliance  w ith  th e  various lice nse s 
gove rning th e  cod e .” 
D oug Le vin, CEO  of Black  D uck  Softw are  

O ve r th e  past te n ye ars, th e  Inte rne t and 
ope n source  softw are  (O SS) h ave  e nable d 
de ve lope rs to fundam e ntally ch ange  th e  
w ay th e y produce  softw are .  Incre asingly, 
distribute d te am s are  collaborating to as-
se m ble  softw are  from  re usable  com pon-
e nts and th e ir ow n proprie tary code  
rath e r th an building applications e ntire ly 
from  scratch . 

Th e  com pone nt- base d de ve lopm e nt 
m ode l is  fundam e ntally ch anging th e  
softw are  industry. It e nable s organiz a-
tions th at de ve lop softw are , e ith e r for 
com m e rcial sale  or for in- h ouse  use , to 
acce le rate  proje ct tim e line s, im prove  soft-
w are  q uality, and re duce  de ve lopm e nt 
costs. If not m anage d prope rly, th e  com -
ple xity inh e re nt in th is  ne w  w orld of 
m ixe d- IP (Inte lle ctual Prope rty) can pose  
busine ss  and te ch nical risk s  to an organ-
iz ation. 

Th is  pape r draw s on th e  e xpe rie nce s of 
th e  Black  D uck  Softw are  te am  
(h ttp://w w w .black duck softw are .com ), 
our custom e rs, and oth e r industry e x-
pe rts to propose  ne w  approach e s  to m an-
aging IP in th is  ne w  w orld. It de scribe s  a 
se t of be st practice s th at com panie s  can 
use  to avoid th e  ris k s  and gain th e  be ne -
fits of th e  com pone nt- base d approach  to 
softw are  de ve lopm e nt. 

Com pone nt-base d D e ve lopm e nt 

D e ve lopm e nt organiz ations h ave  long 
unde rstood th e  virtue s of building ne w  
applications by re - using com pone nts 
alre ady built and te ste d. Inde e d, th e  e vol-
ution and rapid adoption of com pone nt-
base d arch ite cture s h as be e n drive n in 
part by th e ir e ffe ctive ne ss  in prom oting 
e conom ically- significant re - use . It is  
th e re fore  appropriate  to conside r com -
pone nts as IP asse ts, optim iz e  th e ir us-
age , and prote ct th e ir inte grity. Th is  
applie s e q ually to all com pone nts, w h e th -
e r th e y are  inte rnally de ve lope d or de -
ve lope d e xte rnally by a th ird party. 

A de ve lopm e nt te am  inte nt on e xploiting 
an e xte rnally de ve lope d com m e rcial com -
pone nt doe s not typically purch ase  ow n-
e rsh ip of th at com pone nt. Inste ad, th e y 
acq uire  a lice nse  to use  th at com pone nt 
in a spe cifie d m anne r- - pe rh aps for only a 
ce rtain num be r of de ve lope rs w ork ing on 
a particular proje ct, or w ith  a spe cifie d 
royalty paid for e ach  instance  of a 
sh ippe d product th at include s th e  com -
pone nt. Th us, busine ss  judgm e nt is  re -
q uire d to e nsure  th at th e  cost of lice nsing 
a com m e rcial com pone nt is  m ore  th an 
offse t by th e  be ne fits. 

Include d in th e  cost analysis  m ust be  th e  
e ffort re q uire d to e nsure  com pliance  w ith  
th e  lice nse ; for e xam ple , lim iting th e  
com pone nt’s usage  to a spe cific proje ct, 
or track ing sh ipm e nts in orde r to accur-
ate ly calculate  royalty paym e nts. 

Ope n Source  Opportunity

O ve r th e  past five  ye ars, O SS h as rise n to 
prom ine nce , dram atically incre asing th e  
opportunity to re - use  e xisting softw are . 
D e ve lope rs can re adily locate  pote ntially 
use ful com pone nts from  a w ide  array of 
re - usable  softw are  com pone nts. 

4
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Re - use  can tak e  m any form s, including 
bundling inde pe nde nt com pone nts, in-
te grating w ith  or using librarie s, and in-
corporating source  code  or source  code  
fragm e nts. In som e  case s  th e se  com pon-
e nts can be  m odifie d as re q uire d to im -
prove  functionality, q uality, pe rform ance , 
or footprint. As w ith  com m e rcial com -
pone nts, th e  ow ne rsh ip of e xte rnally de -
ve lope d O SS com pone nts and fragm e nts 
re m ains w ith  th e ir auth ors. W h ile  m ost of 
th e se  auth ors allow  th e  com m e rcial use  
of th e ir softw are  w ith out initial paym e nts 
or royaltie s, m any h ave  ch ose n to im pose  
oth e r constraints, such  as: 

• Attribution 

• Usage  re porting 

• Publication of m odifications and 
  im prove m e nts 

• Lice nse  re plication 

• Re sulting softw are  m ust be  ope n source  

Such  constraints are  im pose d by m e ans 
of lice nse s. Exam ple s of ope n source  
lice nse s  include  th e : 

• Apach e  Softw are  Lice nse  (ASL) 

• Com m on Public Lice nse  (CPL) 

• GNU  Ge ne ral Public Lice nse  (GPL) 

• M oz illa Public Lice nse  (M PL) 

• Ne w  BSD  Lice nse  

A m ore  com ple te  listing of ope n source  li-
ce nse s  is  provide d at 
h ttp://w w w .ope nsource .org/lice nse s. 

Ope n Source  Lice nse  Com pliance  

D e ve lopm e nt te am s th at incorporate  
O SS com pone nts or fragm e nts of O SS 
com pone nts in th e ir proje cts m ust com -
ply w ith  th e  te rm s of th e  lice nse s  associ-
ate d w ith  th ose  com pone nts. Th is  can be  
ch alle nging for se ve ral re asons including 
th e  follow ing: 

• Th e re  is  w ide  variation in th e  obliga-
  tions im pose d by ope n source  lice nse s, 
  ranging from  th e  BSD  lice nse  (w h ich  h as 
  fe w  obligations) to th e  GPL lice nse  
  (w h ich  h as m any) 

• Som e  ope n source  lice nse s  are  le gally 
  com ple x, introducing constraints w h ose  
  busine ss  im plications m ay not be  obvio-
  us  to a de ve lope r ch oosing to re - use  a 
  com pone nt 

• Th e  lice nse s  of som e  com m e rcial and 
  ope n source  com pone nts are  m utually 
  incom patible  

• Th e  origin of a particular source  code  
  fragm e nt m ay be  difficult to de te rm ine , 
  e ffe ctive ly obscuring its lice nse  obliga-
  tions 

• D iscove ring th e  ne e d to com ply w ith  a 
  lice nse  late  in a proje ct’s life cycle  can 
  produce  disagre e able  trade offs, such  as 
  publish ing all of th e  proje ct’s source  
  code  v.s. incre asing tim e - to- m ark e t by 
  m onth s w h ile  a com pone nt is  re place d 

In addition to th e  le gal obligations im -
pose d by lice nse s, de ve lope rs w h o incor-
porate  O SS com pone nts into an 
organiz ation’s proje cts m ay e ith e r be  ob-
ligate d by th e  te rm s of th e  lice nse  or fe e l 
a m oral obligation to give  som e th ing 
back  to th e  com m unity. Th e  re sulting ac-
tions m ay re sult in th e  inadve rte nt dilu-
tion or loss of th e  organiz ation’s IP. 

5
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M anage m e nt Alte rnative s  

O rganiz ations can re act to th e  ch alle nge s 
of O SS lice nse s  in one  of th re e  w ays. 
Som e  organiz ations turn a blind e ye , ig-
noring th e  issue  until a catalyz ing e ve nt 
or crisis  occurs. But th e  re sulting m isfor-
tune s- - m ajor code  re w rite s, e m barrass-
ing ne gative  publicity, de laye d sale s, 
faile d acq uisitions- - m ak e  th is  an incre as-
ingly unte nable  approach . Th is  is  e spe -
cially true  in th e  ne w  e nvironm e nt of 
incre ase d busine ss  transpare ncy, e xe cut-
ive  re sponsibility, and pote ntial sh are -
h olde r law suits. 

O th e r organiz ations tak e  th e  D raconian 
approach  of banning all O SS re - use . Th is  
strate gy is  flaw e d be cause  it: 

• Is  difficult to e nforce  

• D e cre ase s  productivity and agility com -
  pare d to organiz ations th at succe ssfully 
  re - use  e xte rnally de ve lope d com pon-
  e nts 

• D e - m otivate s de ve lopm e nt te am s by 
  re q uiring th e m  to apply scarce  re source s 
  to de ve lop com pone nts from  scratch  
  and te st th e m  rath e r th an m oving for-
  w ard

Th e  first tw o approach e s  fail to re cogniz e  
th e  re ality th at ope n source  and com pon-
e nt re use  are  h e re  to stay. Th e  th ird and 
re com m e nde d alte rnative  is  to e ncour-
age  th e  re - use  of both  inte rnally de -
ve lope d and e xte rnally de ve lope d 
(com m e rcial and ope n source ) com pon-
e nts, w h ile  e stablish ing controls at critic-
al points in th e  proje ct life cycle , for 
e xam ple : 

• W h e n com pone nts are  first adde d to a 
  proje ct 

• W h e n inte rnally de ve lope d com pone nts 
  are  cre ate d or m odifie d 

• At e ve ry build 

• At e ach  ph ase  transition in th e  de ve lop-
  m e nt proce ss  

• W h e n conside ring th e  contribution of a 
  com pone nt to an ope n source  proje ct or 
  th e  transfe r of its ow ne rsh ip to anoth e r 
  party 

• Be fore  acq uiring a significant ow ne rsh ip 
  inte re st in a softw are  com pone nt 

It is  im portant to note  th at ide ntifying 
proble m atic lice nsing issue s  e arly in th e  
de ve lopm e nt cycle  is  tantam ount to de -
te cting se rious softw are  de fe cts. Th e  e arli-
e r a proble m  is  de te cte d, th e  le ss 
e xpe nsive  it is  to fix. W h ile  IP controls late  
in th e  de ve lopm e nt cycle , during te sting 
or re le ase  asse m bly, are  be tte r th an none , 
th e  e arlie r th e y h appe n in th e  life cycle , 
th e  be tte r. 

Pre paring for IP M anage m e nt 

To adopt be st practice s, se ve ral task s  
s h ould be  conside re d by th e  individual or 
te am s re sponsible  for de ve lopm e nt and li-
ce nsing. An organiz ation inte nt on m an-
aging its softw are  IP sh ould ide ntify th e  
re sponsible  busine ss, le gal, and te ch nical 
individuals w h o w ill be  involve d in th e  
proce ss. Th e  organiz ation also sh ould 
de signate  th e m  as auth oriz e rs  for e ach  
active  proje ct, and com m ission th e m  as a 
group to ove rse e  and m anage  th e  plan-
ning, im ple m e ntation, and ongoing m an-
age m e nt of th e  proce ss. 

A good first ste p for th e  te am  is  to de fine  
th e  boundary be tw e e n inte rnally de -
ve lope d and e xte rnally de ve lope d com -
pone nts. For e xam ple , a sm all 
organiz ation th at pre fe rs tak ing a conse r-
vative  approach  m ay de e m  all of th e  code  
de ve lope d w ith in its w alls to be  inte rnal. 
Conve rse ly, th at com pany w ould vie w  as 
e xte rnal all softw are  brough t in from  any 
outside  source . 6



Im proving Develo pm ent

Be st Practice s for IP M anage m e nt 

W h e ne ve r a de ve lopm e nt te am  conside rs 
adding ne w  fe ature s or re fining e xisting 
functionality in a proje ct, it sh ould e xpli-
citly se e k  inte rnally de ve lope d and e x-
te rnally de ve lope d com pone nts th at 
could acce le rate  de live ry. Th e  te am  
sh ould e stablish  crite ria for se le cting and 
procuring th e se  com pone nts. As w ould 
be  e xpe cte d, any com pone nt unde r con-
side ration th at fails to m e e t functionality, 
pe rform ance , re liability, m aturity, or risk  
re q uire m e nts sh ould be  e lim inate d. 

Th e  te am  sh ould also e lim inate  any e x-
te rnally de ve lope d com pone nt w h ose  li-
ce nse  is  on th e  proh ibite d lice nse  list, 
w h ose  lice nse  obligations are  financially 
or le gally incom patible  w ith  th e  proje ct’s 
busine ss  obje ctive s, or w h ich  use s  oth e r 
e xte rnal com pone nts or fragm e nts w h ose  
lice nse s  are  s im ilarly unacce ptable . For 
e xam ple , an organiz ation de ve loping a 
product th at w ill be  de live re d unde r a 
proprie tary lice nse  ne e ds to be  ce rtain 
th at any ope n source  or proprie tary li-
ce nse d code  th at is  incorporate d can be  
safe ly include d w ith out causing an irre -
concilable  conflict be tw e e n lice nse s. Any 
com pone nts th at pass th is  initial te st 
sh ould be  subje cte d to a m ak e - buy ana-
lysis  to de te rm ine  w h e th e r or not its ac-
q uisition m ak e s  se nse  from  a busine ss  
pe rspe ctive . 

To prote ct th e  organiz ation’s critical IP, 
th e  cre ation and m odification of all in-
te rnally de ve lope d com pone nts sh ould 
be  track e d by re cording a tim e stam p, th e  
nam e s of e ach  auth or, and th e  applicable  
obje ctive s and constraints. If a ne w ly- cre -
ate d or m odifie d com pone nt is  suspe cte d 
to be  se nsitive , th e  proje ct’s le gal, busi-
ne ss, and te ch nical re vie w e rs sh ould be  
conve ne d. If th e se  re vie w e rs de e m  th e  
com pone nt to be  se nsitive , th e y sh ould 
add it to th e  organiz ation’s list of se nsit-
ive  inte rnal com pone nts. 

Anoth e r organiz ation m igh t e xte nd its 
vie w  of inte rnal softw are  to include  li-
ce nse d proprie tary softw are  and softw are  
de ve lope d by its contractor and out-
source  partne rs. O n th e  oth e r h and, a de -
partm e nt of a large  corporation m ay 
w ant to conside r its de partm e nt inte rnal 
and conside r e ve ryone  e lse , including 
oth e r de partm e nts in th e  sam e  com pany 
to be  e xte rnal. Busine ss  judgm e nt m ust 
be  use d to de te rm ine  w h e re  th e  bound-
ary sh ould lie . 

Anoth e r k e y pre paration task  is  for th e  
te am  to ide ntify th e  de ve lopm e nt proce ss  
ph ase  transitions at w h ich  com pone nt re -
use  re vie w s w ill be  conducte d. Th e  te am  
sh ould de fine  crite ria for de signating an 
inte rnally de ve lope d com pone nt as se ns-
itive , for e xam ple  due  to trade  se cre ts or 
pate nts, and de ve lop and m aintain a list 
of th e se  se nsitive  ite m s. Th e  organiz ation 
also sh ould conside r e stablish ing and 
m aintaining lists of: 

• Lice nse s  th at are  proh ibite d by th e  
  organiz ation 

• Exte rnally de ve lope d com pone nts th at, 
  base d on pre vious re vie w s, are  approve d 
  for use  in proje cts, and th e  s ituations in 
  w h ich  use  is  approve d 

• Inte rnally de ve lope d com pone nts th at, 
  base d on pre vious re vie w s, are  approve d 
  for contribution to ope n source  proje cts 
  or disposition to th ird partie s  

O nce  th e se  lists h ave  be e n cre ate d, th e  or-
ganiz ation can use  th e m  to conduct an 
initial asse ssm e nt of its e xisting code  
base (s). In th is  im portant pre paratory 
ste p, th e  organiz ation ide ntifie s  and e s -
tablish e s  th e  base line  pe digre e , lice nse s, 
and com pone nts in use . As w ith  any pro-
ce ss  im prove m e nt, an acce ptable  alte rn-
ative  approach  involve s introducing 
th e se  ste ps incre m e ntally ove r tim e . 

7
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By asse ssing se nsitivity and lice nse  oblig-
ations at th e  point w h e re  a com pone nt is  
first be ing conside re d for re - use , de -
cisions can be  base d on ve rifiable  facts, 
e lim inating last- m inute  surprise s, gue ss-
w ork , com prom ise s, and risk - tak ing. Th is  
dram atically re duce s th e  ris k  of sch e dule  
slippage , cost ove rruns, and dam age  to 
th e  organiz ation’s re putation. It also 
h e lps pre ve nt th e  inappropriate  re - use  of 
critical IP. 

For e ach  com pone nt th at a proje ct’s de -
ve lopm e nt te am  propose s  to use  w ith in a 
proje ct, th e  te am  sh ould unde rstand: 

• Th e  inte nde d use  and rationale  for 
  inclusion 

• Th e  com pone nt’s se nsitivity 

• H ow  th e  code  w ill be  incorporate d 

H ow  th e  te am  de als w ith  th e  com pone nt 
w ill de pe nd, in part, on w h e th e r plans 
call for th at com pone nt to be  use d te m -
porarily or pe rm ane ntly. For e xam ple , th e  
inte nt m ay be  to use  th at com pone nt for 
a lim ite d am ount of tim e  only to spe e d 
up prototyping or to advance  th e  e arly 
ph ase s  of th e  de ve lopm e nt cycle , but not 
be  inte nde d to be  m ade  a pe rm ane nt 
part of th e  code  base . 

Anoth e r de te rm ination th e  te am  sh ould 
m ak e  is  w h e th e r a com pone nt w ill be  
use d only as is, or if m odifications w ill be  
allow e d, and if so, unde r w h ich  ap-
provals. D e ve lopm e nt te am s sh ould de -
scribe  th e  m e th od of joining th at w ill be  
use d to incorporate  th e  com pone nt into 
th e  proje ct. Th is  is  an e ffe ctive  ste p be -
cause  diffe re nt type s of joining can cre ate  
diffe re nt lice nsing obligations. 

To ach ie ve  gre ate r control ove r com pon-
e nt re - use , te am s sh ould also tak e  th e  fol-
low ing actions: 

• D e te rm ine  w h e th e r th e  com pone nt h as 
  be e n pre viously approve d for th e  pro-
  pose d form  of use  

• D e clare  th e  com pone nt’s ve rsion and 
  unde rstand its lice nse  obligations as 
  w e ll as th ose  of any e xte rnally de ve l-
  ope d com pone nts or fragm e nts it con-  
  tains or de pe nds on 

• Unde rstand all pote ntial incom patibilit-
  ie s  be tw e e n th e  com pone nt’s lice nse  
  obligations and th e  lice nse  obligations 
  of oth e r e xte rnally de ve lope d com pon-
  e nts include d in th is  proje ct 

• Pre se nt th e  above  inform ation to th e  
  proje ct’s le gal, te ch nical, and busine ss  
  auth oriz e rs  and re q ue st approval to use  
  th e  com pone nt as de scribe d 

• If th e  com pone nt is  inte rnal and se nsit-
  ive , th e  list th at cove rs th e se  ite m s 
  s h ould be  update d to note  th at com pon-
  e nt’s inclusion in th is  proje ct 

• If th e  com pone nt is  e xte rnally de ve l-
  ope d, its m e tadata and approval de tails 
  s h ould be  re corde d in th e  list of ap-
  prove d e xte rnal com pone nts 

Inspe cting th e  code  base  on a re gular 
basis  de cre ase s  th e  lik e lih ood th at une x-
pe cte d com pone nts w ill be  introduce d 
w ith out be ing notice d. Th e re fore , at th e  
cre ation of e ach  proje ct build or at re -
le ase  asse m bly, th e  de ve lopm e nt te am  
sh ould ve rify th at: 

• No unapprove d se nsitive  inte rnally or 
  e xte rnally de ve lope d com pone nts or 
  fragm e nts h ave  be e n adde d to th e  pro-
  je ct 

• No unapprove d ch ange s h ave  be e n 
  m ade  to se nsitive  inte rnally de ve lope d 
  com pone nts 
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• No ch ange s h ave  be e n m ade  to e xte rn-
  ally de ve lope d com pone nts w h ose  form  
  of use  pre clude s ch ange s, or re q uire s  
  th at all ch ange s be  approve d 

Any inappropriate  additions or ch ange s 
discove re d during ve rification sh ould be  
im m e diate ly addre sse d, e ith e r by obtain-
ing approval from  th e  proje ct’s le gal, te ch -
nical, and busine ss  re vie w e rs, or by 
back ing out th e  offe nding m odification. 
Th e  root cause  of any com pone nt m isuse  
s h ould be  ide ntifie d and corre cte d to e n-
sure  no subse q ue nt re gre ssion. By 
prom ptly and dilige ntly asse ssing e ve ry 
build and re le ase , th e  de ve lopm e nt te am  
w ill be  able  to de te ct e rrors w h e n th e y are  
le ast e xpe nsive  to corre ct. 

At th e  com ple tion of e ach  build or re -
le ase , th e  k e y m e tadata for all e xte rnally 
de ve lope d com pone nts sh ould be  re cor-
de d in th e  associate d bill- of- m ate rials. 
Th is  e nable s de m onstrable  com pliance  
w ith  lice nse  obligations, and e lim inate s 
any unce rtainty cause d by ch ange s 
be tw e e n proje ct re le ase s  by providing a 
cle ar audit trail. As a proje ct com ple te s a 
m ajor de ve lopm e nt proce ss  ph ase , its le g-
al, te ch nical, and busine ss  re vie w e rs 
sh ould do th e  follow ing: 

• Ve rify th at no unapprove d se nsitive  in-
  te rnal or e xte rnal com pone nts or frag-
  m e nts are  use d in th e  proje ct 

• Ve rify th at no unapprove d ch ange s w e re  
  m ade  to se nsitive  inte rnal com pone nts, 
  and th at no unapprove d or pre clude d 
  ch ange s w e re  m ade  to e xte rnal com pon-
  e nts 

• Re vie w  th e  lice nse  obligations of all e x-
  te rnal com pone nts use d in th e  proje ct, 
  and e nsure  com pliance  w ith  th e se  oblig-
  ations 

Th e se  ph ase  re vie w s back stop th e  de ve l-
opm e nt te am , and k e e p th e  le gal, te ch -
nical, and busine ss  re vie w e rs e ngage d in 
th e  m anage m e nt of softw are  re - use . Th e y 
also ve rify th at ch ange s in th e  proje ct’s 
obje ctive s h ave  not cre ate d le gal, te ch nic-
al, or financial inconsiste ncie s  w ith  th e  li-
ce nse s  of com pone nts use d in th e  
proje ct. 

Th e  rationale  for contributing com pon-
e nts to an ope n source  proje ct is  be yond 
th e  scope  of th is  re port, as are  th e  consid-
e rations involve d in transfe rring ow ne r-
sh ip to a th ird party or cre ating a ne w  
ope n source  proje ct. H ow e ve r, if a contri-
bution or transfe r of a candidate  com pon-
e nt or fragm e nt is  de e m e d appropriate , 
th e  proje ct’s le gal and busine ss  re vie w e rs 
sh ould: 

• D e te rm ine  w h e th e r th e  candidate  com -
  pone nt’s se nsitivity is  an im pe dim e nt to 
  contribution or transfe r 

• Ve rify th e  righ t to contribute  or transfe r 
  e ve ry e xte rnally de ve lope d com pone nt 
  or fragm e nt containe d w ith in th e  cand-
  idate  

Th is  h e lps to e nsure  th at th e  organiz ation 
doe s not inadve rte ntly contribute  code  
th at sh ouldn’t be  adde d be cause  of its 
se nsitivity or be cause  th e  organiz ation is  
not e ntitle d to supply it. If an organiz a-
tion is  conside ring an acq uisition th at 
w ould include  a significant inte re st in 
one  or m ore  softw are  com pone nts, th e  
de signate d se t of le gal, te ch nical, and 
busine ss  re vie w e rs sh ould be  ch arge d 
w ith  th e  follow ing: 

• Ide ntifying all include d com pone nts 
  not ow ne d by th e  supplie r or targe t 

• Asse ssing th e ir lice nse  obligations w ith  
  re spe ct to th e  acq uire r’s  com pliance , 
  busine ss  obje ctive s, and le gal policie s  
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• Asse ssing th e  im pact of any re q uire d 
  re w ork  or ch ange  on cost, re ve nue , 
  and q uality 

Note  th at th is  be st practice  applie s to a 
varie ty of situations in w h ich  financial in-
ve stm e nts are  involve d. Such  situations 
include : com pany m e rge rs and acq uisi-
tions, product acq uisitions, joint ve nture  
form ations, and ve nture  capital inve st-
m e nts. 

Conclusion 

By inte grating th e se  practice s in to de ve l-
opm e nt proce sse s, organiz ations w ill 
h ave  far gre ate r assurance s of com pli-
ance  w ith  all re le vant lice nse  obligations 
and far m ore  e ffe ctive  prote ction of soft-
w are  IP. Adopting th e se  practice s w ill e n-
able  com panie s  to be  m ore  aggre ssive  in 
th e ir use  of th e  softw are  asse m bly ap-
proach . Th at, in turn, w ill e nable  th ose  
com panie s  to m ore  q uick ly gain th e  be ne -
fits and com pe titive  advantage  th is  ne w  
de ve lopm e nt approach  prom ise s  includ-
ing acce le rate d proje ct tim e line s, im -
prove d softw are  q uality, and re duce d 
de ve lopm e nt costs. 

D oug Le vin is pre sid e nt and  CEO  of Black  
D uck  Softw are . Prior to found ing Black  
D uck   in  2002,  Le vin  se rve d   as  CEO   of 
M e ssage M ach ine s (acq uire d  by NM S Com -
m unications in 2002) and  X- Collabora-
tion Softw are  Corporation (acq uire d  by 
Progre ss Softw are  in 2000). From  19 9 5 to 
19 9 9 , h e  w ork e d  as an inte rim  e xe cutive  
or consultant to a range  of softw are  com -
panie s, includ ing CM GI D ire ct,  IBM /Lotus 
D e ve lopm e nt Corporation, O racle  Soft-
w are   Corporation,   Solbrigh t  Softw are , 
M osaic Te le com m unications, Brigh t Tige r 
Te ch nologie s and  Be st!Softw are . From  
19 87 to 19 9 5, Le vin h e ld  various se nior 
m anage m e nt  positions  w ith   M icrosoft 
Corporation, includ ing h e ad ing up w orld -
w id e  lice nsing for corporate  purch ase s of 
non- O EM  M icrosoft softw are  prod ucts. H e  
is a grad uate  of th e  Unive rsity of North  
Carolina at Ch ape l H ill and  h old s a ce rti-
ficate  in inte rnational e conom ics from  th e  
Colle ge  d ’Europe  in Bruge s, Be lgium . 
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"By June  2006, th e  proje ct h as h it th e  m a-
gic "100 case s finish e d " m ark , at an e xcit-
ing e q ual "100% le gal succe ss" m ark . 
Eve ry GPL infringe m e nt th at w e  starte d  to 
e nforce  w as re solve d  in a le gal succe ss, 
e ith e r in- court or out of court." 

h ttp://w w w .gpl- violations.org 

At m any points in th e  life  of a softw are  
e nte rprise , de te rm ination of inte lle ctual 
prope rty (IP) cle anline ss  be com e s critic-
al. Th e  value  of an e nte rprise  th at de ve l-
ops and se lls softw are  m ay de pe nd on 
h ow  cle an th e  softw are  is  from  th e  IP pe r-
spe ctive . Th is  article  e xam ine s various 
m e th ods of e nsuring softw are  IP cle anli-
ne ss  and discusse s  som e  of th e  be ne fits 
and sh ortcom ings of curre nt solutions. 

Source  of th e  Proble m  

In any softw are - producing organiz ation, 
softw are  proje cts conce ptually com prise  
ite rative ly de com posing a proje ct into 
sm alle r and m ore  m anage able  sub- pro-
je cts until th at point w h e re  individual 
sub- proje cts can be  assigne d to individu-
als or groups. In such  a sce nario, an indi-
vidual softw are  de ve lope r assigne d to a 
softw are  sub- proje ct h as a com bination 
of options for sourcing th e  ne ce ssary soft-
w are , including: (i) obtaining softw are  
from  th e ir organiz ation’s code  re pository, 
(ii) obtaining softw are  from  one  or m ore  
ope n source  re positorie s, (iii) obtaining 
softw are  th rough  purch ase , and (iv) ob-
taining softw are  th rough  th e  cre ative  pro-
ce ss  of w riting it. 

D e pe nding upon th e  s iz e  and com ple xity 
of a softw are  proje ct, th is  sce nario m ay 
be  re pe ate d m any tim e s. Also, w h e n a 
sub- proje ct is  outsource d or oth e rw ise  as-
signe d to a se parate  organiz ation such  as 
in a collaborative  proje ct, th e  out-
sourcing te am  goe s th rough  a sim ilar 
sce nario. 

In sum , th e  softw are  e m ploye d by any 
typical softw are - producing organiz ation 
m ay be  de rive d from  such  source s as: (i) 
th e  organiz ation’s code - base ; (ii) ope n 
source  re positorie s; (iii) com m e rcial 
ve ndors; and (iv) in- h ouse  de ve lopm e nt. 

W ith  th is  sce nario in m ind, IP inte grity of 
th e  final product is  ve ry m uch  a function 
of: i) individual pie ce s and ii) th e  IP prac-
tice s th at w e re  de fine d, m onitore d and 
e nforce d during th e  de ve lopm e nt pro-
ce ss. 

W e  obse rve  th at th e  IP inte grity of th e  
softw are  produce d can be  com prom ise d 
in w ays th at include : 

• Th e  organiz ation’s code  re pository m ay 
  h ave  im pure  artifacts th at are  intro-
  duce d into th e  product 

• If use d, th e  outsource r’s  re pository or 
  th e  collaborative  organiz ation’s re posit-
  ory m ay h ave  im pure  artifacts th at are  
  subm itte d 

• O pe n source  com pone nts do not satisfy 
  th e  ope n source  policy of th e  organiz a-
  tion, assum ing th at th e  organiz ation h as 
  an ope n source  policy, and it h as be e n 
  appropriate ly com m unicate d 

• O pe n source  com pone nts introduce d 
  by outsource rs or collaborators m ay not 
  satisfy th e  ope n source  policy or m ay be  
  im prope rly ch e ck e d and ve rifie d against 
  e xisting policie s  

• Th e  lice nse  gove rning th e  use  of ce rtain 
  com m e rcial code  m ay be  im prope rly li-
  ce nse d for th e  application, ge ograph ic 
  m ark e t, or th e  m ode  of de ploym e nt 

In addition, a de ve lope r m ay m ak e  a con-
tribution th at is  copyrigh t by anoth e r 
firm . 
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For e xam ple , a re ce nt surve y indicate s 
th at about 70%  of de ve lope rs carry code  
from  one  com pany to anoth e r 
(h ttp://w w w .itfacts.biz /inde x.ph p?id=
P1134). Ane cdotal e xpe rie nce  sugge sts 
th at th e  re al pe rce ntage  m ay be  h igh e r. 

Th e  s ituation ge ts m ore  com ple x if w e  
conside r th at code  re positorie s  can be -
com e  contam inate d be cause  of “ge ne ra-
tional tainting” prope rtie s  of lice nse s  
such  as th e  GPL, or m ore  ge ne rally, th e  
pe digre e  of ope n source  code  m ay be  un-
k now n or difficult to cate gorically e stab-
lish . 

In th is  article , w e  do not addre ss  inte n-
tional code  contam ination and inste ad 
focus on uninte ntional contam ination as 
w e  be lie ve  th at m ost code  contam ina-
tions are  uninte ntional. For any softw are  
proje ct of sufficie nt siz e  it is  ge ne rally dif-
ficult to unde rstand e xactly w h at is  in th e  
softw are  by th e  tim e  th e  softw are  is  col-
le cte d, inte grate d, te ste d and re le ase d. It 
m ay be  ve ry costly and tim e  consum ing 
to pe rform  th e  ne ce ssary due  dilige nce  to 
ide ntify w h at proble m s m ay e xist. 

An im m e diate  conclusion w e  can draw  
from  th e  pre ce ding is  th e  im portance  of 
e m ploying safe  softw are  de ve lopm e nt 
practice s. Th at is, w e  advocate  a pre ve nt-
ive  approach  aide d by policie s, e ducation 
and tools. 

W h o is Affe cte d 

Unde rstanding th e  IP pe digre e  of soft-
w are  is  im portant and is  be com ing an in-
cre asingly com m on re q uire m e nt in m any 
e nte rprise s  th at cre ate  and/or use  soft-
w are . In w h at follow s, w e  first de scribe  
th e  softw are  food ch ain, and th e n e xam -
ine  h ow  it can im pact th e  playe rs. 

Th e  softw are  industry ch ain m ay be  de -
scribe d in sim ple  te rm s. 

Th e  ch ain consists of incre asingly large r 
and m ore  com ple x organiz ations th at 
“consum e ” softw are  by bringing in soft-
w are  from  oth e r (typically sm alle r) 
firm (s), com bining th e  softw are  w ith  
th e ir ow n “value - adde d” functionality, 
and passing th e  re sult on to th e  ne xt (typ-
ically large r) firm  in th e  ch ain. 

To sh ow  th e  scope  of th e  firm s th at can 
be  affe cte d by contam ination, le t’s use  an 
e xam ple . Th e  softw are  ch ain in th e  ce llu-
lar ph one  industry consists of: 

• Sm all de ve lope rs and inde pe nde nt soft-
  w are  ve ndors th at contribute  h ardw are  
  drive rs or protocol stack s to th e  ch ip 
  m ak e rs  

• Ch ip m ak e rs th at add th e ir ow n conte nt 
  and pass it on to th e  ce ll ph one  ve ndor 

• Th e  ce ll ph one  ve ndor adds applica-
  tions and graph ical use r inte rface s, 
  again obtaine d from  oth e r playe rs and 
  inte rnal de ve lopm e nt te am s, and passe s  
  th e se  on to th e  ope rator 

• Th e  ope rator m ay add its ow n custom -
  iz e d conte nt such  as splash  scre e ns or 
  ope rator- spe cific applications and pass 
  th e se  on to th e  e nd use r

In th is  e xam ple , th e re  could be  tw e nty or 
m ore  playe rs involve d. An IP contam ina-
tion anyw h e re  in th e  food ch ain w ould af-
fe ct m any playe rs. 

Atte ntion on IP purity is  h e igh te ne d ge n-
e rally w h e n th e re  is  a transaction in-
volve d. Th e  nature  of th e  transaction 
could be : 

• Inve stm e nt in an organiz ation th at cre -
  ate s or consum e s softw are  

• An M & A (m e rge r and acq uisition) activ-
  ity involving a playe r in th e  above  food 
  ch ain 
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• Public O ffe ring by a playe r in th e  ch ain 

• A softw are  transfe r from  one  playe r to 
  th e  ne xt in th e  ch ain, such  as a contract-
  ing or softw are  lice nsing e ve nt

Such  transactions contribute  to th e  cre -
ation of a w h ole  industry ce nte re d on 
ve rifying softw are  cle anline ss  th rough  
due  dilige nce . Anoth e r contributor is  th e  
clause s  on re pre se ntations and w ar-
rantie s  or IP inde m nity in le gal docu-
m e nts supporting such  transactions. It is  
incre asingly com m on to e ncounte r IP 
law ye rs and Ve nture  Capitalists (VCs) and 
be  re gale d by storie s  of transactions th at 
h ave  be e n de laye d or lost (i) due  to th e  
tim e  th at it tak e s  to ve rify cle anline ss, or 
(ii) due  to am biguitie s  around IP ow ne r-
sh ip. All of w h ich  advocate s th e  ne e d for 
adopting and de ploying safe  softw are  de -
ve lopm e nt practice s. 

IP Contam ination is Pre vale nt 

Th e  scope  of IP contam ination is  e xpand-
ing, and is  be tte r unde rstood w h e n w e  e x-
am ine  its contributing factors and th e  
m om e ntum  be h ind th e m . 

Th e  use  of ope n source  softw are  (O SS) is  
incre asing dram atically,  sh ifting th e  
m ode ls and m e trics be h ind softw are  de -
ve lopm e nt. Softw are  re - use , code  visibil-
ity, e fficie nt de ve lopm e nt inte rvals, costs, 
and e nh ance d functionalitie s  are  som e  of 
th e  positive  attribute s driving th e  incre as-
ing use  of ope n source . H ow e ve r, ve ry 
spe cific lice nse s  re gulate  th e  use  of O SS 
and th e  te rm s of m any of th e se  lice nse s  
diffe r and not uncom m only re q uire  e x-
pe rt inte rpre tation. 

Aside  from  O SS, oth e r grow th  are as for 
contam ination include : 

• D e signe r pre vious- life  contam ination, 
  w h ich  w e  de scribe d e arlie r, is  com m on 

• O utsourcing, on- sh ore  or off- sh ore , is  
  e xpanding, w ith  th e  additional dange r 
  of cross- proje ct contam ination 

• E- bidding for softw are  as in 
  h ttp://w w w .e lance .com  is  grow ing 

• Collaborative  de ve lopm e nt is  be com ing 
  com m on w ith  unive rsitie s, gove rnm e nts 
  and industrie s  as playe rs 

In sum , w e  re ite rate  our be lie f th at m ost 
contam ination is  uninte ntional, and h ap-
pe ns w h e n safe  de ve lopm e nt standards 
and practice s are  abse nt in th e  softw are  
organiz ations of th e  food ch ain. 

Curre nt Pre ve ntion M e th ods  

W e  h ave  groupe d th e  ge ne ral m e th ods of 
m anaging IP contam ination into tw o 
groups: i) corre ctive  m e th ods, w h ich  try 
to de te ct contam ination or IP policy in-
fractions in a pie ce  of softw are , and ii) 
pre ve ntive  m e th ods, th at strive  to stop 
uninte ntional pe ne tration of unde sirable  
code  in a proje ct. 

W e  w ill furth e r divide  th e se  m e th ods into 
m anual and autom ate d te ch niq ue s, and 
w ill com m e nt on th e ir suitability and pe r-
ce ive d sh ort com ings. 

Corre ctive  Solutions  

Corre ctive  solutions by th e ir ve ry nature  
re q uire  th e re  to be  an asse t to be  ana-
lyz e d, and th e re fore  are  com m only e m -
ploye d as a pre fix to th e  load- build 
proce ss  or as a suffix to th e  product re -
le ase  proce ss. 
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Th e  ge ne ral obje ctive s be h ind corre ctive  
solutions are : (i) to de te ct possible  IP con-
tam ination; (ii) to ide ntify th e  e xte rnal 
source  from  w h ich  th e  IP contam ination 
w as de rive d; (iii) to de te rm ine  th e  validity 
of suspe cte d IP contam ination; and (iv) 
to appropriate ly re spond to th e  possible  
IP contam ination. IP contam ination can 
tak e  one  of tw o form s: (i) a com ple te  
m odule  or file , or (ii) a snippe t such  as a 
subroutine  or m e th od w ith in a m odule  or 
file . It is  note w orth y, re fle cting th at IP 
contam ination is  se ldom  m alicious, th at 
it is  not uncom m on for an IP contam ina-
tion obje ct to h ave  associate d com m e nts 
th at cle arly ide ntifie s  th e  source  or copy-
righ t ow ne r of th e  obje ct. 

Corre ctive  solutions can be  q uite  soph ist-
icate d and th e re  can be  value  to just pe r-
form ing one  or m ore  of th e  above  
obje ctive s. For e xam ple , it is  not alw ays 
ne ce ssary to ide ntify th e  source  from  
w h ich  an IP contam ination obje ct w as de -
rive d. Le xical and gram m atical analysis  
of a file  can be  e m ploye d to de te ct and 
flag e xplanation ch ange s in coding style . 
Also, de te ction and ide ntification m ay be  
one  and th e  sam e . A pre cautionary sw e e p 
of all th e  file s use d in a load build m ay be  
pe rform e d to e nsure  th e re  are  no inad-
ve rte nt and unaccounte d for de pe nde n-
cie s  on com m e rcial or ope n source  
lice nse d softw are  m odule s. 

Corre ctive  solutions typically involve  a 
com bination of both  m anual and auto-
m ate d proce sse s. A com pre h e nsive  and 
form al re vie w  m ay be  pe rform e d by an in-
te rnal te am  of code  re vie w e rs and le gal 
council as part of th e  ge ne ral de ve lop-
m e nt proce ss. Th is  m ay be  an e xte nsion 
to th e  typical code  re vie w  th at is  com -
m only e m ploye d during th e  de ve lopm e nt 
proce ss  to find bugs and im prove  th e  soft-
w are . 

Alte rnative ly, an e xte rnal com m e rcial due  
dilige nce  se rvice  m ay be  e m ploye d to 
provide  an inde pe nde nt asse ssm e nt in or-
de r, for e xam ple , to validate  th at th e  soft-
w are  asse t be ing sold righ tfully be longs 
to th e  se lle r. In e ith e r case , th e  proce ss  
involve s e xam ining various artifacts such  
as th e  softw are  bill- of- m ate rials, softw are  
file s, and docum e ntation file s, de te rm in-
ing th e  source s of various artifacts, and 
inte rvie w ing de ve lope rs. In sh ort, look ing 
for indicators of e xte rnal artifacts and 
upon finding suspe cts, inve stigating th e  
IP attribute s of th e se  suspe cts. 

Th e  m ore  com m on com m e rcially avail-
able  autom ate d tools typically addre ss  
th e  ide ntification of e xte rnal softw are  
m odule s/file s toge th e r w ith  e xte rnal 
source  code  w ith in m odule s/file s. To ac-
com plish  th is  function, th e se  tools h ave  
associate d re positorie s  containing soft-
w are  m odule s/file s, actual source  code , 
and th e  e q uivale nt of code  finge rprints 
k now n as code prints. Th e se  tools accom -
plish  th e ir obje ctive s by com paring a giv-
e n artifact against th e  conte nts in th e  
re pository. Such  re positorie s  are  com -
m only asse m ble d by m ining th e  vast col-
le ction of ge ne rally available  O SS as w e ll 
as contribute d com m e rcial softw are  
source  code , obje ct file s, library file s, and 
e xe cutable s. Th e  contribution of such  
com m e rcial softw are  cre ate s a w in- w in 
for e ve ryone  involve d as: 

• Th e  ow ne rs of th e  com m e rcial softw are  
  are  incre asingly confide nt th at th e ir 
  code  is  be ing prope rly use d 

• Th e  de ve lope rs of softw are  are  incre as-
  ingly confide nt th at th e ir m ark e t offe r is  
  not e xpose d to th e  ris k s  associate d w ith  
  inadve rte ntly incorporating com m e rcial 
  softw are  

• Th e  tools de ve lope r h as a m ore  com pre -
  h e nsive  and use ful m ark e t offe r 
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A fe w  e xam ple s of th e  autom ate d m e ch -
anism s use d to de te ct and ide ntify e xte rn-
al code  snippe ts include : 

• Com parison and corre lation of th e  snip-
  pe t w ith  various snippe ts of code  e xist-
  ing in a re pository 

• Com puting a code print for th e  snippe t 
  and com paring th is  code print against a 
  re pository of pre - com pute d code prints 

• Scanning th e  snippe t for k e yw ords such  
  as "lice nse ", ide ntification m ark s  such  
  as "w ritte n by", and copyrigh t notice s 

As m e ntione d, ge ne rally a com bination 
of m anual and autom ate d m e th ods are  
e m ploye d. Tw o note w orth y acade m ic 
proje cts in th is  fie ld are : (i) M O SS (M e as-
ure  O f Softw are  Sim ilarity) in Stanford 
Unive rsity (h ttp://th e ory.stanford.e du/
~ aik e n/m oss/), and (ii) JPLAG 
(h ttps://w w w .ipd.uni- k arlsruh e .de /
jplag/) in Karlsruh e  Unive rsity. 

Lim itations of Corre ctive  Solutions 

Alth ough  th e  ste ps for corre ctive  solu-
tions are  re lative ly straigh t forw ard, prac-
tically th e y are  ve ry labor inte nsive , tim e  
consum ing and e xpe nsive . Incre asing 
autom ation m ak e s  th is  e nde avor m ore  
fe asible , w h ich  is  contributing to an in-
cre asing use  of such  tools for softw are  de -
ve lopm e nt. W h ich , in turn, is  re sulting in 
an incre ase  in th e  innovation and availab-
ility of m ark e t offe rs addre ssing th is  are a. 

H ow e ve r, th e re  are  lim itations to corre ct-
ive  solutions. Eve n w ith  autom ation and 
aggre gation, corre ctive  solutions can not 
de te ct e xte rnal conte nt unle ss th e y can 
ide ntify it. In oth e r w ords, if an e xte rnal 
conte nt is  not available  in th e  tools’s re -
pository or is  not oth e rw ise  de te ctable  by 
be ing cle arly m ark e d or stylistically diffe r-
e nt, it cannot  be  de te cte d. 

And in particular, it is  e xtre m e ly difficult, 
if not im possible , to de te ct proprie tary e x-
te rnal conte nt since  ge ne rally it is  not 
available  for com parison purpose s. 

Eve n if th e  e xte rnal conte nt doe s e xist in 
th e  database , th e  com parison proce ss  is  
not alw ays 100%  accurate . M ore ove r, th e  
com parison proce ss  is  com putationally 
inte nsive , re q uiring a tigh t link age  
be tw e e n th e  com parison algorith m s and 
th e  re pository. Th is  typically re q uire s  co-
locating th e  re pository and th e  code  to be  
e xam ine d. 

Corre ctive  solutions addre ss  th e  re lat-
ive ly w e ll de fine d issue  of spotting IP con-
tam ination. Th e re  are , h ow e ve r, a m yriad 
of re late d and ove rlapping issue s. Not-
able  am ong th e se  issue s  is  softw are  pe di-
gre e , or “w h o w rote  th is  stuff?”. Softw are  
pe digre e  is  conce rne d w ith  de te rm ining 
w h e th e r or not th e  copyrigh t lice nse  at-
tach e d to a file /m odule  or code  snippe t is  
prope rly attach e d and th at th e  lice nse  
re ally doe s apply. Anoth e r issue  sur-
rounds de te rm ining w h at constitute s a 
softw are  de rivative  as som e  O SS lice nse s  
re q uire  all de rivative s of a give n w ork  to 
be  lice nse d unde r th e  sam e  lice nse  as th e  
original. 

Possibly th e  m ost significant lim itation 
associate d w ith  corre ctive  solutions is  
th at th e y are  corre ctive , occurring afte r 
th e  fact. Re solution of any corre ctions 
can im pact th e  proje ct’s com ple tion date , 
transaction closing and sale s cycle , and 
add unanticipate d costs to th e  ove rall 
proje ct. 

Pre ve ntive  Solutions 

As th e  saying goe s, “An ounce  of pre ve n-
tion is  w orth  a pound of cure ”. As w ith  
corre ctive  solutions, pre ve ntive  solutions 
m ay be  cate goriz e d in te rm s of m anual 
and autom ate d proce sse s. 
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Am ong th e  m ore  w ide spre ad m anual pre -
ve ntive  solutions is  e ducation. Education 
include s organiz ations se tting policie s  
and rule s for acce ptable  and safe  coding 
practice s, as w e ll as th e  associate d com -
m unications and training. Th e se  include  
th e  introduction of guide line s th at are  
w e ll docum e nte d, ge ne rally available  for 
de ve lope r re fe re nce , and are  inte grate d 
into th e  com pany’s practice s. 

Th e  succe ss  of e ducation in addre ssing IP 
contam ination is  de pe nde nt upon a num -
be r of factors, including th e  e ducation 
program  e m ploye d and th e  e th ical be h a-
vior of th e  program m e rs. W h ile  re cog-
niz e d as cle arly im portant, e ducation w ill 
ge ne rally be  insufficie nt in and of itse lf to 
pre ve nt IP contam ination, both  m ali-
cious and non- m alicious. 

Anoth e r pre ve ntive  solution is  se tting th e  
re q uire m e nt th at only spe cific code  m ay 
be  use d. Again, rule s m ust be  de fine d, 
docum e nte d and com m unicate d on th e  
acce ptable  practice s and source s of code . 
A com m on criticism  of th is  solution is  
th at it m ay not ge ne rally apply. For e x-
am ple , program m e rs m ay find th at it lim -
its th e ir ch oice s and ne e ds, and th at 
acce ptable  alte rnative s be com e  h inde re d 
by approval proce sse s. Pre ssure s  of de ad-
line s and de live rable s cre ate  an atm o-
sph e re  of te nsion be tw e e n follow ing th e  
proce ss  and adh e ring to th e  rule s. It is  
note w orth y th at w e  h ave  re ce ntly se e n 
th e  e m e rge nce  of succe ssful com m e rcial 
ve nture s th at offe r a database  of IP- in-
de m nifie d, pe digre e d O SS. 

Autom ate d pre ve ntive  solutions re ly 
upon th e  de te ction and ide ntification of 
e xte rnal conte nt im m e diate ly upon it be -
ing introduce d into a proje ct. Inte gration 
of th e  pre ve ntive  solution w ith in th e  de -
ve lopm e nt e nvironm e nt e nable s de te c-
tion of e xte rnal conte nt, alth ough  it m ay 
not ne ce ssarily autom atically ide ntify th e  
source  of th at conte nt.

D e te ction can flag th e  introduction and 
optionally re q uire  th e  de ve lope r im port-
ing th e  code  to annotate  th e  source  for fu-
ture  re fe re nce . Tim e ly de te ction of th e  
com pany’s IP policy violations and pos-
sible  im m e diate  corre ction is  include d 
am ong th e  advantage s of autom ate d pre -
ve ntive  solutions. Lik e  corre ctive  solu-
tions h ow e ve r, pre ve ntive  solutions do 
not addre ss  th e  re late d issue s  associate d 
w ith  de te rm ining softw are  de rivative s. 

Sum m ary 

Th e  softw are  de ve lopm e nt industry is  w it-
ne ssing a transition, brough t about by th e  
e xplosive  grow th  of O SS, code - se arch  e n-
gine s and outsourcing practice s. Th e  ne w  
orde r brough t about by th is  transition car-
rie s  ce rtain IP ch alle nge s th at m ust be  e f-
fe ctive ly h andle d, oth e rw ise  th e  re sults 
could be  catastroph ic for a softw are  com -
pany. IP policie s  m ust be  se t, m onitore d 
and e nforce d. 

M ah sh ad  Kooh goli is th e  CEO  of Prote cod e  
Inc. (h ttp://w w w .prote cod e .com ), a soft-
w are  IP m anage m e nt com pany. M ah sh ad  
h as b e e n in th e  ind ustry for a long tim e , 
h as a BSc and  a Ph D  from  th e  Unive rsity 
of Susse x in England . H e  h old s various pat-
e nts. H e  w as th e  found e r and  CEO  of Nim -
cat Ne tw ork s, and  found e r of Space brid ge  
Ne tw ork s and  Lante rn Com m unications 
Canad a. H e  h e ld  se nior role s in Ne w -
brid ge , Be ll North e rn Re se arch  and  Norte l. 

Rich ard  M aye r d e als w ith  softw are  inte l-
le ctual prope rty issue s as Vice  Pre sid e nt of 
M ark e ting for Prote cod e . H e  offe rs a 
b re ad th  of e xpe rie nce  and  und e rstand ing 
of custom e r and  te ch nology ch alle nge s in 
th e  te le com m unications and  IT se ctors. 
Prior to joining Prote cod e , Rich ard  h e ld  
se nior m ark e ting, prod uct m anage m e nt 
and  sale s role s includ ing an inte rnational 
posting in Norte l and  JD SU . Rich ard  h as a 
d e gre e  in Com pute r Syste m s Engine e ring 
from  Carle ton Unive rsity. 
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"A balance d  approach  to inte lle ctual prop-
e rty righ ts is vital to e conom ic grow th ." 

Com m itte e  for Econom ic D e ve lopm e nt

In th e  Canadian copyrigh t re form  are na, 
th e  e ve nts of e arly D e ce m be r, 2007, 
ch ange d e ve ryth ing.

In late  Nove m be r, it w as w ide ly anticip-
ate d th at ne w  copyrigh t le gislation w ould 
be  introduce d in th e  m ode l of th e  contro-
ve rsial Am e rican D igital M ille nnium  
Copyrigh t Act (D M CA). Th e  bill w as 
rum ore d to include  h arsh  “anti- circum -
ve ntion law s”, w h ich  grant softw are  dis -
tributors th e  righ t to se e k  le gal re m e die s  
for circum ve ntion of te ch nological lock s 
on conte nt. In re sponse , ve te ran Cana-
dian copyrigh t advocate s issue d an ap-
pe al to Canadians to tak e  an inte re st in 
th e  b ill and to call for fair and balance d 
copyrigh t. 

Canadian citiz e ns answ e re d th at call in 
une xpe cte d num be rs, both  online  and 
offline . A Face book  group, calle d Fair 
Copyrigh t for Canadians, gre w  to ove r 
25,000 m e m be rs w ith in tw o w e e k s, and 
provide d grassroots advocacy tools to cit-
iz e ns. A ne w  w e bsite , calle d Copyrigh tfor-
Canadians.ca, e stablish e d itse lf as a 
ce ntre  for ne w s on th e  b ill and consum e r 
advocacy. Using th e se  tools, Canadians 
w rote  le tte rs, m e t w ith  politicians, and 
de m ande d balance .  W ith  th e ir w ords 
and th e ir actions, not only did Canadians 
de lay th e  introduction of th e  b ill until 
ne xt ye ar, but th e y put copyrigh t in th e  
spotligh t and sh ow e d le gislators th at fair 
and balance d copyrigh t can capture  th e  
public im agination.

Industry M iniste r Jim  Pre ntice  now  h as 
th e  opportunity to h e ar from  groups re p-
re se nting Canadian pe rspe ctive s on copy-
righ t, h ope fully re sulting in a be tte r and 
m ore  balance d bill.
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O pe n source  de ve lope rs h ave  a uniq ue  re -
lationsh ip w ith  copyrigh t, w ith  lice nce s 
and practice s e nabling th e m  to flourish  
in th e  copyrigh t e cosyste m . O pe n source  
softw are  busine sse s  are  uniq ue ly situate d 
to com m e nt on th e  copyrigh t balance , 
since  ope n source  de ve lope rs re ly on 
copyrigh t both  for prote ction of th e ir soft-
w are , and for fre e dom  to acce ss  th e  soft-
w are  of oth e rs.  In th e  consultation 
proce ss  to com e , th e  Canadian Softw are  
Innovation Association (CSIA) is  in a posi-
tion to be  th e  voice  of th e  Canadian ope n 
source  industry.

Th e  CSIA is  a grow ing coalition of busi-
ne sse s, nonprofit organiz ations, individu-
als and use r groups w ork ing in th e  
busine ss  of fre e  and ope n source  soft-
w are . Th e  CSIA is  an organiz ation th at ad-
vocate s copyrigh t law s in Canada th at 
continue  to support cre ativity and e n-
courage  innovation in th e  Canadian soft-
w are  industry w h ile  offe ring use rs  
ne ce ssary fre e dom s. Th e  CSIA is  be ing 
form e d around a w h ite  pape r, available  at 
th e  CSIA's w e bsite  
(h ttp://softw are innovation.ca/
w h ite pape r/). Th e  w h ite  pape r builds a 
case  for Canada's ne e d for copyrigh t law s 
th at support th e  ope n source  m ode l.  Th e  
w h ite  pape r offe rs th re e  points to sup-
port th is  case : i) an account of Canada's 
ope n source  busine ss  com m unity and 
th e  e conom ic contribution of ope n 
source  to th e  m ark e tplace ; ii) an account 
of ope n source  and its re lationsh ip to 
copyrigh t law ; and iii) an account of h ow  
anti- circum ve ntion law s unde rm ine  
ope n source  softw are .

Th e  w h ite  pape r also offe rs a se rie s  of re -
com m e ndations for addre ssing anti- cir-
cum ve ntion law s. Th e re  is  no such  th ing 
as a good anti- circum ve ntion law , but if 
Canada is  com m itte d to im ple m e nting 
such  law s, th e n it sh ould do so in a w ay 
th at m inim iz e s  pote ntial disruption to 
th e  ope n source  busine ss  m ode l. 

http://softwareinnovation.ca/whitepaper/


Th e  CSIA offe rs guidance  to th e  gove rn-
m e nt on h ow  to do so.

Th is  s h ort article  offe rs a sum m ary of th e  
CSIA w h ite  pape r, and issue s  a call to 
arm s for ope n source  de ve lope rs: good 
law s don't just h appe n; law - m ak e rs ne e d 
to unde rstand th e  inte re st is  in th e  bal-
ance . Th e  CSIA offe rs a w ay to m ak e  your 
voice  h e ard in copyrigh t policy de bate s.

Econom ic Contribution of Ope n Source

O pe n source  softw are  (O SS) offe rs m any 
practical and e conom ic be ne fits to both  
ope n source  busine sse s  and use rs. O pe n 
source  offe rs th e  public se ctor and sm all, 
m e dium , and large  busine sse s  alik e , pro-
ductivity and e fficie ncy gains and oth e r 
practical be ne fits such  as spe cializ ation 
and scaling to m e e t a use r’s  spe cific 
ne e ds. Vie w e d m ore  broadly, th e  ope n 
source  m ode l is  a h otbe d of innovation 
th at contribute s to Canada’s e conom ic 
w e ll- be ing. 

A 2005 Statistics Canada re port disclose s 
th at ope n source  softw are  occupie s  a sig-
nificant fraction of softw are  ope rate d by 
both  private  and public se ctor organiz a-
tions. O ve r h alf (52.7% ) of all public se c-
tor organiz ations re porte d using ope n 
source  softw are . Am ong private  se ctor 
firm s, ove r tw o th irds (37.3% ) of large  
firm s re porte d using ope n source  soft-
w are , w ith  le ss be ing re porte d by m e di-
um  (16.5% ) and sm all (9 % ) busine sse s  
(alth ough  th e se  figure s  lik e ly unde r- re -
port ope n source  usage  th rough  out-
source d w e b  se rvice s). 

M ore  w ork  ne e ds to be  done  to e ducate  
sm alle r busine sse s  about th e  be ne fits 
and capabilitie s  of ope n source  softw are . 
Sm alle r busine sse s  w ould be ne fit th e  
m ost from  th e  cost savings and fle xibility 
th at ope n source  softw are  de live rs. 
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O pe n source  consum e r applications, 
such  as th e  Fire fox brow se r, U buntu 
Linux- base d ope rating syste m , Apach e  
w e b- se rve r, M ySQL database  program , 
and O pe nO ffice  productivity suite , are  
also incre asing m ark e t sh are .

Th e re  are  m any e conom ic advantage s to 
using ope n source  ove r proprie tary soft-
w are :

• Re duce d Cost: conside ring th e  total cost 
  of ow ne rsh ip of softw are , including th e  
  m ainte nance  and support, in m ost case s  
  O SS is  le ss e xpe nsive  th an e q uivale nt 
  proprie tary softw are

• Se curity: ope n source  code  is  transpar-
  e nt to use rs, m ak ing softw are  ve ndors 
  m ore  accountable , giving use rs  and 
  de ve lope rs acce ss  to th e  source  code  and
  allow ing th e m  to ide ntify vulne rabilitie s  
  and provide  or push  for fixe s  in a tim e ly 
  m anne r

• Efficie ncy, scalability, and innovation: 
  softw are  upgrade s can be  controlle d and 
  de te rm ine d by use rs  and not th e  soft-
  w are  ve ndor and th e  softw are  m ay be  
  e asily custom iz e d to m e e t th e  spe cific 
  ne e ds of its use rs

Finally, ope n source  e ncourage s ch oice s 
be tw e e n ve ndors and program s and pro-
m ote s inte rope rability for all use rs.

Alth ough  O SS is  grow ing incre asingly 
m ainstre am , Canada still lags be h ind oth -
e r nations in tak e - up of O SS: studie s  
s h ow  th at firm s use  a large r pe rce ntage  of 
O SS in th e  Unite d State s, Europe  and th e  
Pacific Rim . Th is  sugge sts th at closing th e  
ope n source  tak e - up gap offe rs Canadian 
firm s th e  pote ntial for significant pro-
ductivity gains. Accordingly, th e  Cana-
dian gove rnm e nt sh ould e ncourage  th e  
adoption of O SS to bolste r Canadian pro-
ductivity and e conom ic grow th . 



Th is include s cre ating a busine ss  clim ate  
th at is  fre e  of h urdle s for ope n source  im -
ple m e ntation. Canada h as a sm all but 
strong h istory of ope n source  contribu-
tion. None th e le ss, Canada lags be h ind 
both  th e  Unite d State s and th e  Europe an 
Union in te rm s of ope n source  de ve lop-
m e nt.

Ope n Source  Softw are  and Copyrigh t

Copyrigh t law  is  ce ntral to th e  ph ilo-
soph y and practice s of ope n source  de -
ve lope rs. Th e  public policy unde rlying 
Canada’s copyrigh t law  se e k s  to balance  
th e  public’s inte re st in re w arding auth ors 
for th e ir cre ative  e fforts w ith  th e  public’s 
inte re st in acce ss  to th ose  w ork s. O pe n 
source  de ve lope rs s im ilarly h ave  inte re sts 
on both  side s  of th at balance .

Copyrigh t law  grants O SS de ve lope rs e x-
clusive  righ ts in th e  com pute r program s 
th e y cre ate , including th e  e xclusive  righ t 
to re produce , distribute , and adapt and 
m odify th e  softw are . O pe n source  de -
ve lope rs re ly upon th e se  e xclusive  righ ts 
to dictate  th e  te rm s unde r w h ich  th e ir 
softw are  m ay be  distribute d and use d. 
O pe n source  de ve lope rs colle ct th e se  
te rm s into standard lice nce  agre e m e nts, 
sim ple  le gal docum e nts th at pre dictably 
and e conom ically com m unicate  th e  con-
ditions unde r w h ich  th e  softw are  m ay be  
use d, adapte d and distribute d. Th e  busi-
ne sse s  and use rs  th at do not abide  by th e  
lice nce  te rm s infringe  copyrigh t. Th e  O SS 
copyrigh t ow ne r m ay se e k  re m e die s  for 
infringe m e nt; th e  sam e  w ay th at th e  ow n-
e r of copyrigh t in a proprie tary program  
m igh t.

In re turn for th e  grant of copyrigh t pro-
te ction, th e  cre ator of a w ork  is  re q uire d 
to le t th e  public e ngage  in ce rtain activit-
ie s  w ith  th e  w ork  cre ate d. Th is  is  ofte n de -
scribe d as th e  “copyrigh t bargain” in th e  
se nse  th at allow ing acce ss  is  th e  price  th e  
auth or pays for th e  be ne fit of copyrigh t 
prote ction. 19
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Th e  de ve lopm e nt of ope n source  soft-
w are  re q uire s  acce ss  to com pute r pro-
gram s for m any re asons, including th e  
ne e d to de ve lop innovative  e xte nsions or 
e xte nd th e  functionality of e xisting soft-
w are , to unde rtak e  se curity re se arch  and 
to m ak e  code  inte rope rable . Acce ss  to 
code  is  also re q uire d to re se arch  function-
ality, w h ich  include s re ve rse  e ngine e ring 
code  to ide ntify non- pate nte d inve n-
tions. Copyrigh t law  re cogniz e s  th e  value  
of th e se  activitie s, and th e  ne e d to place  
th e m  be yond th e  absolute  control of th e  
copyrigh t ow ne r.

Te ch nological M e asure s 

Te ch nical m e asure s  are  ubiq uitous, con-
sum e r- le ve l digital te ch nologie s  th at al-
low  copyrigh t ow ne rs control ove r th e  
distribution and use  of softw are  and digit-
al conte nt. Te ch nical m e asure s  add a 
se cond laye r of conte nt prote ction th at is  
inde pe nde nt of and in addition to copy-
righ t prote ction. Th e  W IPO  Inte rne t Tre at-
ie s  oblige  state s to give  le gal prote ction to 
Te ch nical m e asure s. Th e se  le gal prote c-
tions, colle ctive ly k now n as “anti- circum -
ve ntion law s”, offe r conte nt distributors a 
th ird laye r of prote ction.

Te ch nical m e asure s, lik e  all te ch nology, 
are  fallible . Accordingly, anti- circum ve n-
tion law s ine ffe ctive ly pre ve nt infringe -
m e nt but e ffe ctive ly de te r le gitim ate  use s  
of copyrigh te d w ork s  by law - abiding cit-
iz e ns, including ope n source  de ve lope rs.

Te n ye ars ago th is  m onth , Canada signe d 
th e  W IPO  Inte rne t Tre atie s. Now , th e  Ca-
nadian gove rnm e nt h as indicate d th at 
ne w  copyrigh t le gislation w ill im ple m e nt 
th ose  tre atie s, im plying th at policy-
m ak e rs w ill introduce  anti- circum ve n-
tion law s. O ur re com m e ndations for h ow  
policy- m ak e rs sh ould im ple m e nt th e  
W IPO  Inte rne t Tre atie s  w ith out ch illing 
innovation in th e  Canadian softw are  de -
ve lopm e nt industry are  as follow s:



Th e  be st anti- circum ve ntion le gislation is  
no anti- circum ve ntion le gislation. 
Canada sh ould not e nact anti- circum ve n-
tion law s. Canada is  also unde r no inte r-
national or dom e stic obligation to 
introduce  such  provisions. Anti- circum -
ve ntion law s ch ill innovation and offe r no 
furth e r be ne fit th at copyrigh t law  doe s 
not alre ady offe r. 

If Canada doe s e nact anti- circum ve ntion 
law s, it sh ould do so in a m anne r th at 
avoids th e  m istak e s  th at oth e r nations 
h ave  m ade  in re spe ct of such  law s, and 
m inim iz e s  th e  pote ntial for such  law s to 
ch ill innovation. W e  sugge st th at:

• Canada m ust re strict th e  application of 
  anti- circum ve ntion law s to instance s 
  w h e re  a circum ve ntor inte nds to in-
  fringe  copyrigh t; com m on se nse  dic-
  tate s th at le gal activity m ust not be  
  re nde re d ille gal m e re ly be cause  of th e  
  pre se nce  of te ch nical m e asure s.

• Te ch nical m e asure s  are  se ldom  dire cte d 
  prim arily tow ards conte nt prote ction 
  and, m ore  ofte n, th e y h ave  anti- com pe t-
  itive  obje cts. Anti- circum ve ntion law s s
  s h ould re cogniz e  th is  re ality by balan-
  cing such  prote ction w ith  le gal m e as-
  ure s  de signe d to prote ct th e  consum e r.

• Proprie tary softw are  distributors ofte n 
  se e k  to lock  in custom e rs by m inim iz ing 
  inte rope rability w h ile  still satisfying th e  
  m inim um  ne e ds of use rs. O pe n source  
  de ve lope rs, in contrast, se e k  inte rope r-
  ability am ong ope n source  proje cts and 
  th e ir proprie tary counte rparts. Copy-
  righ t's e xce ptions and lim itations pro-
  te ct th e se  e fforts. Anti- circum ve ntion 
  law s sh ould not frustrate  th e m . 

• Re ve rse  e ngine e ring is  a crucial tool for 
  ach ie ving inte rope rability and oth e r 
  le gitim ate  e nds.  Canada m ust le gislate  
  th e  righ t of use rs  to circum ve nt te ch no-
  logical m e asure s  for non- infringing pur-
  pose s. 20
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• Se cre cy doe s not prote ct syste m s e ffe ct-
  ive ly. Ele ctronic se curity is  im prove d 
  th rough  te sting by th e  se curity com -
  m unity including acade m ic se curity re -
  se arch e rs and h obbyist program m e rs. 
  Anti- circum ve ntion law s ch ill se curity 
  re se arch  since  succe ssfully bre ach ing 
  any form  of te ch nological m e asure  pro-
  te cting th e  unde rlying softw are  raise s  
  th e  spe ctre  of liability. Th e  Unite d State s 
  curre ntly suffe rs from  pre cise ly th is  re -
  se arch  ch ill. Canada h as no such  re -
  se arch  ch ill and sh ould not introduce  
  one : bona fide  se curity re se arch e rs m ust 
  not ope rate  unde r a cloud of liability.

• Eve n th e  m ost re strictive  anti- circum -
  ve ntion law s pe rm it circum ve ntion for 
  ce rtain purpose s. Tools to e ngage  in 
  such  circum ve ntion m ust be  available  in 
  th e  m ark e tplace  to th ose  w h o ne e d 
  th e m  for le gal use .

• Effe ctive  law s do not m andate  th e  use  
  of particular te ch nologie s. Te ch nology 
  m andate s run th e  ris k  of losing re le v-
  ance  as te ch nologie s  e volve  and im pose  
  burde ns on cre ator, use r and distribu-
  tion com m unitie s. 

• Canada's ge ne ral de fe nse  to infringe -
  m e nt, fair de aling, suffe rs from  de ficie n-
  cie s  th at unde rm ine s its utility, and so 
  unde rm ine s th e  e ffe ctive ne ss  of copy-
  righ t law  as a w h ole . Canada sh ould 
  e xpand fair de aling to addre ss  its cur-
  re nt structural and te ch nical inade q ua-
  cie s, and to cle arly e ncom pass re ve rse  
  e ngine e ring and se curity re se arch  and 
  acce ss  for purpose s  inte nde d to allow  
  inte rope rability.

Conclusion: A Call to Action

Copyrigh t policy is  innovation policy. 
Anti- circum ve ntion law s w ould be  h arm -
ful to innovation in Canada. Parliam e nt 
sh ould not pass anti- circum ve ntion le gis-
lation. 



If it ch oose s  to do so, it m ust do so in a 
m anne r th at doe s not unde rm ine  innova-
tion policy in Canada.

Th e re  are  m any w ays th at conce rne d cit-
iz e ns and busine sse s  can be  active  in th e  
copyrigh t re form  proce ss, e spe cially now  
th at a w indow  is  ope n for Canadian 
voice s to be  h e ard. Th e  CSIA is  a group 
re pre se nting stak e h olde rs in th e  Cana-
dian softw are  industry. Th e  CSIA is  w ork -
ing to e nsure  th at copyrigh t le gislation in 
Canada continue s to support cre ativity 
and e ncourage  innovation in th e  Cana-
dian softw are  industry. Since  CSIA m e m -
be rs use  ne w  m ode s of pe e r production, 
th e ir position in th is  are a diffe rs from  oth -
e r softw are  industry groups, and w ill 
provide  a crucial voice  in th e  consulta-
tion proce ss.  Th e re  is  pow e r in num be rs. 
By joining th e  CSIA, you h e lp to e nsure  
th at th e  voice  of ope n source  is  h e ard.

O th e r good w ays to ge t involve d include  
joining 25,000 oth e r Canadians in th e  
Fair Copyrigh t Face book  group 
(h ttp://face book .com /group.ph p?gid=
6315846683) and adding your nam e  to 
one  of tw o pe titions at O nline  Righ ts 
Canada (h ttp://w w w .online righ ts.ca/
ge t_active /copyrigh t_ple dge _pe tition/) 
and D igital Copyrigh t Canada 
(h ttp://digital- copyrigh t.ca/pe tition/). It 
is  also ve ry e ffe ctive  to w rite  to your M P, 
th e  M iniste r of H e ritage , th e  M iniste r of 
Industry, and th e  Prim e  M iniste r. Copy-
righ tforCanadians.ca offe rs a num be r of 
tools for h e lping you do just th at.

Since  m uch  of th e  m otivation for copy-
righ t re form  in Canada com e s from  gov-
e rnm e nts, organiz ations and busine sse s  
locate d outside  our borde rs, it is  particu-
larly im portant in th is  conte xt th at Parlia-
m e nt care fully e valuate  propose d 
ch ange s in ligh t of th e ir im pact on 
Canada’s inte re sts. 
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W h e re  th e  inte re sts of Canada’s cre ative  
and innovative  industrie s  diffe r from  
th ose  of fore ign gove rnm e nts and lob-
bie s, Parliam e nt m ust act in th e  inte re sts 
of Canadians, e ve n w h e re  th is  m ay be  
vie w e d w ith  disapproval by outside  
force s.

Finally, copyrigh t law  is  de signe d to 
foste r innovation and productivity. In or-
de r to do th is, as in oth e r are as affe cte d 
by copyrigh t, th e  law  m ust m aintain th e  
balance  be tw e e n th e  inte re sts of copy-
righ t ow ne rs and use rs  of copyrigh te d 
w ork s. In th e  softw are  innovation con-
te xt, th is  m e ans granting copyrigh t ow n-
e rs  appropriate  prote ctions w h ile  
e nsuring acce ss  for innovative  ope n 
source  de ve lope rs.

Th e  e ve nts of D e ce m be r, 2007 provide d 
e vide nce  of Canadians' inte re st in th e  is -
sue  of fair and balance d copyrigh t law s. 
As individuals, th e y h ave  affe cte d th e  le -
gislative  proce ss  and inje cte d th e  public 
inte re st into th e  conve rsation. Now  is  th e  
tim e  for softw are  innovators to state  th e ir 
position as w e ll, w h ile  th e  w indow  is  
ope n for th e ir vie w  to be  h e ard.

And y Kaplan- M yrth  is th e  M anage r of th e  
Law  &  Te ch nology group at th e  Faculty of 
Law  at th e  Unive rsity of O ttaw a and  an 
Associate  of th e  Canad ian Inte rne t Policy 
and  Public Inte re st Clinic. As a joint Pro-
je ct Le ad  w ith  Cre ative  Com m ons 
Canad a, And y spe ak s on ope n source , fre e  
culture  and  th e  sh aring e conom y and  pro-
m ote s th e  use  of O SS w h e ne ve r th e  oppor-
tunity pre se nts itse lf.
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 D avid Fe w e r, Staff Counse l, CIPPIC
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 info@ softw are innovation.ca
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http://digital-copyright.ca/petition/


"Language  is a proce ss of fre e  cre ation; its 
law s and  principle s are  fixe d , but th e  
m anne r in w h ich  th e  principle s of ge ne ra-
tion are  use d  is fre e  and  infinite ly varie d ." 

Noam  Ch om sk y 

Th e  obje ctive  of th is  article  is  to:(i) e x-
te nd th e  discussion of lice nsing to non-
softw are  asse ts and (ii) provide  an intro-
duction to righ ts e xpre ssion language s 
(RELs). Lice nsing is  not lim ite d to soft-
w are . W e  can associate  a lice nse  w ith  any 
k ind of asse t th at h olds inte lle ctual value , 
and can th us be  turne d into a source  of 
re ve nue . H e re , our inte re st is  on inform a-
tion asse ts, w h ich  include  softw are  and 
softw are  com pone nts, but also se rvice s, 
proce sse s, and conte nt. For instance , a 
song th at a use r dow nloads from  iTune s 
is  an inform ation asse t. So is  a w e b  se r-
vice  such  as th e  Google  M aps API (applic-
ation program m ing inte rface ). 

Lice nsing and D RM

W e  be gin th e  discussion by de fining tw o 
k e y te rm s, lice nsing and digital righ ts 
m anage m e nt (D RM ). Lice nsing is  a fun-
dam e ntal w ay of controlling th e  distribu-
tion of inform ation asse ts, and unde rlie s  
th e  de sign of busine ss  re lationsh ips and 
strate gie s. Lice nsing principle s re fle ct th e  
ove rall busine ss  value  of asse ts to th e ir 
produce rs and consum e rs. Also, lice nsing 
is  ofte n use d to prote ct th e  inte lle ctual 
prope rty righ ts (IPR) of th e  produce rs of 
an asse t. Lice nsing is  both  a source  of re v-
e nue  and a strate gic tool. 

In th e ir book  D igital Righ ts M anage m e nt: 
Busine ss  and Te ch nology, Rose nblatt, 
Trippe , and M oone y de fine  D RM  as an 
um bre lla te rm  re fe rring to th e  colle ction 
of te ch nologie s  (h ardw are , softw are , and 
se rvice s) th at gove rn th e  acce ss  to in-
form ation asse ts th rough  associate d 
righ ts, and controls th e ir distribution 
(h ttp://tinyurl.com /39 k av4). 

Th e  foundation of D RM  te ch nology re lie s  
on our ability to re pre se nt th e  righ ts ove r 
digital asse ts. RELs re pre se nt th e  righ ts 
ove r asse ts in a m ach ine - unde rstandable  
w ay (h ttp://w w w .loc.gov/standards/
re lre port.pdf). RELs de scribe  diffe re nt as-
pe cts of usage  control, paym e nt, and ac-
ce ss, for a digital acce ss  e nvironm e nt. 

According to Parrott, a REL consists of 
four com pone nts (h ttp://xm l.cove rpage s.
org/RLTC- Re ute rs- Re q s.pdf): 

• Subje cts, th e  actors w h o pe rform  som e  
   ope ration or action 

• O bje cts, th e  conte nt against w h ich  a 
   subje ct w ants to pe rform  an ope ration 

• O pe rations or w h at th e  subje cts w ants 
   to do to th e  obje ct 

• A se t of constraints or conditions 
   unde r w h ich  an ope ration can be  pe r-
   form e d 

Th e se  com pone nts and th e ir re lations 
support a range  of m ode ls, e ach  de scrib-
ing a w ay of applying digital righ ts. In 
ge ne ral, a REL e xpre sse s  th e  righ ts of an 
inform ation asse t e ith e r in som e  form  of 
logic or in an XM L- base d language . 

To illustrate  th e se  conce pts, le t us as-
sum e  th at a use r w ants to dow nload a 
song from  th e  iTune s store  and play it on 
h is  iPod. Th e  subje ct is  th e  use r, th e  ob-
je ct th e  song, th e  ope ration to play th e  
song, and th e  constraints are  th at th e  
use r h as to pay 9 9  ce nts for th e  dow nload 
and cannot sh are  th e  song w ith  h is  
frie nds. 

Righ ts Expre ssion Language s  

W h at follow s is  a brie f h istory of RELs. 
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A   pione e ring  form al  language   calle d 
D igitalRigh ts de scribe s  a m ath e m atical 
m ode l of sim ple  lice nse s  th at consists of 
paym e nt and re nde ring e ve nts and a 
form al re pre se ntation of lice nse s  
(h ttp://w w w .ldl.jaist.ac.jp/drcp/doc/
dr- m ode ls.pdf). Lice nse Script is  a logic-
base d REL (h ttp://w w w .ub.utw e nte .nl/
w e bdocs/ctit/1/000000a1.pdf). 

Logic- base d RELs e xpre ss  ge ne ral pre pos-
itions of a pe rm issive  or obligatory (re -
strictive ) state m e nt. H ow e ve r, th e se  
language s cannot e xpre ss  a fine r le ve l of 
granularity of th e  asse ts, actors, or ac-
tions involve d. Logic- base d RELs cannot 
inte rope rate  w ith  oth e r type s of RELs. 

XM L- base d RELs support inte rope rable  
w ays of e xpre ssing th e  righ ts of an in-
form ation asse t. An XM L- base d REL al-
low s asse t produce rs to spe cify fle xible  
e xpre ssions. Th e  Exte nde d Righ ts 
M ark up Language  (XrM L, 
h ttp://w w w .xrm l.org) and th e  O pe n D igit-
al Righ ts Language  (O D RL, 
h ttp://odrl.ne t) are  tw o XM L- base d RELs 
w h ich  h ave  gaine d inte rnational re cogni-
tion and are  w ide ly use d in industry. 

XrM L is  th e  basis  for th e  REL of th e  
M PEG- 21 m ultim e dia fram e w ork . It fo-
cuse s  on th e  lice nse  th rough  w h ich  a 
righ ts h olde r confe rs usage  righ ts to a 
consum e r. A lice nse  can be  digitally 
signe d by th e  righ ts h olde r, now  also re -
fe rre d to as th e  issue r, to confirm  th at th e  
h olde r grants th e  righ ts containe d in th e  
lice nse . An XrM L lice nse  contains one  or 
m ultiple  grants and th e  lice nse  issue r. A 
grant is  th e  e le m e nt w ith in th e  lice nse  
th at auth oriz e s  a subje ct to e xe rcise  a 
righ t on som e  obje ct unde r som e  con-
straints. Note  th at th e  actual te rm inology 
use d by XrM L is  sligh tly diffe re nt from  
th is. 

O D RL is  an ope n standard language  for 
th e  e xpre ssion of te rm s and conditions 
ove r asse ts in ope n and truste d e nviron-
m e nts. O D RL consists of an e xpre ssion 
language  and a data dictionary. Th e  e x-
pre ssion language  de fine s  basic te rm s of 
righ ts e xpre ssions and th e ir organiz ation 
using a se t of abstract conce pts. Th e  data 
dictionary de fine s  th e  se m antics of th e  
concre te  te rm s use d to e xpre ss  an in-
stance  of a righ ts spe cification. 

O D RL is  base d upon an e xte nsible  m ode l 
for righ ts e xpre ssion, and de fine s  th e  fol-
low ing th re e  core  e ntitie s  and th e ir re la-
tionsh ips: 

• Asse ts, th e  obje cts be ing lice nse d 

• Righ ts, th e  rule s conce rning pe rm itte d
   activitie s, th e  constraints or lim its
   to th e se  pe rm issions, th e  re q uire m e nts
   or obligations ne e de d to e xe rcise  th e
   pe rm ission, and th e  conditions or
   spe cifications of e xce ptions th at, if true ,
   te rm inate  th e  pe rm issions and m ay 
   re q uire  re - ne gotiation of th e  righ ts

• Partie s, th e  inform ation re garding th e  
   se rvice  provide r, consum e r, or brok e r 

W ith  th e se  e ntitie s, O D RL can e xpre ss  of-
fe rs (proposals from  righ ts h olde rs for 
spe cific righ ts ove r th e ir asse ts) and 
agre e m e nts (contracts or de als be tw e e n 
th e  partie s  w ith  spe cific offe rs). O D RL 
supports th e  de claration of a w ide  range  
of e xpre ssions. It can also be  e xte nde d to 
diffe re nt type s of dom ains. For e xam ple , 
w e  can use  O D RL to spe cify th at a con-
sum e r of a ge ocoding w e b se rvice  can 
only use  th is  se rvice  in a non- com m e rcial 
conte xt, as w e ll as th e  num be r of tim e s 
th e  se rvice  can be  acce sse d e ach  day. 
O D RL h as be e n publish e d by th e  W orld 
W ide  W e b Consortium  (W 3C, 
h ttp://w w w .w 3.org/), and h as re ce ive d 
w ide  acce ptance .  
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O D RL is  supporte d by se ve ral industry 
consortia such  as th e  D ublin Core  
M e tadata Initiative  (D CM I, 
h ttp://dublincore .org/) and th e  O pe n 
M obile  Alliance  (O M A, 
h ttp://w w w .ope nm obile alliance .org/).

Tw o applications of O D RL are  an O D RL 
profile  of th e  se m antics of Cre ative  Com -
m ons (CC) lice nse s  and th e  O D RL profile  
for se rvice s (O D RL- S). Th e  core  se -
m antics of CC lice nse s  h ave  be e n e x-
pre sse d in O D RL. Th is  profile  supports 
e xte nsions to th e se  se m antics, and 
de fine s  an XM L Sch e m a 
(h ttp://odrl.ne t/Profile s/CC/SPEC.h tm l). 
O D RL- S (h ttp://tinyurl.com /ypn5pu) is  
an e xte nde d ve rsion of O D RL to e xpre ss  
clause s  for se rvice  lice nsing, cre ating a 
m ach ine - unde rstandable  se rvice  lice nse . 

Conclusion 

Inform ation asse ts are  usually accom pan-
ie d by a lice nse  th at de scribe s  th e  te rm s 
and conditions on th e  use  of th is  asse t 
im pose d by its produce r. A lice nse  re -
fle cts th e  ove rall busine ss  value  of th e  as-
se t to its produce rs and consum e rs. Th e  
k ind of righ ts vary base d on th e  nature  
and conte xt of th e  asse ts involve d. For e x-
am ple , one  of th e  righ ts for a m ultim e dia 
asse t is  th at consum e rs can play it. Th e  
conce pt of playing can not be  dire ctly ap-
plie d to a w e b  se rvice  asse t. 

Sim ilarly, th e  righ ts gove rning th e  use  of 
th e  inte rface  and im ple m e ntation of a 
w e b  se rvice  are  distinct. H ow e ve r, for 
m ultim e dia or softw are  asse ts w e  cannot 
m ak e  such  a distinction. In th is  article  w e  
introduce d th e  conce pt of lice nsing and 
RELs, and brie fly de scribe d XrM L and 
O D RL as th e  tw o m ost prom ine nt RELs. 

W e  th ank  D r. Re nato Ianne lla, NICTA, Aus-
tralia, and  Prof. Vince nz o D ’And re a, Uni-
ve rsity of Tre nto, Italy, for th e ir sugge stions 
and  com m e nts. 

G.R. Gangad h aran is a d octorate  stud e nt 
in Unive rsity of Tre nto, Tre nto, Italy. H is re -
se arch  inte re sts includ e  Fre e /O pe n Source  
Softw are  Syste m s, Se rvice  O rie nte d  Com -
puting, Inte rne t Softw are  Engine e ring and  
W e b  2.0, and  Busine ss M od e ls of Softw are  
and  Se rvice s. 

M ich ae l W e iss h old s a faculty appoint-
m e nt in th e  D e partm e nt of Syste m s and  
Com pute r Engine e ring at Carle ton Uni-
ve rsity, O ttaw a, Canad a, and  is a m e m be r 
of th e  Te ch nology Innovation M anage -
m e nt program . H is re se arch  inte re sts in-
clud e  ope n source  e cosyste m s, 
se rvice - orie nte d  arch ite cture s and  W e b  
2.0, busine ss proce ss m od e ling, social ne t-
w ork  analysis, and  prod uct arch ite cture  
and  d e sign. M ich ae l h as publish e d  on th e  
e volution of ope n source  com m unitie s 
and  lice nsing of ope n se rvice s. 
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“Th e  sm arte st one  of us is all of us.” 
Anon 

O n June  29 , 2007, th e  Fre e  Softw are  
Foundation (FSF) issue d th e  GNU  Ge ne r-
al Public Lice nse  Ve rsion 3 (GPLv3, 
h ttp://w w w .gnu.org/lice nse s/gpl-
3.0.h tm l). Th e  issuance  of GPLv3 m ark e d 
th e  e nd of a re m ark able  public consulta-
tion proce ss  aim e d at re vam ping th e  li-
ce nse  to addre ss  issue s  th at th e  FSF 
(h ttp://w w w .fsf.org) conside rs to be  a 
th re at to th e  Fre e  Softw are  m ove m e nt, 
and to clarify issue s  th at h ave  be e n m is-
unde rstood or de bate d since  th e  publica-
tions of GPL Ve rsion 2 (GPLv2). 

Th is  article  introduce s th e  rationale  for 
ch anging th e  GPL and introduce s th e  
ch ange s th at affe ct pate nts, D igital Righ ts 
M anage m e nt (D RM ), lice nse  
com patibility, and th e  link ing issue .

W h y M ak e  Ch ange s? 

D e spite  its w ide - spre ad use , th e  FSF con-
clude d th at GPLv2 h ad som e  sh ortcom -
ings. In particular, th e  FSF w as 
conce rne d th at de ve lopm e nts in th e  law  
since  th e  publication of GPLv2, such  as 
th e  incre asing pre vale nce  of softw are  pat-
e nts and law s proh ibiting th e  circum ve n-
tion of D igital Righ ts M anage m e nt 
(D RM ) te ch nology, th re ate ne d th e  
fre e dom s th at it sough t to prote ct and 
w h ich  w e re  not ade q uate ly addre sse d in 
GPLv2. 

In addition, it w ish e d to incre ase  th e  
num be r of lice nse s  w ith  w h ich  th e  GPL is 
com patible  so as to e nlarge  th e  pool of 
softw are  code  th at can be  com bine d w ith  
GPL- cove re d code . Finally, th e  FSF 
w ante d to clarify ce rtain provisions of th e  
GPLv2 th at it th ough t h ad e ith e r be e n 
m isinte rpre te d or w e re  incom ple te . 

Consultation and Drafting Proce ss 

O n January 6, 2006, th e  FSF issue d th e  
first draft of GPLv3 and com m e nce d a 
broad consultation proce ss  w h ich  in-
clude d th e  form ation of four discussion 
com m itte e s  to consult and provide  input 
w ith  re spe ct to e ach  draft of GPLv3. Th e  
FSF also publish e d a Rationale  pape r w ith  
e ach  draft in w h ich  ch ange s w e re  sum -
m ariz e d and  annotate d. It is  cle ar from  
re vie w ing e ach  of th e  drafts and Rationale  
pape rs th at a tre m e ndous am ount of 
th ough t, de bate  and labour w e nt into th e  
drafting of GPLv3. Th e  re st of th is  article  
sum m ariz e d th e  k e y ch ange s introduce d 
in th e  GPLv3 and th e ir e ffe cts. 

Ke y Ch ange  #1: Pate nts  

Th e  FSF cle arly unde rstood th at it could 
not use  th e  GPL to e lim inate  softw are  pat-
e nts. In addition, it re cogniz e d th at pate nt 
h olde rs can be  valuable  contributors to 
GPL- cove re d com pute r program s, so long 
as th e y do not use  th e ir pate nts to tak e  
aw ay th e  fre e dom s of oth e rs to use , m odi-
fy, and distribute  such  program s. As a re s-
ult, th e  FSF focuse d its atte ntion on 
re stricting use rs  and distributors of GPL-
lice nse d com pute r program s from  using 
th e ir pate nt righ ts against oth e r use rs. 

Explicit Lice nse  

Unlik e  GPLv2, th e  FSF include d an e xpli-
cit grant of pate nt lice nse  in GPLv3. Base d 
on e arlie r drafts, th e  FSF h ad inte nde d to 
im pose  on all pe rsons w h o distribute d a 
copy of a GPL- cove re d program , includ-
ing unm odifie d program s, th e  obligation 
to grant a lice nse  of any of th e ir pate nts 
th at w ould be  infringe d by th e  use  of such  
program . H ow e ve r, m any pate nt h olde rs 
obje cte d to th e  bre adth  of th is  policy and 
th e  FSF agre e d to m ak e  a conce ssion. 
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Inste ad, th e  grant of pate nt lice nse  ap-
plie s only to th ose  pe rsons w h o distrib-
ute  ve rsions of th e  program  th at th e y 
h ave  m odifie d. It is  im portant to note , 
h ow e ve r, th at th e  pate nt lice nse  cove rs 
th e  e ntire  w ork  and not just th e  portions 
m odifie d by th e  distributor. Pate nt h old-
e rs w h o distribute  m odifie d ve rsions of 
GPLv3- cove re d softw are  w ill still h ave  to 
institute  and follow  appropriate  dilige nce  
proce dure s  to e nsure  th at th e y do not in-
adve rte ntly grant a lice nse  to one  or m ore  
of th e ir pate nts. 

Re taliation Clause  

A pate nt re taliation clause  provide s th at 
th e  lice nse  to use  th e  com pute r program  
is  te rm inate d if a lice nse e  brings a claim  
for pate nt infringe m e nt against th e  li-
ce nsor. Re taliation clause s  can be  e ith e r 
narrow  in scope , by re stricting its e ffe ct 
to claim s of infringe m e nt th at re late  to 
th e  lice nse d program , or broad and re sult 
in th e  te rm ination of th e  lice nse  if th e  li-
ce nse e  brings a claim  against th e  lice nsor 
for any pate nt infringe m e nt, re gardle ss of 
w h e th e r or not it re late s to th e  lice nse d 
program . GPLv3 adopts a narrow  re tali-
ation approach  w h ich  is  im ple m e nte d 
th rough  th e  inte raction of Se ction 8 and 
Se ction 10 of GPLv3. 

Exte nsion of Pate nt Lice nse  

Anoth e r instance  in w h ich  softw are  pat-
e nts can th re ate n th e  fre e dom s w h ich  th e  
GPL aim s to prote ct occurs w h e n a dis-
tributor of a GPL- cove re d com pute r pro-
gram  e nte rs into an agre e m e nt w ith  th e  
h olde r of a pate nt th at is  e sse ntial to th e  
use  of such  program  w h e re by th e  pate nt 
h olde r cove nants not to sue , or oth e rw ise  
grants pe rm ission to, th e  distributor for 
its use  and distribution of th e  program . 

If such  agre e m e nt doe s not e xte nd to 
dow n- stre am  use rs  of th e  program , th e  
distributor w ill be  in th e  position of be ing 
able  to e xe rcise  th e  fre e dom s provide d 
unde r GPL, but dow n- stre am  use rs  w ill 
not. 

To addre ss  th is  ine q uity, th e  FSF con-
clude d th at th e  re cipie nt of a lice nse  to a 
pate nt th at w ould oth e rw ise  be  infringe d 
by th e  use  and distribution of a GPLv3-
cove re d w ork  m ust, as a condition to dis-
tributing such  w ork , tak e  ce rtain actions 
to prote ct dow n- stre am  use rs. A be ne fi-
ciary w h o "k now ingly re lie s  on" th e  pat-
e nt lice nse  m ust e ith e r arrange  to de prive  
itse lf from  th e  be ne fit of th e  pate nt li-
ce nse  for th e  affe cte d program  or arrange  
to e xte nd th e  lice nse  to dow nstre am  re -
cipie nts. 

It sh ould be  note d th at th e  w ords “k now -
ingly re lying on” w e re  include d in Se ction 
11 to provide  som e  com fort to th ose  pe r-
sons w h o h ave  e nte re d into blank e t cross-
lice nsing arrange m e nts w ith  oth e rs 
w h e re by th e y m igh t not e ve n k now  w h at 
pate nts h ave  be e n lice nse d to th e m . As a 
th ird alte rnative , th e  be ne ficiary of th e  li-
ce nse  m ay cause  th e  source  code  to th e  
program  to be  m ade  available  for anyone  
to copy, fre e  of ch arge  and unde r th e  
te rm s of GPLv3. 

Discrim inatory Pate nt Lice nse s  

In Nove m be r 2006, M icrosoft and Nove ll 
announce d th at th e y h ad e nte re d into a 
broad busine ss, te ch nical and pate nt co-
ope ration agre e m e nt unde r w h ich  M i-
crosoft agre e d not to asse rt its pate nts 
against use rs  of Nove ll’s SU SE Linux En-
te rprise  Se rve r product; provide d such  
use rs  do not m ak e  or distribute  addition-
al copie s. 
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By structuring th e  de al as a cove nant not 
to sue , rath e r th an as grant of a pate nt li-
ce nse  to Nove ll, th e  partie s  sough t to by-
pass th e  GPL provisions th at w ould 
re strict Nove ll from  re distributing GPL-
cove re d program s in SU SE Linux Ente r-
prise  Se rve r if it could not e xte nd th e  be -
ne fit of a pate nt lice nse  to dow n- stre am  
re cipie nts. 

In th e  opinion of th e  FSF, th e  M i-
crosoft/Nove ll de al, and any sim ilar ar-
range m e nts, th re ate n th e  goals of th e  FSF 
and h ave  th e  e ffe ct of m ak ing th e  af-
fe cte d GPL- cove re d program  proprie tary. 

To addre ss  th is  th re at, th e  FSF include d 
in Se ction 6 of GPLv3 provisions to auto-
m atically e xte nd pate nt lice nse s  to all re -
cipie nts of a GPLv3- cove re d program  if 
th e  distributor grants a pate nt lice nse  to 
one  of th e  re cipie nts. Se ction 11 of GPLv3 
also include s provisions w h ich  are  inte n-
de d to pre ve nt oth e r partie s  from  e nte r-
ing into arrange m e nts  th at are  s im ilar to 
M icrosoft's de al w ith  Nove ll. W h ile  th e re  
h as be e n m uch  de bate  re garding th e  e f-
fe ctive ne ss  of such  provisions, th e  unce r-
tainty re sulte d in  M icrosoft  stating  th at 
its  de al  w ith  Nove ll w ould not e xte nd to 
program s distribute d unde r GPLv3. 

Ke y Ch ange  #2: D RM

D RM  is  a te rm  th at is  use d to ge ne rally 
de scribe  any syste m  or m e th od of pro-
te cting copyrigh te d or oth e r proprie tary 
m ate rial or data. W h ile  th e  FSF cannot 
outlaw  th e  im ple m e ntation of D RM - te ch -
nology, in drafting GPLv3 it sough t to pre -
ve nt th e  use  of GPL- cove re d com pute r 
program s from  be ing use d in such  a m an-
ne r. 

Th e  FSF ofte n cite s TiVo as an e xam ple  of 
GPL- cove re d com pute r program s be ing 
use d as part of D RM  syste m s. TiVo, a pe r-
sonal digital re corde r for te le vision pro-
gram s, include s GPL- cove re d com pute r 
program s. Pursuant to th e  te rm s of th e  
GPL, TiVo provide s th e  source  code  and 
use rs  are  pe rm itte d to m ak e  m odifica-
tions to th e  program s. H ow e ve r, if a use r 
atte m pts to run m odifie d softw are  on th e  
TiVo h ardw are , th e  TiVo syste m  w ill not 
ope rate . 

To addre ss  its conce rn w ith   D RM  te ch no-
logy, Se ction 6 of GPLv3 provide s th at if 
any pe rson distribute s obje ct code  ve r-
sions of a w ork  lice nse d unde r GPLv3 as 
part of or for use  w ith  a “Use r Product” 
(as de fine d in GPLv3), such  pe rson m ust 
(w ith  som e  e xce ptions) also m ak e  avail-
able  “Installation Inform ation”, w h ich  in-
clude s auth oriz ation k e ys or oth e r 
inform ation ne ce ssary to install and e x-
e cute  m odifie d ve rsions of th e  w ork  in 
th at Use r Product. 

Se ction 3 of GPLv3 also contains provi-
sions w h ich  se e k  to lim it th e  application 
of various D RM  and anti- circum ve ntion 
statute s to GPLv3- cove re d softw are . 

Ke y Ch ange  #3: Com patibility 

W h ile  th e  GPL is th e  m ost w ide ly- use d 
ope n source  lice nse , th e re  are  m any oth -
e r lice nse s, not all of w h ich  are  com pat-
ible  w ith  th e  various ve rsions of th e  GPL. 
For a lice nse  to be  com patible , a use r 
m ust be  able  to com bine  th e  program s, 
or portions th e re of, and distribute  th e  
com bine d w ork  unde r th e  GPL. 
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If one  cannot distribute  th e  com bine d 
w ork  unde r th e  GPL and still be  in com -
pliance  w ith  th e  oth e r lice nse , th e  tw o li-
ce nse s  are  not com patible  and th e  tw o 
program s cannot be  distribute d as a com -
bine d w ork . 

In drafting GPLv3, th e  FSF w ish e d to in-
cre ase  th e  num be r of ope n source  soft-
w are  (O SS) lice nse s  w ith  w h ich  th e  
GPLv3 is  com patible  w ith out sacrificing 
th e  fre e dom s th at th e  FSF se e k s  to pre -
se rve  for use rs. To ach ie ve  th is  goal, Se c-
tion 7 of GPLv3 pe rm its additional 
pe rm issions and a lim ite d num be r of ad-
ditional re strictions, or non- pe rm issive  
provisions, to supple m e nt th e  te rm s of 
GPLv3. 

Lice nse  incom patability is  true  e ve n w ith  
GPLv2 and GPLv3, as th e se  tw o ve rsions 
of th e  GPL are  not com patible  w ith  one  
anoth e r. Fortunate ly, m any program s 
th at are  lice nse d unde r GPLv2 state  th at 
th e  program  m ay be  use d unde r th e  
te rm s of GPLv2 “or any late r ve rsion”. In 
such  case s, th e  GPLv2- cove re d program  
can be  com bine d w ith  GPLv3- cove re d 
code  and th e  com bine d w ork  can be  dis -
tribute d unde r GPLv3. H ow e ve r, pro-
gram s th at are  lice nse d unde r “GPLv2 
only” m ay not be  distribute d as part of a 
com bine d w ork  unde r GPLv3 unle ss th e  
copyrigh t h olde rs of such  program  oth e r-
w ise  agre e . For e xam ple , th e  Linux k e rne l 
is  lice nse d unde r GPLv2 only.

Ke y Ch ange  #4: Th e  “Link ing” Issue  

A com pute r program  doe s not ope rate  in 
isolation, and m ost program s are  de -
s igne d to utiliz e  or link  to oth e r code , 
such  as librarie s. In discussions re garding 
th e  re ach  of th e  GPL, it h as ofte n be e n de -
bate d w h e th e r a cove re d w ork  include s 
code  th at is  link e d to GPL- cove re d code . 

For GPLv2- cove re d program s, th e  diffi-
cultly is  a re sult of th e  abse nce  of any op-
e rative  language  re garding link ing and by 
confusing re fe re nce s to “de rivative  
w ork s” and “colle ctive  w ork s”. In GPLv3, 
th e se  te rm s  h ave  be e n re m ove d and a 
spe cific re fe re nce  to link e d code  h as be e n 
include d. H ow e ve r, th e  FSF h as not e lim -
inate d all am biguitie s  and it is  not ce rtain 
th at th e  re visions h ave  re solve d th e  issue . 
It is  cle ar th at th ose  w h o h ave  use d cre at-
ive  m e th ods to avoid “contam inating” 
proprie tary code , for e xam ple , by se par-
ate ly distributing librarie s  and add- ons, 
w ill h ave  to re - e valuate  th e ir practice s. 

Conclusion

In re vam ping th e  GPL, th e  FSF addre sse d 
difficult, and ofte n controve rsial, issue s. 
Th e  succe ss  of GPLv3 w ill be  m e asure d in 
large  part by th e  rate  at w h ich  it is  adop-
te d by de ve lope rs and use rs  of F/LO SS. 
W h ile  m any de ve lopm e nt proje cts h ave  
alre ady m igrate d to, or adopte d, GPLv3, 
oth e rs appe ar to be  tak ing a "w ait and 
se e " approach .  For com panie s  th at in-
clude  F/LO SS in products th at th e y dis -
tribute , it is  too soon to te ll w h e th e r th ose  
th at h ave  pre viously distribute d GPLv2-
cove re d softw are  w ill sim ilarly e m brace  
GPLv3- cove re d softw are .  H ow e ve r, as 
th is  article  e xplains, no de cision sh ould 
be  m ade  w ith  re spe ct to th e  use  of GPLv3-
cove re d softw are  w ith out first care fully 
conside ring th e  im pact th at th e  ne w  pro-
visions of GPLv3, such  as th e  pate nt and 
D RM  provisions, could h ave  on one 's  
busine ss.

Eric is a law ye r in th e  O ttaw a office  of 
Frase r M ilne r Casgrain LLP w h e re  h e  also 
se rve s as Co- Ch air of th e  firm 's National 
Te ch nology Transactions Practice  Group. 
H e  is a fre q ue nt spe ak e r and  auth or re -
gard ing le gal m atte rs pe rtaining to te ch -
nology- base d  com panie s. 
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"It's ve ry im portant to re m e m be r th at it's 
your inte lle ctual prope rty - -  it's not your 
com pute r. And  in th e  pursuit of prote ction 
of inte lle ctual prope rty, it's im portant not 
to d e fe at or und e rm ine  th e  se curity m e as-
ure s th at pe ople  ne e d  to ad opt in th e se  
d ays." 

Stuart Bak e r, U S D e partm e nt of 
H om e land Se curity

Ne w  copyrigh t le gislation is  on its w ay 
from  th e  Canadian gove rnm e nt, and m ay 
h ave  be e n table d by th e  tim e  you are  
re ading th is. W h ile  w e  w on't k now  e xactly 
w h at is  in th e  b ill until it is  table d in th e  
H ouse  of Com m ons for first re ading, th e  
Gove rnm e nt h as m ade  m any state m e nts 
indicating th at it inte nds to ratify th e  
h igh ly controve rsial 19 9 6 W IPO  tre atie s  
(h ttp://w w w .digital- copyrigh t.ca/
node /4337). I be lie ve  it is  im portant for 
ope n source  de ve lope rs and use rs  to be  
aw are  of h ow  som e  of th e  propose d 
ch ange s m ay affe ct ope n source  in 
Canada. 

A re ce nt Com pute rW orld Canada article  
by Rafae l Ruffolo  q uote d Barry Sook m an, 
a law ye r spe cializ ing in inte lle ctual prop-
e rty litigation w ith  le gal firm  M cCarth y 
Tétrault, as sugge sting th at th e  le gal pro-
te ction of te ch nical prote ction m e asure s  
propose d in th e  19 9 6 W IPO  tre atie s  
w ould h ave  no e ffe ct on ope n source  
(h ttp://tinyurl.com /3az gus). 

H ow e ve r, be fore  any type  of e xclusive  
righ ts can be ne fit a softw are  auth or, th e  
righ t of ow ne rs of h ardw are  m ust be  pro-
te cte d such  th at it is  possible  th at th e se  
pe ople  w ill ch oose  our softw are . Th is  
puts softw are  ch oice  above  all oth e r con-
ce rns. 
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Th e  Tw o Lock s of D RM  

W h e n I am  e xplaining D igital Righ ts 
M anage m e nt (D RM ) to politicians, I fe e l 
lik e  Ralph  Nade r back  in 19 65. H e  e x-
plaine d th at w ith  an autom obile  accide nt 
th e re  are  tw o collisions: th e  car h its 
som e th ing, and th e  passe nge r h its th e  
car. W h ile  autom obile  safe ty up to th at 
point conce ntrate d only on th e  first colli-
sion, it w as q uick ly unde rstood th at 
safe ty fe ature s sh ould conce ntrate  on th e  
se cond collision. Th is  gave  us dash boards 
th at w e re n't m ade  out of m e tal, se atbe lts, 
air bags, and oth e r such  se cond- collision 
safe ty fe ature s. W e  h ave  th e  sam e  prob-
le m  w ith  D RM  w h e re  policy m ak e rs th ink  
th e re  is  only one  "digital lock " be ing dis-
cusse d, w h e n in fact th e re  are  tw o and it 
is  th e  lock  of w h ich  th e y are  le ss aw are  
th at is  th e  source  of m ost of th e  contro-
ve rsy. 

W h ile  th e  ph rase  D RM  is  use d to re fe r to 
m any unre late d th ings, th e  controve rsial 
form  involve s th e  use  of a te ch nical m e as-
ure  (m ost ofte n cryptograph y) applie d to 
tw o th ings: a digital lock  on conte nt, such  
as m usic, w h e re  th at conte nt can only be  
acce sse d w ith  auth oriz e d tools contain-
ing th e  righ t de cryption k e ys, and digital 
lock s applie d to acce ss  tools to disallow  
th e ir ow ne rs/ope rators from  controlling 
th e  tool. A tool can be  softw are  or a h ard-
w are /softw are  bundle . 

Both  of th e se  lock s are  h arm ful to soft-
w are  de ve lope rs. Th e  first lock  is  anti-
com pe titive  in th at it force s pe ople  w h o 
w ish  to acce ss  e ncode d digital conte nt to 
use  spe cific brands of te ch nology. If 
som e one  w ants to acce ss  m usic dow n-
loade d from  Apple 's iTune s m usic store , 
th e y w ill be  running Apple  softw are . If 
som e one  w ants to acce ss  e ncode d m usic 
dow nloade d from  th e  ne w  Industry- run 
Napste r, th e y w ill ne e d to be  running M i-
crosoft softw are . 

http://www.digital-copyright.ca/node/4337
http://tinyurl.com/3azgus


W h ile  Sun h as claim e d th at th e y h ave  an 
ope n source  D RM  syste m  w ith  O pe n 
D Re aM , th is  is  only a distraction. It is  not 
th e  file  form at or lice nse  of th e  softw are  
th at de te rm ine s w h at brand is  re q uire d, 
but th e  e ncryption/de cryption k e ys. Th e  
unde rlying softw are  can be  e ntire ly ope n 
source , but your com pile d ve rsion w ill 
not w ork  be cause  only th ose  brands w ith  
th e  righ t de cryption k e ys can acce ss  th e  
conte nt. 

Th e  se cond lock  is  far m ore  controve rsial. 
Th e  inte ntion is  to lock  dow n th e  ope ra-
tions of th e  de vice  such  th at th e  ow ne r 
can not control it. Th e  m ost obvious fe a-
ture  of such  a syste m  w ill disallow  th e  
ow ne r from  m ak ing th e ir ow n softw are  
ch oice s, th us disallow ing th e m  from  
ch oosing softw are  w ith  fe ature s m ore  fa-
vourable  to th e  use r. In fact, softw are  th at 
allow s use r m odification, one  of th e  
re q uire m e nts for be ing ope n source , w ill 
ne ve r be  allow e d. 

Th e  m ore  e ffe ctive  th is  te ch nical m e as-
ure , th e  le ss softw are  ch oice s h ardw are  
ow ne rs w ill be  able  to m ak e , w ith  th e  
m ost e ffe ctive  te ch nical m e asure  disal-
low ing th e  ow ne r of th e  h ardw are  from  
m ak ing any softw are  ch oice s. W e  se e  th is  
today w ith  h ardw are  such  as th e  TiVo 
w h e re  th e  BIO S is  configure d to only al-
low  binarie s  w h ich  h ave  be e n digitally 
signe d by th e  m anufacture r to run, m e an-
ing th at th e  m anufacture r m ak e s  all th e  
softw are  ch oice s. 

Private  Ow ne rsh ip of Te ch nology 

Allow ing private  citiz e ns to ow n and con-
trol th e ir ow n inform ation te ch nology is  
critical. From  a pure ly te ch nological 
point of vie w , cre ativity and copyrigh t in-
fringe m e nt are  ide ntical te ch nological 
acts. W e  re cord, e dit and distribute  con-
te nt. 
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Any te ch nology th at atte m pts to re duce  
copyrigh t infringe m e nt w ill only be  able  
to do so by re ducing th e  ability of private  
citiz e ns to re cord, e dit or distribute  con-
te nt. W h ile  th e  incum be nt e nte rtainm e nt 
industry m ay lik e  to re duce  th e  com pe tit-
ive  th re at from  ne w e r cre ators, it sh ould 
be  obvious th at it is  bad for th e  e conom y 
ove rall to re q uire  th at all cre ativity be  au-
th oriz e d by th e  e stablish e d conte nt in-
dustry. 

Th e  dictionary de fine s  capitalism  as an 
e conom ic syste m  w h e re  th e  m e ans of 
production is  private ly or corporative ly 
ow ne d. A basic part of ow ne rsh ip is  th e  
righ t to control w h at w e  ow n for law ful 
purpose s. Th is  policy atte m pts to e nsure  
th at th e  prim ary m e ans of production 
and distribution of th e  prim ary outputs 
of th e  ne w  e conom y cannot be  private ly 
ow ne d and controlle d. Th is  s h ould m ak e  
us w onde r e xactly w h at type  of e conom ic 
syste m  is  be ing propose d by th e se  
policie s? 

Policy Conce pt Origins 

In th e  e arly 19 9 0's, gove rnm e nts w e re  try-
ing to unde rstand th e  ph e nom e na th at 
w as e m e rging from  ne w  com m unications 
 te ch nology  and ne tw ork s. In Canada w e  
h ad th e  Inform ation H igh w ay Advisory 
Council (IH AC), and in th e  Unite d State s 
th e re  w as th e  National Inform ation Infra-
structure  (NII) task  force . 

O ne  of th e  sub- groups in th e  NII proce ss  
w as th e  W ork ing Group on Inte lle ctual 
Prope rty Righ ts (W IPO, 
h ttp://w w w .uspto.gov/go/com /doc/
ipnii/). Th is  w ork ing group brough t to-
ge th e r m any of th e  e stablish e d softw are  
and e nte rtainm e nt industry com panie s  
w h o saw  th is  ne w  te ch nology as a th re at 
to th e ir e xisting busine sse s. 

http://www.uspto.gov/go/com/doc/ipnii


Th e  basic th ink ing w as: If ne w  com m u-
nications te ch nology could be  abuse d to 
infringe  copyrigh t, th e n private  citiz e ns 
sh ould not be  allow e d to ow n and control 
th is  te ch nology. 

Th e  NII Copyrigh t Prote ction Act of 19 9 5 
propose d to se ve re ly re gulate  w h at 
private  ow ne rs of te ch nology w e re  able  to 
do w ith  th e ir te ch nology. W h e n th is  b ill 
didn't pass in th e  Unite d State s, th is  
th ink ing w as brough t to W IPO  w h ich  cre -
ate d tw o tre atie s  in 19 9 6: Th e  W IPO  Copy-
righ t Tre aty (W CT) and th e  W IPO  
Pe rform ance s and Ph onogram s Tre aty 
(W PPT). In 19 9 8, th e  D igital M ille nnium  
Copyrigh t Act (D M CA) w as passe d, and 
th is  law  cam e  into force  in 2000. 

It is  im portant to k now  w h e re  th e  D M CA 
cam e  from , and th e  type  of pre ssure  th at 
is  be ing e xe rte d by th e  sam e  U S- base d 
spe cial inte re sts on Canada to pass s im il-
ar law s h e re . W e  also ne e d to re aliz e  th at 
th e  D M CA- style  le gislation sugge ste d in 
th e  19 9 6 W IPO  tre atie s  is  only one  ste p, 
and th at th ings can ge t m uch  w orse . 

Th e  Dange r of One  Lock  

Th e  targe t of old e conom y th ink ing w as 
th e  private  control of te ch nology, and not 
conte nt. 

O ne  such  proposal is  th e  Broadcast Flag 
(h ttp://w 2.e ff.org/IP/broadcastflag) 
w h ich  w ould allow  broadcaste rs to com -
m unicate  w ith out e ncrypting th e ir con-
te nt in any w ay, but w ould se t a flag in 
th e  s ignal indicating w h e th e r or not 
pe ople  w e re  allow e d to re cord th at broad-
cast. Te ch nology m anufacture rs w ould be  
m andate d to h onour th at signal, m e an-
ing th at any te ch nology capable  of re ce iv-
ing broadcast signals could not be  
controlle d by its ow ne r. If th e  ow ne r re -
m ove d th e  fore ign lock s from  th e ir prop-
e rty, th e y w ould also be  bre ak ing th e  law . 
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As our de sk top com pute r, h om e  th e ate r, 
and portable  m e dia incre asingly m e rge , it 
be com e s m ore  difficult to se parate  ge ne r-
al purpose  com pute rs from  te ch nology 
capable  of re ce iving broadcasts. Th is  
w ould e ffe ctive ly m e an th at a broadcast 
flag type  re gulation w ould re gulate  th e  
e ntire  of th e  e le ctronics and softw are  in-
dustry, e ffe ctive ly banning anyth ing th at 
h as ow ne r m odifiable /controllable  parts 
inside . 

Th e re  are  also various proposals to close  
w h at is  calle d th e  Analog H ole . O ne  such  
proposal is  to put w ate rm ark  de te ction 
into any de vice  capable  of re cording. 

H e re  is  a sce nario th at sh ow s th e  w e ak -
ne ss  of th e  proposal: You are  a pare nt and 
your ch ild is  tak ing th e ir first ste ps. Un-
fortunate ly th e  radio is  on, you are  play-
ing a m usic CD , or your ch ild ste ps in 
front of th e  te le vision and your cam cord-
e r re fuse s  to re cord. Th e  re ality is  th at it is  
im possible  for te ch nology to be  pro-
gram m e d to te ll th e  diffe re nce  be tw e e n a 
pirate  and a pare nt. 

Pe titioning Parliam e nt 

I cre ate d a pe tition to Parliam e nt, calle d 
th e  "Pe tition to prote ct Inform ation Te ch -
nology Prope rty Righ ts", to try to ale rt 
parliam e ntarians to th is  issue . Th is  is  a 
pape r pe tition th at follow s all th e  rule s of 
parliam e nt so th at it can be  table d in th e  
H ouse  of Com m ons and de m and a gov-
e rnm e nt re ply. Th is  pe tition h as alre ady 
be e n signe d by h undre ds of Canadians, 
and any additional signature s are  alw ays 
appre ciate d. 

Th e  title  puts th e  focus on th e  te ch nical 
m e asure s  applie d to our inform ation 
te ch nology. It also clarifie s  th at th is  te ch -
nical m e asure  is  applie d to inform ation 
te ch nology w h ich  ne ith e r th e  copyrigh t 
h olde r nor th e  de vice  m anufacture r ow n. 

http://w2.eff.org/IP/broadcastflag


Th e  full te xt of th e  pe tition, and instruc-
tions on h ow  to sign it and ge t it to th e  
righ t pe ople , can be  found at 
h ttp://w w w .digital- copyrigh t.ca/
pe tition/ict/. Early signature s h ave  
alre ady be e n table d in Parliam e nt, but w e  
ne e d to continue  to re ce ive  ne w  signa-
ture s. Th is  allow s us to point politicians 
to a large r num be r of pe ople  w h o h ave  
signe d, but also allow s us to bring 
bundle s of signature s to a large r num be r 
of politicians to table  in th e  H ouse  of 
Com m ons. Th e  m ore  politicians th at be -
com e  aw are  of th is  issue , th e  m ore  lik e ly 
th e y are  to prote ct our righ ts. 

Talk ing w ith  Fe llow  Cre ators 

W h ile  it is  critically im portant to talk  to 
Canadian politicians and bure aucrats in 
th e  k e y gove rnm e nt de partm e nts, w e  
also ne e d to ope n conve rsations w ith  oth -
e r cre ators. 

Eve ry cre ator w h ose  form  of cre ativity 
can be  re corde d, e dite d or distribute d 
w ith  th e  h e lp of m ode rn com m unica-
tions te ch nology ne e ds to unde rstand th e  
h arm  from  gove rnm e nts re vok ing th e ir 
pe rsonal control of th is  te ch nology. M any 
cre ators are  noticing ch ange s in th e  m ar-
k e tplace  for th e ir cre ativity, and it is  h u -
m an nature  to be  frigh te ne d of th e  
unk now n. Th e  initial re action is  alw ays to 
try to stop ch ange , e ve n if th at ch ange  
turns out to be  be ne ficial. 

W e  ne e d to e nsure  th at cre ators unde r-
stand th e  pote ntial be ne fits to ne w  com -
m unications te ch nology, as w e ll as th e  
m e th ods w h ich  re duce  risk s  w ith out 
h arm ing th e  righ ts of all cre ators. Eve ry-
one  ne e ds to be  m ade  aw are  th at D RM  is  
not som e th ing th at is  applie d to conte nt, 
and th us sh ould be  se e n as a ch oice  
m ade  by copyrigh t h olde rs, but is  prim ar-
ily applie d to de vice s w h ich  th e  ow ne rs 
sh ould be  le gally prote cte d to control. 
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Talk ing w ith  Fe llow  Te ch nicians  

Joh n Gilm ore  once  said th at, "th e  Ne t in-
te rpre ts ce nsorsh ip as dam age  and 
route s around it." Th is  h as unfortunate ly 
be e n inte rpre te d by som e  te ch nical 
pe ople  as sugge sting th at bad law s w h ich  
re gulate  te ch nology can be  route d 
around as w e ll. 

W h ile  it is  true  th at h igh ly te ch nical 
pe ople  m ay alw ays be  able  to circum ve nt 
any lock s applie d by th ird partie s. W e  
ne e d to be  th ink ing in te rm s of w h at is  
com m e rcially available  to th e  ave rage  cit-
iz e n. W e  can't w rite  a subroutine  to route  
around bad law , and it is  critical for us to 
be com e  politically e ngage d to e nsure  
th at our Parliam e nt passe s  good law s 
w h e n th e y re gulate  te ch nology. 

Conclusion 

I be lie ve  th at politicians h ave  th e  be st in-
te ntions w h e n introducing and de bating 
le gislation. W h ile  our com m unity m ay be  
h igh ly te ch nical, politicians are  ne ce ssar-
ily ge ne ralists and don't alw ays unde r-
stand th e  im plications or uninte nde d 
conse q ue nce s of e ve ry bill be fore  th e m . 
Th is  m ak e s  it our re sponsibility as te ch -
nologically inform e d Canadians to sh are  
our k now le dge . 

Re com m e nde d Re source  

 Th e  Canadian D M CA: W h at You Can D o 

 (h ttp://w w w .m ich ae lge ist.ca/conte nt/vie w /
 2431/125/) 

http://www.digital-copyright.ca/petition/ict/
http://www.michaelgeist.ca/content/view/2431/125/


Th e  D igital Copyrigh t Canada forum  
(h ttp://digital- copyrigh t.ca) w as cre ate d 
to be  a citiz e ns forum  to sh are  ide as. W e  
are  not a form al organiz ation or lobby 
group, but a place  w h e re  w e  can h e lp 
e ach  oth e r m ak e  se nse  of th e  ch ange s 
th at are  unde rw ay and coordinate  re -
sponse s. 

Th e  Canadian Softw are  Innovation 
Alliance   h as be e n form e d to h e lp give  a 
voice  to ope n source  busine sse s  in th is  
are a of policy 
(h ttp://w w w .softw are innovation.ca). 
Give n th at th e  M iniste r of Industry h as 
claim e d th at all th e  CEO s th at h ave  
contacte d h im  are  in support of anti-
circum ve ntion le gislation, parliam e nt-
arians ne e d to h e ar from  us.
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M y h ope  is  th at w e  can m ak e  use  of in-
form ation sh aring forum s to e nsure  th at 
th e  dire ction Canada tak e s  on copyrigh t 
face s forw ard into a future  th at fully re -
cogniz e s  th e  be ne fits to cre ativity and in-
novation of citiz e ns control ove r 
com m unications te ch nology and parti-
cipation in ne w  m e dia. 

Russe ll M cO rm ond  is a se lf- e m ploye d  In-
te rne t and  F/LO SS consultant, joining th e  
Fre e  Softw are  m ove m e nt back  in 19 9 2. H e  
is th e  policy coord inator for CLU E: 
Canad a's association for O pe n Source , 
private - se ctor   co- coord inator   for 
GO SLING (Ge tting O pe n Source  Logic IN-
to  Gove rnm e nts),  and   th e   h ost  for  th e  
D igital Copyrigh t Canad a forum . Full con-
tact inform ation and  link s to th e se  groups 
are  at h ttp://flora.ca. 

http://digital-copyright.ca
http://www.softwareinnovation.ca
http://flora.ca


Th e  goal of th e  Tale nt First Ne tw ork  Proof 
of Principle  (TFN- PO P) is  to e stablish  an 
e cosyste m  anch ore d around th e  com m e r-
cializ ation of ope n source  te ch nology de -
ve lope d at acade m ic institutions in 
O ntario.

Th e  priority are as are  th e  com m e rcializ a-
tion of ope n source  in:

• M apping and ge ospatial applications 

• Sim ulation, m ode ling, gam e s, and 
   anim ation 

• Confe re ncing 

• Publish ing and arch iving 

• O pe n e ducational re source s 

• Social innovation 

• Busine ss  inte llige nce

• Ecosyste m  m anage m e nt 

• Re q uire m e nts m anage m e nt 

Expe cte d Re sults

Th e  TFN- PO P is  e xpe cte d to:

• Establish  a h e alth y e cosyste m  anch ore d 
   around th e  com m e rcializ ation of ope n 
   source  asse ts 

• M axim iz e  th e  be ne fits of th e  inve stm e nt 
   in th e  Tale nt First Ne tw ork  by th e  
   M inistry of Re se arch  and Innovation 

• Acce le rate  th e  grow th  of busine sse s  in 
   O ntario th at use  ope n source  asse ts to 
   com pe te

Eligibility to Re ce ive  Funds

Individuals e ligible  to re ce ive  funds are  
faculty, staff, and stude nts of unive rsitie s  
and colle ge s in O ntario.

Budge t and Siz e  of Grants

A total of $300,000 is  available . Applic-
ants’ re q ue sts sh ould not e xce e d $30,000.

Th e  TFN- PO P m ay provide  up to 50 
pe rce nt of total proje ct costs.

Crite ria

Proposals w ill be  judge d against th e  fol-
low ing five  crite ria:

• Stre ngth  and nove lty of ope n source  
   te ch nology propose d 

• Exte nt of m ark e t advantage  due  to ope n 
   source  

• Proje ct de live rable s, lik e lih ood th at th e  
   propose d activitie s  w ill le ad to de live r-
   able  com ple tion on tim e , and e ffe ctive -
   ne ss  of th e  plan to m anage  th e  proje ct 

• Track  re cord and pote ntial of applicants 

• Exte nt of support from  private  se ctor 

Application

Th e  e le ctronic ve rsion of th e  application 
re ce ive d by e m ail at th e  follow ing ad-
dre ss: TFNCom pe tition@ sce .carle ton.ca 
w ill be  acce pte d as th e  official applica-
tion. Th e  e m ail m ust contain th re e  docu-
m e nts: a le tte r of support, proje ct’s vitals, 
and a proje ct proposal. 
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Le tte r of support: (m axim um  2 page s) a 
le tte r, signe d by th e  pe rson re sponsible  
for th e  Te ch nology Transfe r O ffice  or Ap-
plie d Re se arch  O ffice  of th e  acade m ic in-
stitution th at propose s  to h ost th e  proje ct 
and th e  faculty m e m be r or stude nt w h o 
w ill le ad th e  proje ct, m ust be  include d. 
Th is  le tte r sh ould de scribe  th e  nature  of 
th e  support for th e  proje ct from  th e  aca-
de m ic institutions, com panie s  and oth e r 
e xte rnal organiz ations. 

Proje ct’s vitals: (m axim um  1 page ) Th e  
proje ct’s vitals m ust include : 

• Pe rson re sponsible  for applie d re se arch  
   or te ch nology transfe r at th e  colle ge  
   subm itting th e  proposal: nam e , m ailing 
   addre ss, te le ph one  num be r, and e m ail 
   addre ss

• Proje ct le ade r: nam e , m ailing addre ss, 
   te le ph one  num be r, and e m ail addre ss

• Te am  m e m be rs: nam e s, m ailing 
   addre sse s, te le ph one  num be rs, and 
   e m ail addre sse s

• Budge t: Total budge t, w ith  TFN's contri-
   bution and th at of oth e r organiz ations

• TFN inve stm e nt: TFN contribution 
   brok e n dow n by paym e nts to stude nts, 
   paym e nts to faculty, and paym e nts to 
   proje ct aw are ne ss  activitie s

Proje ct proposal: (m axim um  5 page s) Pro-
je ct proposal m ust include  th e  follow ing: 

• Proje ct de scription: (m axim um  1/2 
  page ) D e scription of proje ct.

• Be ne fits: (m axim um  1/2 page ) D e scrip-
   tion of th e  be ne fits of th e  propose d 
   proje ct, and an ove rvie w  of th e  conte xt 
   w ith in w h ich  th e  proje ct is  positione d 

• Advantage : (m axim um  1/2 page ) M ar-
  k e t advantage  provide d by ope n source  
  asse ts use d in th e  proje ct 

• Inform ation on applicants: (m axim um  
   1.5 page s) Back ground inform ation to 
   h e lp asse ss  th e  track  re cord and pote n-
   tial of th e  pe ople  w h o are  k e y to th e  
   proje ct and th e  colle ge  

• Proje ct plan: (m axim um  2 page s) 
   D e scription of th e  de live rable s (w h at 
   w ill be  de live re d and w h e n); k e y proje ct 
   activitie s; nature  of th e  involve m e nt 
   from  com panie s, and oth e r e xte rnal 
   organiz ations; and plan to m anage  th e  
   proje ct

Evaluation &  D e adline

Proposals w ill unde rgo re vie w  by th e  Ex-
pe rt Pane l e stablish e d by th e  TFN- PO P. 
Th e  Ch air of th e  Pane l m ay contact th e  
applicants if re q uire d. A final de cision 
w ill be  com m unicate d to th e  applicants 
w ith in 30 days afte r th e  e m ail w ith  th e  of-
ficial application is  re ce ive d.

Th e re  is  no de adline . Applications w ill be  
e valuate d on a first- com e  basis  until th e  
$300,000 available  is  com m itte d. 

Contacts

Luc Lalande : Luc_Lalande @ carle ton.ca 

Row land Fe w : rfe w @ sce .carle ton.ca

About th e  Tale nt First Ne tw ork

Th e  Tale nt First Ne tw ork  (TFN) is an 
O ntario- w id e , ind ustry d rive n initiative  
launch e d  in July 2006 w ith  th e  support of 
th e  M inistry of Re se arch  and  Innovation 
and  Carle ton Unive rsity. Th e  obje ctive  is 
to transfe r to O ntario com panie s and  
ope n source  com m unitie s: (i) ope n source  
te ch nology; (ii) k now le d ge  about com pe t-
ing in ope n source  e nvironm e nts; and  (iii) 
tale nte d  unive rsity and  colle ge  stud e nts 
w ith  th e  sk ills in th e  com m e rcializ ation of 
ope n source  asse ts. 
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Letters  to  th e 
Edito r

David from  CIPPIC w rite s: Th e  Canadian 
Softw are  Innovation Alliance  (CSIA) is  a 
coalition of ope n source  busine sse s  con-
ce rne d about th e  pote ntial ne gative  im -
pact of ne w , U S- style  digital copyrigh t 
law s. Form e d unde r th e  le ade rsh ip of Bob 
Young, co- founde r of Re d H at w ith  th e  
support of CLU E (th e  Canadian Associ-
ation for O pe n Source ), and facilitate d by 
th e  Canadian Inte rne t Policy and Public 
Inte re st Clinic (CIPPIC), th e  CSIA’s m an-
date  is  to provide  a voice  for ope n source  
busine ss  in copyrigh t policy de bate s.

W e  e xpe ct th e  im m ine nt introduction of 
a ne w  copyrigh t re form  bill. W e  unde r-
stand th is  b ill to be  m ode le d upon th e  
Am e rican D igital M ille nnium  Copyrigh t 
Act, and th at th e  b ill w ill h ave  se rious im -
plications for ope n source  de ve lope rs. 
O pe n source  softw are  re lie s  upon copy-
righ t law — both  its prote ctions, and e x-
ce ptions. W e  w ant to e nsure  th at any 
ch ange s to Canada’s copyrigh t law s re -
fle ct th e  ne e ds of th e  Canadian ope n 
source  com m unity. Th e se  im portant is -
sue s  are  h igh ligh te d in a CSIA w h ite  pa-
pe r w h ich  e xplains th e  Canadian ope n 
source  com m unity’s  ne e ds in copyrigh t 
re form .

Th e  Gove rnm e nt of Canada is  introdu-
cing th e se  e xtre m e  law s, in part, be cause  
it claim s th at it h as not h e ard from  Cana-
dian busine sse s  th at favour balance d 
copyrigh t law s. W e  h ope  th at you w ill an-
sw e r th is  claim  by joining th is  coalition of 
ope n source  busine sse s  and spe ak ing out 
on th e  ne e d for balance d copyrigh t law s 
th at support innovation in softw are . And 
ple ase , spre ad th e  w ord— pass th is  invita-
tion along to oth e r busine sse s  th at you 
be lie ve  sh ould support copyrigh t policie s  
th at support ope n source  softw are .

To join th is  coalition, sim ply contact 
info@ sofw are innovation.ca. To le arn 
m ore  about th e  CSIA, visit 
h ttp://w w w .softw are innovation.ca.

Editor: Th e  article  A Rallying M om e nt for 
Canadian O pe n Source  Softw are  in th is  is -
sue  of th e  O SBR is  base d upon th is  w h ite  
pape r. Th e  e ntire  w h ite  pape r is  available  
for dow nload from  th e  Softw are  Innova-
tion w e bsite .
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Letters  to  th e 
Edito r

Gle nn from  Toronto w rite s: W ith  re gards 
to th e  NO SI Prim e r m e ntione d in th e  
Nove m be r issue  of th e  O SBR, it sh ould be  
note d th at an update d ve rsion of th e  
Prim e r w as re le ase d in O ctobe r of 2007. 
Th e  ne w  ve rsion is  available  from  
h ttp://w w w .nosi.ne t/proje cts/prim e r 
and contains case  studie s  of ope n source  
usage . If you're  curious on th e  scope  of 
th e  ne w  prim e r, I also re com m e nd th at 
you re ad th e  brie f synopsis  by th e  auth or 
M ich e lle  M urrain as poste d at th e  ICT 
H ub w e bsite  cre ate d by LASA at 
h ttp://w w w .icth ubk now le dge base .org.uk
/nosiprim e r, w h e re upon sh e  e ncapsu-
late s th e  nature  of th e  ch ange s in th e  ne w  
update d Prim e r.

Th om as from  Ottaw a w rite s: As 2007 
w inds dow n, pre dictions about w h at 
2008 w ill h ave  in store  are  ple ntiful 
(w h e re  are  th e  stock  m ark e ts going, w ill 
th e re  be  a fe de ral e le ction in Canada, 
e tc.). Along th e  sam e  line s, th e  follow ing 
article  (h ttp://w w w .ne tw ork w orld.com /
ne w s/2007/112707- ope n- source .h tm l) 
discusse s  tre nds for ope n source  in 2008, 
w h ich  m ay be  of inte re st to th e  re ade rs of 
O SBR. O f course , w e  all k now  w ith  h ind-
sigh t h ow  accurate  (or not) th e se  pre dic-
tions are , but th e  article  ne ve rth e le ss 
raise s  som e  inte re sting points to ponde r. 
In particular th e  pre diction th at M i-
crosoft w ill be com e  m uch  m ore  active ly 
involve d in ope n source  w ill undoubtably 
be  controve rsial, give n th e  h istory of 
ope n source  and th e  strong fe e lings 
about M icrosoft and its busine ss  m ode l 
h e ld by ce rtain parts of th e  te ch nical 
com m unity. 
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New s bytes

Library and Arch ive s Canada launch e s 
th e  Gove rnm e nt of Canada W e b Arch ive

Nove m be r 20

Th e  Library and Arch ive s of Canada Act 
re ce ive d Royal Asse nt on April 22, 2004, 
allow ing Library and Arch ive s Canada 
(LAC) to colle ct and pre se rve  a re pre se nt-
ative  sam ple  of Canadian w e bsite s. To 
m e e t its ne w  m andate , LAC be gan to h ar-
ve st th e  W e b dom ain of th e  Fe de ral Gov-
e rnm e nt of Canada starting in D e ce m be r 
2005. As re source s pe rm it, th is  h arve sting 
activity w ill be  unde rtak e n on a se m i- an-
nual basis. Th e  h arve ste d w e bsite  data is  
store d in th e  Gove rnm e nt of Canada W e b 
Arch ive  (GCW A). Clie nt acce ss  to th e  con-
te nt of th e  GCW A is  provide d th rough  
se arch ing full te xt by k e yw ord, by de part-
m e nt nam e  and by U RL. LAC h as im ple -
m e nte d th is  first significant Canadian 
W e b arch ive  th rough  th e  use  of ope n 
source  tools, de ve lope d by th e  Inte rna-
tional Inte rne t Pre se rvation Consortium  
(h ttp://w w w .ne tpre se rve .org), of w h ich  
LAC is  a m e m be r.

h ttp://tinyurl.com /2fnvfv

An Ope n Ch alle nge  to th e  Ope n Source  
Com m unity: M ak e  it or Bre ak  it!

Nove m be r 28, Toronto, ON

SQL Pow e r is  proud to pre se nt th e  
Pow e r*M atch M ak e r: M ak e  it or Bre ak  it 
Conte st, an opportunity for de ve lope rs 
and database  use rs  across th e  globe  to 
w in cool priz e s  by h e lping us m ak e  th e  
be st O pe n Source  D ata Cle ansing Tool 
available  e ve n be tte r. Priz e s  include  lim -
ite d e dition Pow e r*M atch M ak e r T- sh irts, 
U SB Flash  D rive s, and of course  bragging 
righ ts! Re fe r to th e  conte st page  for full 
conte st rule s and re gulations.

h ttp://w w w .sq lpow e r.ca/page /
m atch m ak e r_conte st 
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Upco m ing Events

January 22

W ork sh op on O pe n Source  Be st Practice s

M ontre al, QC

Th e  com m e rcial use  of ope n source  is  
h inde re d by m any factors. Th e se  include  
a lack  of inte gration w ith  traditional re -
q uire m e nts- drive n product de ve lopm e nt 
approach e s, lice nsing issue s, a clash  w ith  
e xisting corporate  culture , and th e  pe r-
ce ption th at in orde r to be ne fit from  
ope n source  you ne e d to ope n your 
source  to th e  outside  w orld. Th e  goal of 
th is  w ork sh op is  to bring toge th e r re -
se arch e rs and practione rs w ith  e xpe ri-
e nce  in ope n source  adoption and value  
cre ation from  ope n source , and to docu-
m e nt th e  be st practice s.

h ttp://w w w .carle ton.ca/tim /e ve nts/
w osbp2008/ 

January 23-25

M ontre al Confe re nce  on e Te ch nologie s

M ontre al, QC

M CETECH 2008 w ill fe ature  a spe cial 
track  on ope n- source  softw are  for e - busi-
ne sss, w h ich  brings an additional tw ist to 
th e  usual te ch nical, organiz ational, and 
re gulatory aspe cts of e - busine ss. W e  also 
w e lcom e  contributions th at de al w ith  th e  
e xte nt to w h ich  ope n- source  e - busine ss  
softw are  h e lps bridge  th e  digital divide  
th at e xists be tw e e n de ve lope d and de ve l-
oping countrie s.

h ttp://w w w .m ce te ch .org/ 
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January 16-18

M cM aste r W orld Congre ss

H am ilton, ON

Th e  M cM aste r W orld Congre ss  is  an inte r-
national busine ss  confe re nce  w h ich  h as 
provide d a collaborative  fram e w ork  
bringing toge th e r acade m ic re se arch e rs, 
busine ss  practitione rs, m anage m e nt stu-
de nts and global th ough t- le ade rs to 
pre se nt, discuss and re vie w  th e  late st is -
sue s, tre nds, ch alle nge s and opportunit-
ie s  in th e  fie lds of corporate  gove rnance , 
inte lle ctual capital and strate gic busine ss  
valuation.

h ttp://w orldcongre ss.m cm aste r.ca/
2008/D e fault.asp 

http://www.carleton.ca/tim/events/wosbp2008

http://www.mcetech.org
http://worldcongress.mcmaster.ca/2008/Default.asp


recent repo rts

Fre e /Libre  Ope n Source  Softw are : a 
Guide  for SM Es

Editor: Carlo D affara for th e  
FLO SSM ETRICS EU  proje ct

From  th e  Introduction:

"O pe n source  softw are  is  th e  m ost signific-
ant all- e ncom passing and long- te rm  tre nd 
th at th e  softw are  industry h as se e n since  
th e  e arly 19 80s"...D e spite  th is  s ituation, 
th e re  is  still a significant barrie r in th e  ad-
option proce ss  for sm all and m e dium  
com panie s, both  in te rm s of using F/LO SS 
inte rnally and in cre ating products and 
se rvice s ce nte re d on F/LO SS products. 
Th e  purpose  of th is  re port is  to provide  a 
sim ple  and in- de pth  vie w  of th e  funda-
m e ntal aspe cts of F/LO SS, h ow  to adopt it 
w ith in a sm all/m e dium  com pany, and 
h ow  to build a sustainable  busine ss  base d 
on it.

h ttp://guide .cone cta.it/FLO SSguide .pdf

Fre e /Libre  Ope n Source  Softw are : 
Softw are  Catalog

Editor: Carlo D affara for th e  
FLO SSM ETRICS EU  proje ct

From  th e  Introduction:

Th is softw are  catalog is  a com panion doc-
um e nt of th e  F/LO SS guide  for sm all and 
m e dium  e nte rprise s  pre pare d in th e  con-
te xt of th e  FLO SSM ETRICS EU  proje ct; it 
is  base d on th e  w ork  of th e  O pe nTTT pro-
je ct (h ttp://w w w .ope nttt.e u), th at h e lpe d 
in th e  ide ntification of ne e ds th rough  a 
large  num be r of inte rvie w s and audits 
w ith in Europe an SM Es inte re ste d in 
FLO SS.

h ttp://guide .cone cta.it/FLO SScatalog.pdf 

W h e n and H ow  ICT Inte rope rability 
Drive s Innovation

Auth ors: Urs Gasse r and Joh n Palfre y

From  th e  Introduction:

Th e  scope  of our study is  to unde rstand 
th e  dynam ics of inte rope rability in th e  in-
form ation and com m unications te ch no-
logy (ICT) space , w ith  a particular vie w  
tow ard its re lationsh ip to innovation. W e  
h ave  look e d at m any issue  are as in th e  
course  of th is  re se arch , th ough  our focus 
h as prim arily be e n on th re e  are as in de -
tail: D RM , D igital ID  syste m s, and W e b 
Se rvice s. W ith in W e b Se rvice s, w e  h ave  
de dicate d th e  w ritte n case  study to th e  
e m e rging are a of m ash ups. In addition to 
th e se  focus are as, w e  also look e d close ly 
at (th ough  h ave  not w ritte n up as case s  
h e re ) oth e r issue  are as w ith in th e  ICT 
are na w h e re  inte rope rability h as be e n a 
m ajor topic. Th e se  se condary are as of in-
te re st include  th e  w ide ly publiciz e d m at-
te r of docum e nt form ats for w ord 
proce ssing applications and th e  lik e ; oth -
e r aspe cts of th e  digital m e dia space  out-
side  of D RM  struggle s, such  as digital 
vide o form ats and digital data carrie rs; 
e Com m unications such  as instant m e s-
saging and conte nt on m obile  de vice s; 
and oth e r aspe cts of th e  W e b se rvice s e n-
vironm e nt, such  as conte nt syndication. 
Base d upon th e se  case s, w e  h ave  e xtrac-
te d ge ne ral principle s from  th e  case  stud-
ie s  w h e re  w e  th ink  stable , re liable  
patte rns e m e rge .

h ttp://cybe r.law .h arvard.e du/inte rop/
pdfs/inte rop- bre ak ing- barrie rs.pdf 
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Th e  goal of th e  O pe n Source  Busine ss  Re -
source  is  to provide  q uality and insigh tful 
conte nt re garding th e  issue s  re le vant to 
th e  de ve lopm e nt and com m e rcializ ation 
of ope n source  asse ts. W e  be lie ve  th e  be st 
w ay to ach ie ve  th is  goal is  th rough  th e  
contributions and fe e dback  from  e xpe rts 
w ith in th e  busine ss  and ope n source  
com m unitie s.

O SBR re ade rs are  look ing for practical 
ide as th e y can apply w ith in th e ir ow n or-
ganiz ations. Th e y also appre ciate  a th or-
ough  e xploration of th e  issue s  and 
e m e rging tre nds surrounding th e  busi-
ne ss  of ope n source . If you are  conside r-
ing contributing an article , start by ask ing 
yourse lf:

1. D oe s m y re se arch  or e xpe rie nce  
     provide  any ne w  insigh ts or pe rspe ct-
     ive s?

2. D o I ofte n find m yse lf h aving to 
     e xplain th is  topic w h e n I m e e t pe ople  
     as th e y are  unaw are  of its re le vance ?

3. D o I be lie ve  th at I could h ave  save d 
     m yse lf tim e , m one y, and frustration if 
     som e one  h ad e xplaine d to m e  th e  
     issue s  surrounding th is  topic?

4. Am  I constantly corre cting m isconce p-
    tions re garding th is  topic?

5. Am  I conside re d to be  an e xpe rt in th is  
    fie ld? For e xam ple , do I pre se nt m y 
    re se arch  or e xpe rie nce  at confe re nce s?

Co ntribute

Upcom ing Editorial Th e m e s

 January 2008 Inte rope rability

 Fe bruary 2008 D ata

 M arch  2008 Procure m e nt

 April 2008 Com m unications

 M ay 2008 Ente rprise  Re adine ss

 June  2008 Se curity
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If your answ e r is  "ye s" to any of th e se  
q ue stions, your topic is  probably of in-
te re st to O SBR re ade rs.

W h e n w riting your article , k e e p th e  fol-
low ing points in m ind:

1. Th orough ly e xam ine  th e  topic; don't 
     le ave  th e  re ade r w ish ing for m ore .

2. Know  your ce ntral th e m e  and stick  to it.

3. D e m onstrate  your de pth  of unde r-
     standing for th e  topic, and th at you 
     h ave  conside re d its be ne fits, possible  
     outcom e s, and applicability.

4. W rite  in th ird- pe rson form al style .

Th e se  guide line s sh ould assist in th e  pro-
ce ss  of translating your e xpe rtise  into a 
focuse d article  w h ich  adds to th e  k now -
le dgable  re source s available  th rough  th e  
O SBR. 



Form atting Guide line s:

All contributions are  to be  subm itte d in 
.txt or .rtf form at and m atch  th e  follow ing 
le ngth  guide line s. Form atting sh ould be  
lim ite d to bolde d and italiciz e d te xt. 
Form atting is  optional and m ay be  e dite d 
to m atch  th e  re st of th e  publication. In-
clude  your e m ail addre ss  and daytim e  
ph one  num be r sh ould th e  e ditor ne e d to 
contact you re garding your subm ission. 
Indicate  if your subm ission h as be e n pre -
viously publish e d e lse w h e re .

Article s: D o not subm it article s sh orte r 
th an 1500 w ords or longe r th an 3000 
w ords. If th is  is  your first article , include  a 
50- 75 w ord biograph y introducing your-
se lf. Article s sh ould be gin w ith  a th ough t-
provok ing q uotation th at m atch e s  th e  
spirit of th e  article . Re se arch  th e  source  
of your q uotation in orde r to provide  
prope r attribution.

Inte rvie w s: Inte rvie w s te nd to be  
be tw e e n 1- 2 page s long or 500- 1000 
w ords. Include  a 50- 75 w ord biograph y 
for both  th e  inte rvie w e r and e ach  of th e  
inte rvie w e e (s).

Ne w sbyte s: Ne w sbyte s sh ould be  sh ort 
and pith y- - providing e nough  inform a-
tion to gain th e  re ade r's  inte re st as w e ll as 
a re fe re nce  to additional inform ation 
such  as a pre ss  re le ase  or w e bsite . 100-
300 w ords is  usually sufficie nt.

Eve nts: Eve nts sh ould include  th e  date , 
location, a sh ort de scription, and th e  
U RL for furth e r inform ation. D ue  to th e  
m onth ly publication sch e dule , e ve nts 
sh ould be  se nt at le ast 6- 8 w e e k s  in ad-
vance .

Que stions and Fe e dback : Th e se  can 
range  anyw h e re  be tw e e n a one  se nte nce  
q ue stion up to a 500 w ord le tte r to th e  e d-
itor style  of fe e dback . Include  a se nte nce  
or tw o introducing yourse lf.

Co ntribute

Copyrigh t:  

You re tain copyrigh t to your w ork  and 
grant th e  Tale nt First Ne tw ork   pe rm is-
s ion to publish  your subm ission unde r a 
Cre ative  Com m ons lice nse .  Th e  Tale nt 
First Ne tw ork  ow ns th e  copyrigh t to th e  
colle ction of w ork s   com prising e ach  e di-
tion  of  th e   O SBR.    All   conte nt   on   th e  
O SBR and Tale nt First Ne tw ork  w e bsite s  
is    unde r   th e    Cre ative    Com m ons 
attribution (h ttp://cre ative com m ons.org/
lice nse s/by/3.0/) lice nse  w h ich  allow s for 
com m e rcial and non- com m e rcial re distri-
bution  as w e ll as m odifications of th e  
w ork  as long as th e  copyrigh t h olde r is   at-
tribute d. 
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S po ns o rs

Th e  Tale nt First Ne tw ork  pro-
gram  is  funde d in part by th e  
Gove rnm e nt of O ntario.

Th e  Te ch nology Innovation M anage m e nt (TIM ) program  is  a m aste r's  
program  for e xpe rie nce d e ngine e rs. It is  offe re d by Carle ton Uni-
ve rsity's D e partm e nt of Syste m s and Com pute r Engine e ring. Th e  TIM  
program  offe rs both  a th e sis  base d de gre e  (M .A.Sc.) and a proje ct base d 
de gre e  (M .Eng.).  Th e  M .Eng is  offe re d re al- tim e  w orldw ide . To apply, 
ple ase  go to: h ttp://w w w .carle ton.ca/tim /sub/apply.h tm l. 
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