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Editorial: Innovation Strategy and Practice
Chris McPhee, Editor-in-Chief

Welcome to the November 2018 issue of the Technology 
Innovation Management Review. This month’s editorial 
theme is Innovation in Practice. The authors in this is-
sue share insights on strategies for collaborating in in-
novation ecosystems, assessing strategic maturity for 
innovation, the practice of studying creative communit-
ies, and implementing best practices for cybersecurity.

In the first article, Fabian Schroth and Johann Jakob 
Häußermann from the Fraunhofer Center for Respons-
ible Research and Innovation at Fraunhofer IAO in Ber-
lin, Germany, examine the extent to which companies 
develop different and new strategies for collaborating 
with research institutions within innovation ecosys-
tems. Their findings identify two ideal types of collabor-
ation strategies, and they discuss the practical 
implications of these strategies for managers seeking to 
collaborate in such systems.

Next, Ferhat Demir, management lecturer, trainer, and 
consultant, presents a new conceptual model for assess-
ing the maturity of strategic management in any organ-
ization. The Strategic Management Maturity Model for 
Innovation (S3M-i) is composed of six maturity levels 
with seven dimensions, and it is designed to align in-
novation with business strategies. The article intro-
duces the model and provides guidance for putting it 
into practice in assessing a company’s strategic man-
agement maturity level for innovation.

Then, Pekka Buttler from the Hanken School of Eco-
nomics in Helsinki, Finland, introduces the Practice 
Method for Studying Creative Communities (PMSCC). 
This real-time method focuses on the micro-interac-
tions through which organizations generate ideas and 
therefore offers practitioners and researchers an oppor-
tunity to gain new insights into an otherwise relatively 
opaque process. The article present results from a re-
search project utilizing the PMSCC to illustrate how the 
method can produce worthwhile findings, foster new 
insights, and help practitioners hone their creative pro-
cesses.

About the Editor

Chris McPhee is Editor-in-Chief of the Technology
Innovation Management Review. Chris holds an MASc 
degree in Technology Innovation Management from 
Carleton University in Ottawa, Canada, and BScH and 
MSc degrees in Biology from Queen’s University in King-
ston, Canada. He has nearly 20 years of management, 
design, and content-development experience in Canada 
and Scotland, primarily in the science, health, and edu-
cation sectors. As an advisor and editor, he helps entre-
preneurs, executives, and researchers develop and 
express their ideas.

Citation: McPhee, C. 2018. Editorial: Innovation 
Strategy and Practice. Technology Innovation 
Management Review, 8(11): 3–3. 
http://doi.org/10.22215/timreview/1194

Keywords: innovation, creativity, practice, research, 
framework, model, method, strategy, innovation 
ecosystems, collaboration, research institutions, 
maturity model, information security, cybersecurity, 
best practice

Finally, Urpo Kaila from the Finnish IT Center for Sci-
ence (CSC) and Linus Nyman from the Hanken School 
of Economics in Helsinki, Finland, share information 
security best practices for startups and SMEs. The art-
icle provides a lightweight yet comprehensive security 
framework for owners or managers of small companies 
who have not yet implemented security-related prac-
tices. It also serves as a general introduction to the topic 
for readers seeking a general understanding of security 
best practices and their implementation.

For future issues, we are accepting general submissions 
of articles on technology entrepreneurship, innovation 
management, and other topics relevant to launching 
and growing technology companies and solving practic-
al problems in emerging domains. Please contact us 
(timreview.ca/contact) with potential article topics and sub-
missions.

Chris McPhee
Editor-in-Chief

http://creativecommons.org/licenses/by/3.0
http://timreview.ca/contact
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Collaboration Strategies in Innovation Ecosystems:
An Empirical Study of the German 

Microelectronics and Photonics Industries
Fabian Schroth and Johann Jakob Häußermann

Introduction

The development of new technologies is extremely 
knowledge-intensive and entails new challenges, partic-
ularly with respect to the generation and diffusion of 
knowledge: it is becoming highly dynamic and charac-
terized by intensive collaboration. For companies in-
volved in innovation ecosystems (Adner & Kapoor, 
2010; Autio & Thomas, 2014; Jackson, 2011; Valkokari, 
2015), this implies that they can no longer develop new 
technologies – much less new products and services – 
on their own, but instead need to cooperate with ex-
ternal organizations, including research institutes and 
other companies (Pellikka & Ali-Vehmas, 2016). This is 
particularly true for companies in knowledge-intensive 
industries that have seen an increase in external collab-
oration for creating and commercializing innovation 
(Dolata, 2016; Siikonen et al., 2011).

Digitalization is creating new ways of exchanging in-
formation and completely new approaches to innova-
tion processes – both within companies and at the 
interface to research institutions or end customers. The 
resulting challenges and opportunities for innovation 
affect all sectors, but in particular all knowledge-intens-
ive industries. Here, collaboration intensifies, and we 
observe the emergence of innovation ecosystems as dy-
namic and co-productive spaces for research, develop-
ment, and innovation (R&D&I) activities characterized 
by a high interdependence of industry and research act-
ors (Adner & Kapoor, 2010; Autio & Thomas, 2014). 

Both photonics and microelectronics are knowledge-in-
tensive industries. These companies spend about 10% 
of their revenue on research and development, which is 
far above the average of approximately 4% across the 
manufacturing industry (VDI, 2016). Both industries 

Effective collaboration between companies and research organizations is key to successful 
innovation systems. Against the background of digitalization, a shift from traditional innov-
ation systems towards innovation ecosystems can be observed. In this article, we investig-
ate how companies operating in innovation ecosystems address the challenge of 
collaboration in dynamic innovation ecosystems. We focus on microelectronics and 
photonics in Germany as examples of knowledge- and research-intensive industries and 
analyze the strategies of companies to collaborate with research organizations. We explore 
whether and to what extent companies develop different and new strategies for collaborat-
ing with research institutions within innovation ecosystems, on the basis of which we 
identify two ideal types of strategies. Whereas ideal type A is aiming towards obtaining spe-
cific knowledge in order to further develop a particular technology or product (i.e., towards 
incremental innovation), ideal type B seeks to harness the new and full potential of innova-
tion ecosystems (i.e., aiming at rather radical innovation). Finally, our findings contribute to 
a better understanding of innovation ecosystems and give managerial implications for col-
laborating in such systems. 

As great ideas can be discovered in diverse and 
unexpected places, we need to collaborate in new 
and surprising ways.

Tom Hulme
Founder of OpenIDEO

“ ”
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provide key enabling technologies for digitalization and 
are increasingly affected by it. Companies in these in-
dustries engage in collaborative R&D with other actors 
in their supply and value chain (Häußermann et al., 
2018). With photonics, a research-intensive industry has 
been selected that makes a significant contribution to 
the competitiveness of German companies. With an ex-
port quota of almost 70%, photonics is one of the most 
export-oriented sectors of the German economy. The 
photonics industry employs 130,000 people in Germany 
with a turnover of 31.5 billion (~$47 billion CAD). Of 
the approximately 1,000 total companies, about 85% are 
small and medium-sized enterprises (Spectaris, 2010, 
2014). With microelectronics, a sector of the capital 
goods industry has been selected that serves as an im-
portant enabler in the business-to-business (B2B) sec-
tor and comprises a large number of large companies. 
As an approximation for evaluating the significance of 
microelectronics, data from the German electrical in-
dustry can be consulted. According to this, the industry 
generated sales of 176 billion (~$260 billion CAD) in 
2016 and employed 849,000 people (ZVEI, 2017).

This article is structured as follows. First, we review the 
existing literature on innovation ecosystems, concen-
trating in particular on the need for companies to col-
laborate in interdependent and dynamic innovation 
ecosystems. Next, we provide a short overview of our 
methodological approach. This is followed by a descrip-
tion of our empirical findings, wherein we identify and 
analyze factors that motivate companies to seek the col-
laboration of research institutions, their criteria for 
choosing potential collaborators, common modes of 
collaboration, and lastly, factors that promote or pre-
vent collaboration. In the fourth part of the article, we 
present two ideal types of strategies companies employ 
to deal with the challenges of collaboration within in-
novation ecosystems. Finally, we discuss our findings 
within the theoretical context of innovation ecosystems 
and give managerial implications.

Collaboration of Knowledge and Business 
Actors in Innovation Ecosystems

Since the early 1990s, innovation studies have focused 
on knowledge as the central resource for innovation 
and learning among diverse actors as the central pro-
cess (Lundvall, 2010). Contrasting earlier conceptions of 
linear innovation processes, the perspective has 
changed toward a system perspective of innovations, 
which takes into account the interaction of diverse act-
ors and the systems of knowledge production and diffu-
sion. From this perspective, the dynamics of the 

relationships in such systems are of interest as well as 
different types of knowledge leading to specific charac-
teristics of these systems (Asheim & Coenen, 2005). 
Studies focus on the capacity of companies to search 
and learn in such systems (Lundvall, 2007) as well as on 
the dynamics among different innovation stakeholders 
– namely industry, academia, the state, and civil society 
– in innovation systems (Carayannis & Campbell, 2009). 
In the interaction of the innovation helices, overlays of 
communications, networks, and organizations may ap-
pear (Etzkowitz & Leydesdorff, 2000).

In recent years, the term “innovation ecosystem” has 
gained prominence in innovation studies as a way to de-
scribe one such overlay: the dynamic and co-productive 
space in which industrial R&D&I takes place. The term 
highlights both interdependencies between organiza-
tions and the co-evolution of value (Adner & Kapoor, 
2010; Autio & Thomas, 2014). Within innovation ecosys-
tems, companies do not innovate individually, but 
rather depend on the resources and know-how of other 
organizations (Adner & Kapoor, 2010). In contrast to 
other concepts, such as clusters and innovation sys-
tems, this notion encapsulates a wide range of organiza-
tions, institutions, and actors in the value chain, both 
upstream and downstream. Innovation ecosystems are 
not confined to a single industry either; instead, they 
form around a specific application or innovation and 
thus consist not only of companies but also include oth-
er actors that contribute to the innovation process as a 
whole, from exploration to exploitation. This includes 
investors, marketing agencies, and even knowledge pro-
viders – any and all actors, in fact, “that [specialize] in 
the development, discovery, delivery, and deployment 
of evolving applications” (Autio & Thomas, 2014).

Most existing studies focus on single companies so as to 
describe and analyze what we would consider business 
ecosystems, in other words, they focus on those con-
cerned with value creation (Valkokari, 2015). However, 
by focusing on single companies and the value-creation 
process, these studies leave aside collaboration in in-
novation systems. Collaboration entails two central ele-
ments: interactive learning and the creation of new 
knowledge (Asheim & Coenen, 2005; Lundvall, 2007). Al-
though interactive learning is a process based on learn-
ing by doing and using, and thus, it aims at incremental 
innovations, knowledge creation refers to activities that 
aim at radical innovations. As innovation ecosystems 
overlap highly dynamic spheres of innovation (Etzkow-
itz & Leydesdorff, 2000), the development of collaborat-
ive processes for learning and creating knowledge poses 
particular challenges to the innovation actors.
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Against this backdrop, we ask how companies collabor-
ate with research organizations in innovation ecosys-
tems to gain access to external knowledge and thus to 
create and transfer knowledge for innovation. Innova-
tion ecosystems result from reflective activities of inter-
dependent innovation actors (Etzkowitz & Leydesdorff, 
2000). We assume that collaboration for innovation also 
results from such reflective processes. Thus, we analyze 
the strategies companies deploy in two innovation eco-
systems, namely the German microelectronics and 
photonics ecosystems, to deal with the challenge of col-
laboration in dynamic innovation ecosystems. To this 
end, we identify the factors that motivate companies to 
seek collaboration with research institutions, we look at 
how said collaboration is usually initiated, we examine 
common types and means of collaboration, and finally, 
we identify both success factors and barriers to collab-
oration – thus contributing empirical insights into the 
collaboration strategies in innovation ecosystems.

Method

In addressing our research questions, we analyzed how 
companies interact with research organizations – 
which we take to be the relevant knowledge providers 
in innovation ecosystems – during collaborative 
R&D&I. We conducted a total of 42 qualitative inter-
views comprising 36 interviews with senior manage-
ment from the research, strategy, and product 
management departments of both SMEs and large com-
panies, and 6 interviews with representatives of interest 
groups and cluster organizations. The interviews each 
lasted between one and two hours. We analyzed the in-
terviews using both in vivo codes and a codebook in or-
der to distinguish ideal types (Weber, 1904) of the 
collaboration strategies companies deploy in innova-
tion ecosystems. By deriving ideal types from our em-
pirical findings, we were able to identify and highlight 
certain significant trends in our data. 

When analyzing the interviews, we became aware that 
there were no significant differences relevant to our re-
search interests between photonics and microelectron-
ics. This is due in part to the technological proximity of 
the two industries, meaning that companies from 
photonics regularly work with companies from micro-
electronics, and vice versa. Secondly, both photonics 
and microelectronics are research-intensive industries 
in which close collaboration with research organiza-
tions plays a central role. Accordingly, we did not differ-
entiate between the two industries in our subsequent 
analysis, interpretation, and presentation of the data.

Empirical Findings

In order to understand the challenges companies face in 
dealing with research organizations, we analyzed why, 
how, and with whom companies collaborate. Together, 
these observations provide a clearer understanding of 
how companies collaborate with research organizations, 
so as to exchange, create, and transfer knowledge for in-
novation in dynamic ecosystems. 

Motivating factors
In this section, we describe the reasons respondents 
cited for engaging in collaboration with research organiz-
ations. This helps reveal the underlying incentive struc-
tures for collaboration. Respondents identified the 
following motivating factors:

1. Environment and market: As both industries are con-
tinually evolving through technical innovation, com-
panies are constantly confronted with new challenges. 
Through collaboration with research institutions, it is 
possible to integrate external (predominantly techno-
logical) expertise, either on a one-off or short-term 
basis at specific stages of the innovation process, or 
via long-term collaboration.

2. Outsourcing  of  research:  Although  microelectronics 
and photonics are research-intensive industries, 
many SMEs in particular outsource their basic re-
search to publicly funded research institutions. In ad-
dition, the participation of research institutions is 
sought when specific external technological expertise 
is required.

“Why do I collaborate with others? Because I want a 
specialist and because the specialist can do it faster 
and more safely than I can do it myself.” (Company 
representative)

3. Complementary   competences   and   infrastructures: 
Through collaboration with research organizations, 
new competencies can be jointly developed for the 
generation of intellectual property (IP) – which com-
panies can in turn use both to secure their market pos-
ition and gain access to new markets. Furthermore, 
collaboration entails access to the infrastructure of 
partner organizations: thus, companies in the photon-
ics industry, for example, regularly use the facilities 
and equipment of research organizations.

4. Networking: In addition to the primary benefit of access 
to new knowledge and technologies, collaboration 
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with research organizations also holds significant 
secondary benefits for companies. Said collaboration 
can help companies expand their professional net-
works and gain access to potential customers. Com-
panies can also capitalize on their association with 
academic establishments for marketing purposes. 
Secondary benefits furthermore include access to po-
tential future employees.

“One could also call it indirect recruiting, because 
these projects naturally provide access to graduates 
or PhD students who then get to know our develop-
ment, our work, our working environment, get to 
know us personally, and then say: ‘Oh, that would 
be something for me.’ So the collaborative projects 
have multiple benefits.” (Large corporation in the 
photonics industry)

To summarize, the above analysis reveals different reas-
ons for companies to collaborate with research organiz-
ations. While some companies seek access to the 
knowledge, skills, and infrastructure they themselves 
lack, others are motivated by opportunities to network 
and reap the benefits of a functioning innovation eco-
system (Pellikka & Ali-Vehmas, 2016). These differing 
motivations are indicative of different collaboration 
strategies, and hence diverging perspectives on innova-
tion ecosystems.

Prerequisites for collaboration
The next step in our research was to examine how com-
panies identify potential collaborators. Our study re-
vealed three relevant sets of criteria for collaboration 
with a particular research establishment:

1. Sufficient  academic  and  technical  expertise:  Com-
panies look for research institutions that can provide 
the technical know-how they need, possess the ne-
cessary technological infrastructure, and conduct re-
search work of a high standard – as evidenced by 
their contributions to academic conferences and 
publications, for example.

2. Favourable terms and conditions: This includes both 
the basic legal terms and conditions, in particular 
with respect to IP rights and non-disclosure agree-
ments – which can contribute to the failure of newly 
established or emerging partnerships – and factors 
such as time frames, the possibility of recruiting em-
ployees, and conditions that allow for the bilateral ex-
change of complementary knowledge and skills 
without the risk of direct competition with the part-
ner organization.

3. Social  criteria:  Though  less  tangible  and  harder  to 
measure than the above two sets of criteria, compan-
ies strongly emphasize the importance of social 
factors. In particular, trust is described as the most 
important criterion for identifying potential partners. 

“Personal contacts play an important role here. Es-
pecially when the involved parties have been 
around longer, they usually have a shared history, 
know each other well, and so on. There is no deny-
ing that this also plays a very big role.” (Large cor-
poration in the microelectronics industry)

Companies accordingly prefer to enter into collabora-
tion with organizations and individuals with whom they 
already have a shared working history, and hence con-
sider reliable. Local proximity is of key importance here, 
as regional networks play two vital roles. First, these net-
works constitute companies’ primary source of contacts 
and recommendations. Second, they are used as a 
means of indirect control, as word of satisfaction or dis-
satisfaction tends to spread throughout the network. 
The photonics and microelectronics industries both 
have a highly developed infrastructure of formal and in-
formal platforms on which research organizations and 
companies interact. Fairs, congresses, business meet-
ings, conferences, and networking events all provide 
spaces for regular exchange – on both professional and 
formal, and personal and informal bases. 

“The most important thing [in identifying potential 
partners] is of course always the network you bring 
along or the network you create through events, con-
ferences, and congresses.” (Large corporation in the 
microelectronics industry)

In addition, it is common practice for companies to act-
ively seek out and contact previously unknown potential 
collaborators. Job exchanges and employment agencies, 
on the other hand, were rarely described by our re-
spondents as a means of identifying potential partners.

In the end, although companies tend to emphasize ex-
pertise as the major criterion for identifying the “right” 
partner organization, soft factors such as trust often 
have a deciding influence. In this respect, innovation 
ecosystems provide a fertile environment for the initi-
ation of collaboration, as they comprise multiple and dy-
namic forms of interaction between the relevant actors.

Modes of collaboration
We now come to an examination of the ways in which 
companies and research organizations collaborate. 
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These include both established practices and newly 
emerging forms of collaboration that are still partly un-
defined. The exact modes of collaboration companies 
choose are indicative of their respective perspectives 
on innovation and general collaboration strategies.

In general, companies look for modes of collaboration 
and business models that allow for an exchange of 
complementary competencies without direct competi-
tion. In both microelectronics and photonics, joint ap-
plications for funding (usually by consortia consisting 
of different companies and research institutions) and 
contract research are among the most common types 
of cooperative relationships. There are various lines of 
funding for the promotion of collaboration with re-
search institutes in both industries – and despite the 
administrative effort involved in the application pro-
cesses and the coordination of consortia, as well as the 
often difficult negotiations about IP resulting from 
these projects, almost all of the companies surveyed re-
ported implementing publicly funded collaborative 
projects. Contract research, in turn, is favoured by 
some companies because of the clear delineation of 
rights and obligations between client and contractor.

“We only award contracts that specify that it must 
be 100% ours afterwards. When we pay for 
something, then it is ours and then the contract 
says: everything you have done belongs to us and 
you are not allowed to talk about it for so long. But 
we’ll pay for that.” (Large corporation in the mi-
croelectronics industry)

Companies also often recruit new employees from the 
staff of their partnered research organizations (or vice 
versa, in exceptional cases). In addition to formalized 
and regulated practices, companies also engage in 
many types of less formalized, short-term collabora-
tion with research establishments, such as taking part 
in committees and associations or assigning student 
research projects. 

Companies furthermore place great value on long-
term strategic partnerships with research organiza-
tions, in which they can jointly uncover new markets 
and research fields while building up a solid basis of 
trust that also makes it possible to collaborate in legal 
“grey areas”. 

In summary, companies and research institutions co-
operate and collaborate in a variety of ways, ranging 
from highly formalized practices such as contract re-
search, through long-term partnerships, to more flex-

ible and open forms of collaboration. Preferences for 
different modes of collaboration reveal general tenden-
cies towards varying strategies within innovation eco-
systems. While some companies make use of formalized 
frameworks to obtain specific knowledge, others prefer 
to engage with different partners in more open settings, 
so as to harness the innovative potential of ecosystems.

Success factors and barriers to collaboration
Finally, we identify factors that foster or impede collab-
oration between companies and research organizations 
– and by extension, either foster or impede (or even pre-
vent) the establishment of productive innovation eco-
systems. 

First, companies are drawn to collaborate with research 
organizations, as they have a different set of goals to 
their own (this applies especially to universities). This al-
lows for the joint discovery of new markets and research 
fields without competitive pressure. Second, companies 
stand to benefit by gaining access to expertise and re-
search infrastructure. Finally, collaboration with re-
search institutions affords companies access to 
potential new employees. 

On the other hand, respondents in our study noted par-
ticular disadvantages to collaboration with research in-
stitutions. These include difficulties in IP negotiations 
and agreeing on codes of conduct, high resource ex-
penditure (particularly in joint projects), protracted pro-
cesses, a lack of understanding of the business sector’s 
application-oriented approach, a lack of pragmatic ap-
proaches to the development of solutions, and conflict-
ing goals as the result of differing interests. In addition, 
some of the respondents mentioned that in cases where 
the research organization retains the rights to the gener-
ated IP, there is the risk that it will be sold to other com-
panies.

To conclude, differences in objectives are key to collab-
oration in innovation ecosystems. On the other hand, 
problems associated with IP and intricate negotiations 
can hamper collaboration and the development of pro-
ductive innovation ecosystems. In light of this, compan-
ies adopt different strategies – so as to address the 
challenges of collaboration, and in order to capitalize 
on the advantages of innovation ecosystems. In the next 
section, we reduce these strategies to two ideal types.

Discussion

The empirical findings presented above paint a rather 
diverse picture of why, how, and with whom companies 
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in German microelectronics and photonics collaborate, 
as well as what they perceive to be the main advantages 
of and barriers to successful collaboration. They reveal 
that companies often lack an overall, coherent, and ex-
plicit collaboration strategy. However, this does not 
mean that companies do not have implicit strategies. 
We define collaboration strategies as instruments to fa-
cilitate the creation, exchange, and transfer of know-
ledge in dynamic ecosystems with the aim to develop 
unique competencies and resources in order to foster 
competitiveness (Asheim & Coenen, 2005; Etzkowitz & 
Leydesdorff, 2000). Based on our findings, we derived 
five dimensions of such a strategy along which com-
pany collaboration differs. These are the general per-
spective on innovation; the motivation behind 
collaborations; the time-frame and mode of collabora-
tions; and the expected outcome. For each of the dimen-
sions, we identified characteristics relating to learning 
as well as characteristics related to knowledge creation 
so that we are able to come up with two ideal-typical 
collaboration strategies (Table 1). The first type de-
scribes a strategy that aims at learning; the second aims 
at creating new knowledge (Asheim & Coenen, 2005).

Type A represents a strategy to learn from an existing 
stock of knowledge aiming at incremental innovation, 

whereas type B represents a collaboration strategy to 
create new knowledge aiming a radical innovation 
(Asheim & Coenen, 2005). The basis of both strategies is 
a different perspective to innovation processes. Type A 
is characterized by an understanding of the innovation 
process as specialized and fragmented. Companies col-
laborate with research organizations to increase their 
stock of knowledge in very specialized technological 
areas. The company predefines the problems to be ad-
dressed through cooperation and the solutions that are 
expected. It tends to favour established practices, such 
as contract research or joint research projects, with a 
rather narrow time frame and the aim of developing 
products or services. More often than not, collabora-
tion is seen as a means to reduce or outsource risk, and 
to get answers to pre-defined questions and problems 
aiming at incremental innovations. 

Type B is characterized by an understanding of innova-
tion processes in terms of ecosystems. It seeks to har-
ness the potential of diverse and new actors in dynamic 
relationships, embraces more open and flexible struc-
tures, and seeks to develop novel applications, more 
holistic solutions, and new business models in co-creat-
ive collaboration and innovation processes. In short, 
this strategy aims at radical innovations. This entails an 

Table 1. Two ideal types of collaboration strategies
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acceptance of uncertainty and the pursuit of entirely 
new knowledge, partners, and ideas. Last but not least, 
type B entails seeking new and more flexible modes of 
collaboration beyond (lengthy) contract research or 
joint research projects. This may take the form of col-
laborative endeavours without pre-defined results, or 
strategic and long-term yet flexible and dynamic part-
nerships that accommodate uncertainty. 

Conclusion

In this article, we investigated how companies collabor-
ate with research organizations within a dynamic in-
novation ecosystem. To this end, we focused on 
microelectronics and photonics in Germany as ex-
amples of knowledge- and research-intensive indus-
tries in which digitalization plays a significant role. We 
explored whether and to what extent companies devel-
op different and new strategies for collaborating with 
research institutions within innovation ecosystems, on 
the basis of which we identified two ideal types of 
strategies. Ideal type A is based on interactive learning 
from external stocks of knowledge, aiming towards ob-
taining specific knowledge in order to further develop a 
particular technology or product, thus at incremental 
innovation. Ideal type B seeks to create new knowledge 
and thus to harness the new and full potential of innov-
ation ecosystems. Accordingly, type B embraces com-
plexity and uncertainty, entails looking for new and 
innovative collaborators, and favours open, flexible, 
and long-term modes of collaboration

Our study contributes to the conceptual debate on in-
novation ecosystems by providing empirical insights on 
how companies and research organizations collaborate 
in new non-linear and interdependent innovation eco-
systems, as identified by Adner and Kapoor (2010) as 
well as to debates about strategies in innovation ecosys-
tems (Pellikka & Ali-Vehmas, 2016). Focusing on collab-
oration strategies, we took analytical concepts 
developed for national and regional innovation systems 
(Asheim & Coenen, 2005; Lundvall, 2007) to analyze re-
flexive learning activities of companies in innovation 
ecosystems. Collaboration comprises both learning 
from existing knowledge and the creation of new know-
ledge to achieve competitiveness (Asheim & Coenen, 
2005). Based on this understanding, we developed a 
definition of collaboration strategies in innovation eco-
systems as instruments to facilitate the creation, ex-
change, and transfer of knowledge in dynamic 
ecosystems with the aim to develop unique competen-
cies and resources in order to foster competitiveness. 
Our study reveals that companies adopt different col-

laborative strategies within innovation ecosystems, 
aiming at radical as well as incremental innovations. 
Thus, in contrast to Asheim and Coenen (2005), we 
were able to show that, in high-tech industries, collab-
oration strategies are based on either learning from ex-
isting stock of knowledge or on creating new 
knowledge. Taking this diversity into account is helpful 
in further empirically refining the theoretical concept 
of innovation ecosystems. 

On a more practical level, our study carries a number of 
implications. Our study highlights the importance for 
companies of developing appropriate strategies for col-
laboration with research organizations as the import-
ance of collaboration is strongly increasing. This 
includes the clear definition of a goal for the collabora-
tion, the systematic search and selection of the partner, 
and the development and design of a suitable collabora-
tion format. One interesting tool here is, for example, 
the “University Partnership Canvas”, which helps busi-
ness executives to develop a strategic perspective on 
such collaborations (Frølund et al., 2018). In particular, 
our study reveals that the development of long-term, 
strategic partnerships can be of particularly high added 
value for companies, although the initiation phase to 
establish such partnerships can be more complex. Fi-
nally, three overarching trends have important implica-
tions for the development of corporate collaboration 
strategies: 

1. The growing diversity of players requires not only a 
careful selection of partners, but also one’s own stra-
tegic positioning in the innovation ecosystem. 

2. Non-linear, dynamic value chains also enable new re-
search partnerships. Here, the development of new 
collaboration formats is key. 

3. Innovation ecosystems provide space for interdiscip-
linary and cross-sectoral collaboration. This requires 
not only understanding and appropriate communica-
tion channels, but also the creation of internal adop-
tion capacities.

Our research suggests that companies develop a variety 
of collaboration strategies in response to innovation 
ecosystems. However, while some companies within in-
novation ecosystems embrace the new potential of co-
creative and dynamic interaction, others continue to 
employ more linear strategies. At least in the case of the 
German microelectronics and photonics industries, the 
two types of strategy currently seem to be equally suc-
cessful.
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Introduction

Ever since the industrial revolution, strategic manage-
ment has been discussed extensively in the related liter-
ature. However, like everything, the subject of strategic 
management has been evolving and changing. In the 
beginning, strategic management focused on pro-
ductivity: strategy was driven by efficiency and cost 
concerns. More recently, with the dawning of the in-
formation age and the discovery of breakthrough tech-
nologies, corporations have increasingly focused on 
business intelligence. Collecting and analyzing useful 
data has become one of the most important agenda 
items. Today, analyzing data is not sufficient to gain a 
competitive advantage; it must also lead to new 
products, services, and unique business models. Unfor-
tunately, the strategy literature has fallen behind this 
rapid, dramatic change. Strategy studies typically lack 
the notion of innovation. 

The aim of this article is to embed innovation into the 
strategic management agenda and link innovation to 
strategy. It seeks to fill a gap in practice and in the re-
lated literature: there is currently no up-to-date stra-
tegic maturity model addressing the innovation-related 
needs of today’s organizations. The available empirical 
literature of strategy studies on maturity models and 
frameworks are scarce. Additionally, new develop-

ments, emerging issues, and changing customer beha-
viours that influence the maturity of strategic manage-
ment have been neglected. Therefore, this article uses 
existing models (BSCI, 2010; Demir, 2017) as a founda-
tion but offers a new approach that covers emerging 
needs and trends, especially as they relate to innovation. 

The intent here is not to examine strategic management 
in depth. Rather, the aim is to develop a model that any 
organization can use to evaluate the maturity of its stra-
tegic management along multiple dimensions. The pro-
posed model is designed to assist executives in identify 
the maturity level of strategic management in any organ-
ization – specifically as it relates to innovation. 

Background and Methodology

Today, many maturity models are based on the capabil-
ity maturity model (CMM) developed by Carnegie Mel-
lon University in the late 1980s. Maturity models cover a 
wide range of subjects from organizational development 
to business analysis. A number of maturity models have 
been introduced to evaluate different aspects of organiz-
ations such as corporate performance management 
(Aho, 2009), business process management (Fisher, 
2004; Melenovsky & Sinur, 2006; Rosemann et al., 2004), 
project management (PMI, 2013), and innovation man-
agement (Nauyalis, 2013).

Even though strategic management is highly critical for all types of organizations, only a few 
maturity models have been proposed in the business literature for the area of strategic man-
agement activities. This article updates previous studies and presents a new conceptual 
model for assessing the maturity of strategic management in any organization. The Strategic 
Management Maturity Model for Innovation (S3M-i) is composed of six maturity levels with 
seven dimensions. The main contribution of the S3M-i is to put innovation into the agenda 
of strategic management. The main objective of this study is to propose a model to align in-
novation with business strategies. This article suggests that innovation (new breakthrough 
products/services and business models) is the only way of creating sustainable growth, and 
strategy studies cannot ignore this aspect. Maturity models should embrace innovation to 
respond to the dynamic business environment and rapidly changing customer behaviours.

Building a visionary company requires 1 percent 
vision and 99 percent alignment.

Jim Collins and Jerry Porras
In Built to Last (1994)

“ ”
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In the research literature based on the CMM, many addi-
tional maturity models have been proposed to suit spe-
cific contexts, however, none have been developed 
specifically for strategic management activities for innov-
ation. As a step towards addressing this gap, the author 
previously conducted a quantitative study to assess the 
maturity level of 74 research and technology-intensive 
organizations in Turkey (Demir, 2017). Across a range of 
sectors, including telecommunications, healthcare, fin-
ance, electronics, government, and energy, the results 
showed that the maturity level of the most organizations 
is rather modest (typically level 3 on a scale of 1 to 5).

Also, the Balanced Scorecard Institute (BSCI, 2010) has 
developed a framework called the Strategic Management 
Maturity Model (SMMM), which provides a foundation 
for determining strategic management maturity. The 
SMMM is very useful for quick assessments, but it is rel-
atively old and needs modernization. In particular, it ig-
nores the emerging subject of innovation, which is vital 
for competition in today’s changing business environ-
ment. It also mostly focuses on process improvement, 
which is necessary for cost optimization but is no longer 
a could source of competitive edge. Indeed, many argue 
that competition is no longer relevant (e.g., Kim & 
Mauborgne, 2005; Thiel, 2014). For sustainable and prof-
itable growth, firms should create entirely new segments 
where they can monopolize and dominate the market 
for decades. However, to do so, a high-impact innova-
tion is required.

Therefore, this article builds earlier work by the author 
(Demir, 2017) and the Balanced Scorecard Institute 
(BSCI, 2010) to provides a new maturity model, the S3M-
i, that includes innovation and business model design. 
The S3M-i takes into account the changing dynamics of 
the innovation age instead of concentrating on pro-
ductivity, which was the biggest concern and the most 
important competitive edge of the industrial age. The 
model proposed in this study aims to fill the gap 
between strategy and innovation. It is because innova-
tion is the only driver of competition in today’s world. 
This aspect is the key difference between the S3M-i and 
the SMMM by the Balanced Scorecard Institute (BSCI, 
2010). However, the expectations of the two models from 
a strategic management perspective are also different. 
The ultimate purpose of strategic management should 
not be continuous improvement (BSCI, 2010) but con-
tinuous innovation. Thus, there is no need to include 
process improvement as a separate dimension. The goal 
is not to improve business processes but to dominate 
the market. Processes should be designed and re-engin-
eered to foster innovation. Organizations that optimize 

their operations and business processes are productive, 
but only excellent organizations are innovative. 

The new model is designed to be more comprehensive 
and more structured than previous models. The steps 
of strategic management and levels of the maturity re-
main same; however, the dimensions of the model are 
updated. Seven dimensions are presented instead of 
five and five of the dimensions are newly proposed. 
Also, given that the characteristics and capabilities of 
organizations vary by their strategic management ma-
turity level, new organizational types at different stages 
are suggested. Additionally, and more importantly, a 
maturity assessment chart is presented in this study. It 
is highly critical to determine the accurate level of ma-
turity.

Up to this point, the development of the model has 
been largely qualitative (with the notable exception of 
the author’s quantitative assessment of 74 organiza-
tions in Turkey: Demir, 2017). Other maturity models 
have been examined in depth and broader analyses of 
interdisciplinary studies have been undertaken. The 
work has also been informed by careful examination of 
the relevant scholarly and practical literature (e.g., 
Baird et al., 2007; Nedelfa & Paun, 2009; Ries, 2011; 
Thiel, 2014; Valencia et al., 2010; Yarbrough et al., 2011). 

Introducing the Strategic Management
Maturity Model for Continuous Innovation 

The need for a strategic management process
Strategic management is traditionally a three-step pro-
cess that includes planning, execution, and monitoring. 
However, in today’s business environment, it has to go 
beyond just these three steps and be more comprehens-
ive. Organizations face multiple challenges in this era. 
External factors such as advanced technologies, emer-
ging demographic groups, and totally new customer be-
haviours shape everything dramatically and faster than 
ever before.

Innovation is the only way to stay up-to-date and stra-
tegic management cannot ignore it. If you cannot 
change the game, then you need to be satisfied with a 
modest growth and should feel lucky because your busi-
ness has not died. Only firms that create a radical shift 
from existing markets and totally new business can 
achieve strong profitable growth. 

Kim and Mauborgne (2005) argue that extraordinary 
companies will succeed not by competing, but by sys-
tematically creating blue oceans of niche market-space 
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ripe for rapid growth. The key to exceptional business 
success is to redefine the terms of competition and 
move into the “blue ocean”.

When a company slightly improves its processes and 
competes with existing products in the market, little 
value within the business is created. Thiel (2014) argues 
that enormous value can be created when a business 
creates something new and fresh. 

Strategic planning is no longer only a business improve-
ment tool; it should also be an innovation accelerator. 
In today’s competitive arena, companies need a more 
dynamic strategy, and that is possible only when innov-
ation and strategy are linked. Strategic management 
must not end with the last annual meeting. The only 
valuable output of a strategic management process is a 
radically new product/service with a totally new in-
dustry and market. 

It is usually considered that strategic management has 
five critical components: defining the business, estab-
lishing objectives, formulating the strategy, strategy im-
plementation and execution, and evaluating 
performance (Nedelfa & Paun, 2009). New develop-
ments, emerging trends, changing behaviours, new 
rules of competition, and the complex patterns of 
today’s business environment should be added to clas-
sic management systems – especially the strategic man-
agement process. New elements, such as innovation, 
should be added to the main stages of strategic manage-
ment referred to above. 

Thus, this article proposes that a strategic management 
process should include five mandatory steps – leader-
ship, formulation, execution, integration, and innova-
tion – as illustrated in Figure 1. Thus, this article claims 
that strategic management starts with a visionary lead-
ership, but only excellent organizations, in terms of 
strategic management, are innovative. Sustainable in-
novation requires effective planning, implementation, 
and measurement of results. Organizations that learn 
from this process constantly and align their compon-
ents according to their strategy can achieve continuous 
innovation.

Any strategy development process must count on vis-
ible commitment from the executive team. Leaders 
provide the vision, set the long-term goals, and create 
unique values that distinguish the business and create 
sustainable growth. Strategic leadership starts with a 
comprehensive and holistic analysis, the focus of which 
should be on creating a strategic direction and identify-

ing initiatives that will help the business grow. All ex-
ternal or internal issues that can affect goals and object-
ives must be examined. Leaders who have a vision but 
are charismatic and have strong managerial skills can 
provide the glue to bring people together and foster ef-
fective teamwork for common goals. The task of formu-
lating the strategy entails taking into account all of the 
relevant aspects of the organization’s internal and ex-
ternal conditions and coming up with a detailed action 
plan for achieving the targeted results (Nedelfa & Paun, 
2009).

To develop the action plan, priorities must be estab-
lished by considering the weaknesses, needs, strengths, 
and competencies of the organization. In the formula-
tion phase, goals and objectives should be determined 
and strategies need to be developed. Also, a compre-
hensive and dynamic strategic plan should be prepared 
to address all goals, strategies, critical success factors, 
and actions. A customized process for each employee 
should be identified so each person knows their specif-
ic task to accomplish long-term goals within a determ-
ined budget. 

Successful implementation is critical to the success of 
the business venture. In the execution stage, organiza-
tions should be governed by their strategic plan so they 
can achieve the strategic goals. Strategic plans should 

Figure 1. The five proposed steps for a strategic man-
agement process
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be regularly revised. Everyone within the organization 
must have a clear understanding of their responsibilit-
ies and how that fits in with the overall strategic goals. 
At this stage, organizations should communicate their 
plan, manage the implementation of the plan, super-
vise the actual work, and monitor the progress.

Organizations that are continuously learning and 
evolving should be constantly redesigned and managed 
based on performance results. They apply strategies, 
measure results, and improve their capability continu-
ously through a feedback loop. Also, business processes 
and operations are optimized in response to perform-
ance indicators. More importantly, if the overall 
strategy does not work with the business’ current struc-
ture, business model, and culture, a new structure 
should be installed, a new business model should be 
generated, and a new culture should be formed. In the 
integration stage, each component of the organization 
such as structure, culture, business model, processes, 
and systems should be aligned with the strategy (BSCI, 
2010). Also, management must remember that people 
and other resources are not only driven by strategy, 
they also must apply strategies, measure results, and 
improve their capability continuously. 

This study claims that only fully integrated and effect-
ively managed organizations can achieve sustainable 
innovation. One-time breakthrough innovation may be 
possible; however, a plan, execution, and 360-degree in-
tegration are needed for continuous innovation. Ries 
(2011) argues that entrepreneurship is management 
and a new kind of management along with structured 
methodologies are necessary for innovation. Thus, in-
novation can be possible and predictable instead of be-
ing a lottery – but only if analysis, planning, and 
implementation are done effectively. 

The seven dimensions of strategic management 
The strategic management maturity model for innova-
tion (S3M-i) introduced in this article is composed of 
seven different dimensions of strategic management:

     1. Leadership 
     2. Planning & Executing
     3. Processes & Tools
     4. Structure & Model
     5. People & Culture
     6. Performance Management
     7. Innovation

Basically, the model covers the entire process of stra-
tegic planning from visionary leadership to execution. 
Also, it touches each area of strategic management in-
cluding strategy formulation and aligning organization-
al components with business strategies. 

Some dimensions may require more effort along with a 
skilled workforce. For instance, innovative organiza-
tions require various sophisticated techniques, highly 
qualified teams, and advanced systems. Therefore, it 
might be more challenging to reach the highest level of 
maturity (Level 5). 

Below are descriptions of the proposed seven dimen-
sions of the strategic management process:

1. Leadership: A key aspect of strategic management is 
the development of a viable structure of leadership 
and decision making (BSCI, 2010). A full commit-
ment of executive teams should be seen in any 
strategy formulation and development process (De-
mir, 2017). Obviously, strategic management cannot 
succeed without powerful leadership and full sup-
port of top management. Leaders set a common vis-
ion and make employees believe in it. Leaders work 
with their teams toward common goals. Strategic 
leaders encourage innovation at all levels and trans-
form the business and organizational culture to be-
come more innovative

2. Planning & Executing: No sustainable success is pos-
sible without an effective plan. Without implementa-
tion, the strategy is merely a hallucination. A 
strategic plan – including goals/objectives and ac-
tions – must be prepared. Strategies should be imple-
mented and then progress should be monitored. 
Excellent organizations are governed by their stra-
tegic plan, and innovation is an important part of the 
strategic plan. Also, strategy drives all critical de-
cisions in such organizations. 

3. Processes & Tools: Strategic management processes 
should be documented, regularly analyzed, and im-
proved to start building an excellent enterprise. More 
importantly, processes are designed for continuous 
innovation in such an enterprise. The focus is not 
process improvement but market disruption. There-
fore, processes are flexible, agile, and lean. The in-
novation strategy drives the re-engineering of 
business processes. Advanced tools and techniques 
are used to foster innovation. Also, all processes, op-
erational systems, and technologies are integrated in-
to corporate strategies. 
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4. Structure & Model: This dimension refers to the or-
ganizational structure and business model. Both 
should support strategies. Excellent organizations 
align their structure and business model with corpor-
ate strategies. In other words, the organizational struc-
ture and business model are designed to achieve 
long-term strategic goals. Additionally, the model and 
the structure are tools to foster innovation. Through 
low hierarchy and a flat and agile organization, a dy-
namic, competitive, and highly innovative business 
model can be shaped. 

5. People & Culture: Baird, Harrison, and Reeve (2007) 
have argued that culture and strategy should be 
aligned for the success of the organization. Futher-
more, Valencia, Valle, and Jiménez (2010) claimed 
that innovation strategies are produced by adhocracy 
culture. Finally, Yarbrough, Morgan, and Vorhies 
(2011) have proposed that the link between organiza-
tional culture and strategy affects the results and per-
formance of an organization. Thus, in excellent 
organizations, culture is fully aligned with strategies. 
They are less bureaucratic, innovation is a core value, 
and their culture cultivates innovation. Employees in 
such organizations are always encouraged to come up 
with new ideas.

6. Performance Management: You cannot manage what 
you do not measure. Excellent organizations have a 
set of performance indicators and metrics. They 
routinely measure the performance of critical areas. 
Innovation is a key success factor. They assign key per-
formance indicators (KPIs) for innovation activities. 
The most important performance indicator is the out-
come of disruptive innovation such as totally new 
product/service, market, or business model. 

7. Innovation: As important as it is to clearly design the 
firm’s technological strategy, it is to promote its align-
ment with business strategy, integrating all depart-
ments and regarding the firm’s current capabilities. 
Although necessary for achieving profitable solutions, 
strategic alignment is a commonly neglected step of 
the innovation process (Zawislak & Marins, 2007). 

Only fully integrated organizations can achieve sustain-
able innovation. In excellent organizations, innovation 
initiatives are well aligned with corporate strategies. 
When a significant level of maturity and degree of integ-
ration have been reached, the firm is on a journey of 
continuous innovation. Disruptive, game-changing in-
novations can only be developed by organizations that 
have a high level of strategic management maturity. 

Such enterprises embed innovation in organizational 
culture and radical innovation is a part of their organiz-
ational DNA.

Levels of strategic management maturity for innovation
For each of the seven dimensions described above, 
there are six levels of strategic management maturity 
for innovation (Figure 2). Organizations can be as-
sessed by evaluating the degree of performance on 
each of the six levels of maturity.

•  Level 0: Undefined: Nothing is defined at this level. 
Things are turbulent and organizations may go 
through a chaotic storming stage. There is no struc-
tured strategic management process, and no one has 
been designated as responsible for strategic manage-
ment activities. However, a strong entrepreneurial 
spirit is present. 

•  Level 1: Initial: At this level, an owner is assigned to 
strategic planning. However, the organization still 
does not plan things in a formal way. Some tactical 
plans might take a place, but leaders spend the ma-
jority of their time dealing with operational issues. 
Some components of the business model may be 
known, but no model has been fully designed. Innov-
ation is the result of the efforts of the founders.

•  Level 2: Planned: At this level, organizations apply a 
strategic plan only partially and with poor results. 
Business strategies are formulated. Goals and object-
ives are set. However, strategic management activit-
ies are undertaken by certain individuals. Rather 
than strategic goals, organization-wide standards 

Figure 2. The six levels of strategic management 
maturity for innovation
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provide guidance across business units. An innova-
tion management process might be defined but no 
structured method is used. 

• Level 3: Performed: At this level, a structured and 
comprehensive plan is in place, and formal processes 
and procedures are followed. People cross business 
units to engage in strategic management activities. 
Performance reviews are done regularly. Top man-
agement involves and monitors closely the pursuit of 
strategies. Vision, goals, and values are communic-
ated effectively but lack of linkage between organiza-
tional culture and strategy. Organizational structure 
and business model may not fit strategies. Bureau-
cratic culture and tall organizations are common. In-
novation is not a critical item on the agenda. Some 
incremental innovations may occur, mostly by 
chance or as a consequence of random activities.

•  Level 4: Optimized: At this level, leaders and employ-
ees fully engage with strategic management pro-
cesses. Strategic initiatives are updated regularly. 
Performance results are measured. Items in the stra-
tegic plan are revised according to performance re-
views. The strategic direction of the organization is 
shifted based on performance results. The organiza-
tion structure and business model support long-term 
goals and strategies. Organizational culture is trans-
forming from bureaucracy to adhocracy. The organiz-
ation’s stability provides a ground for innovation. 
People fully engage with innovation activities but 
there still a gap between strategy and innovation. 

•  Level 5: Excellent: At this level, innovation is embed-
ded within the culture of the organization. The innov-
ation focus is sustainable breakthrough 
products/services and business models. At this level, 
all components of the organization are integrated 
very well. Innovation strategies are formulated and 
aligned with business strategies. The organization is 
finely tuned for strategic innovation. 

Organizational focus across maturity levels 
The characteristics of organizations vary from one ma-
turity level to another. Each level has its own organiza-
tional focus and concern. Table 1 indicates how 
organizational focus/type varies by maturity level. This 
article calls innovative those organizations that are 
highly capable of having strategic management with an 
excellent level of maturity. Only firms who are excellent 
in strategic management can accomplish sustainable 

innovation. At the beginning of their organizational life-
cycle, most startups do not have a clear strategy or 
structured processes to execute their strategy. They 
might have a brilliant idea and see a big opportunity in 
a niche market. However, to pursue the idea and shift 
the organization to the next level, an organization 
needs more than just an entrepreneurial spirit. Plan-
ning, clear goals, defined processes, structured models, 
effective team management, execution, learning, and 
revising/redesigning consequently are necessary for 
high-impact innovations. But, before becoming highly 
innovative, organizations must first become highly ef-
fective and productive. A continuous strategic manage-
ment cycle will eventually take organizations who learn 
from their mistakes to the top of the innovation league. 

Assessing strategic management maturity for innovation 
using the S3M-i
An organization’s overall maturity level is important, 
but it is also helpful to recognize strengths and identify 
areas for improvement. After all, it is rare to find an or-
ganization that is uniformly mature across all dimen-
sions. For instance, an organization might be at Level 4 
for Leadership but at Level 2 for Processes & Tools. The 
matrix in Table 2 provides guidance for assessing the 
maturity level of an organization along each of the sev-
en dimensions. The overall maturity level of the organ-
ization is the mean score across the seven dimensions, 
rounded to the nearest whole number. As an example, 
if the mean score across the seven dimensions is 2.7, 
the overall maturity level of that organization is Level 3.

Table 1. Organizational type/focus at each level of stra-
tegic management maturity for innovation
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Table 2. A matrix for assessing strategic management maturity for innovation
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Conclusions

To assess the maturity level of strategic management 
practices, this article has attempted to propose a new 
model by revising previous studies (BSCI, 2010; Demir, 
2017). Although the S3M-i is still in a testing stage, it 
can help understand, analyze, and improve strategic 
management activities in any type of organization. 

This article provides several novel contributions to the 
literature. First, it updates existing models and intro-
duces a new model for identifying strategic manage-
ment maturity. Even though the research literature 
includes maturity models for business process manage-
ment, project management, and organizational matur-
ity, no model addressed strategic management 
specifically. Second, this article presents a new strategic 
management cycle, which is more up-to-date. Third, 
the article also shows the type and focus of organiza-
tions at different maturity levels. Last, and maybe most 
important, this article highlights the importance of the 
link between strategy and innovation. It proposes align-
ing innovation with business strategies as a part of stra-
tegic management. Integration of all organizational 
components, especially innovation studies with corpor-
ate strategies, is critical for sustainable growth. 

The S3M-i model introduced in this article aims at con-
tinuous innovation. Only those organizations that align 
innovation with a strategy and constantly improve stra-
tegic management activities should be considered as 
“excellent”. To reach an excellent level of maturity, or-
ganizations should not only prepare and implement a 
strategic plan but also optimize strategic management 
processes and align all organizational components in-
cluding innovation (Demir, 2017). 

This study is a further step to measure maturity levels 
of strategic management. However, the model intro-
duced in this article should be tested in future studies. 
A number of companies with a good sample size should 
be assessed using results from in-depth interviews with 
a comprehensive question set covering all seven dimen-
sions. Examinations with different sizes of organiza-
tions in different industries and regions are worth 
further consideration and analyses. Further studies are 
necessary to probe deeper into the measurement of 
strategic management practices that are highly critical 
for creating innovative organizations and developed 
economies. Overall, the study has provided valuable 
material for both practitioners and academics.

The S3M-i model is still in a testing phase, but it can be 
used for any type of organization in any industry. One of 
the biggest contributions of the new model is obviously 
the essence of innovation. It provides a foundation to in-
tegrate innovation efforts with strategic management 
activities throughout an organization.
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Introduction

In cartoons, flashes of brilliance are easy to spot – the 
character strikes a contemplative pose, or is jolted into 
an energetic position, while a bulb lights up above the 
character’s head. In real life, there are no lightbulbs, 
and while contemplating or thinking hard might some-
times be conducive to creativity, there might not be a 
big idea or moment of innovation – merely a long, 
gradual progression. What makes real-life creativity 
and innovation even more difficult to spot, is that it 
mostly does not happen within people, but between 
people, in social interactions (Nonaka et al., 2008). Nev-
ertheless, many still think of innovation and study in-
novation as if it does happen just like in cartoons. 
However, we cannot afford to oversimplify the creative 
process – increasingly, positive outcomes depend on a 
keen understanding of the origins of innovation.

Indeed, innovation holds the key for solving most ma-
jor problems facing companies (see Cohendet & Simon, 
2015), the future generations (e.g., European Commis-
sion, 2013), national economies (e.g., UK Government 

Office for Science, 2017; Prime Minister’s Office of Fin-
land, 2015), even humanity as a whole (e.g., Intergovern-
mental Panel on Climate Change, 2005). Thus, one 
would assume that we would be well-equipped to study 
innovation, or – if not – that we would be focusing on de-
veloping that capability.

But we are not. Even though science has long recog-
nized the importance of innovation, most research is 
not geared towards helping us learn how to achieve or 
understand it. As Anderson, de Dreu, and Nijstad (2004) 
found, innovation studies published in top journals are 
dominated by approaches based on replication or exten-
sion, and only a small minority are driven by theory or 
derived from real-world problems. Moreover, they 
found that, in studying innovation, creativity has not re-
ceived much attention.

West (2002) argues that innovation is, “a two-compon-
ent, but essentially non-linear process, encompassing 
both creativity and innovation implementation”. Cre-
ativity and innovation are thus associated but distinct 
(Runco, 2014): creativity is “raw material” for innovation 

Explaining innovation – even merely spotting it actually happening – is difficult. In this 
article, I introduce an industry-friendly approach that will enable practitioners and
researchers alike to observe, interpret, and understand the different types of creativit-
ies – the raw materials necessary for innovation – that happen in creative communities. 
The Practice Method for Studying Creative Communities (PMSCC) is based on theories 
developed by Nonaka and Takeuchi. However, unlike mainstream practice-oriented 
methods, the PMSCC does not necessitate the use of theory-heavy conceptualizations; 
instead, it focuses on the everyday, creative micro-interactions in communities. As I de-
scribe in this article, the PMSCC offers practitioners and researchers an effective way to 
gain new insights into an otherwise relatively opaque process. Besides outlining the 
method, I also present results from a research project utilizing the PMSCC, showing 
how the method can produce worthwhile findings, foster new insights, and help practi-
tioners hone their creative processes.

Innovation, like creativity, is an amorphous 
concept. It’s the holy grail of business, but 
achieving it – even merely explaining it – is 
lightning-in-a-bottle difficult.

Adam Lashinsky (2017)
Executive Editor, Fortune

“ ”
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(Valgeirsdottir & Onarheim, 2017); innovation begins 
with creativity (Serrat, 2017); and creativity is “thinking”, 
whereas implementation is “doing” (West, 2002), with 
the most promising ideas being selected for implementa-
tion (Forde & Fox, 2016). Significantly, Cummings, 
Bilton, and ogilvie (2015) argue for conceptualizing cre-
ativity not as normative, singular, and static, but as plur-
alistic (“creativities”) and as dynamic (“creativitying”).

Although implementation is what makes creativities 
both significant and visible, without creativities, there is 
little to implement. Aphoristically, innovation is a forest 
of invisible trees: we see the results of innovations 
around us, but creativities often stay hidden; we lionize 
the successful innovator, but do not see the community 
supporting and enabling our genius idol. Hence, to un-
derstand the origins of innovation, we need the ability to 
observe and understand the activities of creative com-
munities and the ideation process (Cohendet & Simon, 
2015), implying that we need to focus on creativity – not 
as an abstract concept, but on a very practical level: by 
studying the everyday activities and interactions of creat-
ive individuals and communities (e.g., Ellström, 2010; 
Stanley et al., 2016), in practice, as they unfold.

Many social sciences have started to pay more attention 
to the everyday interactions of social beings – generally 
referred to as the “practice turn” – and using these every-
day activities and interactions as a basis for theorization. 
Although focusing on everyday practice is attractive, the 
widespread adoption of practice-based research is par-
tially inhibited by the overwhelmingly philosophical un-
derpinnings of practice theories, relying strongly on 
philosophers and sociologists such as Bourdieu, Fou-
cault, Giddens, and de Certeau (van der Hoorn & Whitty, 
2017; Whittington, 2006). Such a theoretical/philosoph-
ical approach, while pleasing to editors of top manage-
ment journals, is not suited to all researchers, and is 
especially ill-suited for busy practitioners trying to grow 
their understanding of their everyday challenges. Luck-
ily, there is another way. 

Pitsis and colleagues (Clegg et al., 2006; Pitsis et al., 
2003) and Hällgren (2007) offer examples of another, de-
cidedly less theory-heavy way to study practice, by 
strongly focusing on specific, recurring phenomena and 
building generalizations and theorizations starting with 
these kernels. Hällgren’s study uses the management of 
deviations in power station construction to great effect, 
while Pitsis and colleagues unearth their subject organiz-
ation’s recurring use of “endgames” as a central method 
of making sense of their task and context. Instead of con-
ceptualizing practice at an abstract level, these authors 

take practice to the micro-level. In this article, I pro-
pose a similar, micro-level approach to studying creat-
ive communities’ practice.

In the next section, I present my suggestion for study-
ing creative communities by focusing on observing and 
understanding the social micro-interactions which not 
only facilitate creativities, but also – at heart – are what 
communal creativity is made of. While focusing on cre-
ativities instead of those rare results of creativity, 
which can rightly be called innovations, we also avoid 
the fallacy of focusing on a “select few”. Thus, the focus 
of study is not individuals or specific teams but the en-
tire communities within and between organizations 
that participate in creativity (see Cohendet & Llerena, 
2003). 

The central benefits offered by the method presented 
in this article are twofold. First, the method offers a the-
oretically sound, comprehensive approach to studying 
social creative practice, which is based on one of the 
most acclaimed theories regarding creativity and or-
ganizational knowledge creation. Second, the method 
helps researchers and practitioners focus on those so-
cial interactions and social artefacts that play a key role 
in both utilizing previous creativities as well as facilitat-
ing further creativities. 

Developing the Method

How can we study creative practice, especially as it is 
often part of a prolonged process, where most creativit-
ies happen between individuals? In order to not rely on 
post-facto rationalizations, we need to be able to ob-
serve creative communities in action. But access to the 
time and place only gets us half-way. To allow us to 
make pertinent observations, we need to know what to 
look for, know what kind of supporting data to treas-
ure, and know how to interpret what we are observing, 
hearing, and reading. In short, we need to have a suit-
able epistemology and attendant research method. 
This is where the Practice Method for Studying Creat-
ive Communities (PMSCC) enters the picture.

“Epistemology” and “research method” – terms rarely 
used beyond academia – are valuable concepts to prac-
titioners as well. An epistemology is an understanding 
of knowledge that helps to see a) what knowledge is 
and b) how “valid” knowledge can be obtained (Hirsch-
heim, 1985). An epistemology (i.e., “What is creativ-
ity?”; “How can I learn about creativity?”) thus informs 
the selection of a research method (i.e., “How do I go 
about trying to study creativity?”). These concepts are 
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valuable because they define our ability to be where we 
need to be, to zero-in on relevant events, and to inter-
pret and understand what we are observing in a mean-
ingful way. As a corollary, should our epistemology and 
method be unsuitable, we might end up with partial, 
skewed, or even outright erroneous conclusions. There-
fore, it is important that our epistemology and method 
be informed by the best theories available.

While the rationale behind the PMSCC is detailed in 
subsequent chapters, Table 1 below summarizes all the 
practical aspects of implementing the PMSCC in a re-
search project. It is designed to be straightforward and 
uncomplicated to use, and while I recommend examin-
ation of the original theoretical bases (Nonaka & Takeu-
chi, 1995; Polanyi, 1966), I will explain most relevant 
aspects of these aspects in the sections that follow.

An epistemology of creative communities
Although innovation and creativity are popular topics, 
and definitions and models abound, few offer a picture 
of the relationship between creativities and innovation 

that is more aware of social interaction and that is more 
longitudinal than the seminal work of Nonaka and 
Takeuchi. Working based on Polanyi’s (1966) classifica-
tion of knowledge into tacit and explicit, and using their 
extensive experience with Japanese industry, Nonaka 
and Takeuchi developed their models on knowledge 
conversions and innovation in organizations. First, 
Nonaka and Takeuchi (1995) identified four types of so-
cial “knowledge conversion” between tacit and explicit 
forms, then went on to note that knowledge aggregation 
is a cyclical, iterative process, where innovation is not 
the result of one individual’s singular flash of brilliance, 
but rather the result of the creative social dynamics (see 
also Cummings et al., 2015).

Thus, the core of Nonaka and Takeuchi’s theory of or-
ganizational knowledge creation is that all inventions 
are fundamentally based on social interactions between 
individuals, often facilitated through social artifacts (see 
Figure 1). Significantly, Nonaka and Takeuchi also see 
innovations being further refined through continu-
ous/repeated iteration.

Table 1. Summary of the Practice Method for Studying Creative Communities, detailing data gathering methods, foci, 
purposes, and overarching framework
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A theory – such as the one offered by Nonaka and 
Takeuchi – is “a coherent group of general propositions 
used as principles of explanation for a class of phenom-
ena” (Webster’s, 1996). In essence, it is a prediction say-
ing “A and B, in a situation like C, results in D”. 
Interestingly, specific theories are not one-way relation-
ships – they can also be turned around, creating a spe-
cific epistemology.

In this article, I therefore propose that these social activ-
ities and the facilitating social artefacts are the everyday 
micro-interactions that are the initial building blocks of 
all innovations and are thus “what you need to be look-
ing at” in order to understand creative teamwork and to 
find the origins of innovations. 

Gathering data on creative communities
Table 2 summarizes the terminologies used by Nonaka 
and Takeuchi, gives a short description of the entities 

(knowledges and interactions) involved. It also states po-
tential facilitators, details researchers’ central challenges 
regarding the entity, and proposes workable data gather-
ing methods. Table 2 provides the theoretical foundation 
of the PMSCC, but additional points should be con-
sidered before actually applying the method in practice:

1. The multimodal data-gathering approach consisting 
of interviews, observations, and study of documents – 
while demanding to the outside researcher – is easily 
doable for the inquisitive insider, who naturally can 
observe their colleagues, has access to relevant re-
cords, and can always chat with colleagues. A mul-
timodal approach also facilitates constant 
triangulation. 

2. Although knowledge on an entity might theoretically 
be attainable, no guarantees exist: you may ask – and 
you should – but you may not get answers. 

Figure 1. Core interactions and facilitators of organizational knowledge creation (based on Nonaka & Takeuchi, 1995)
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3. Nonaka and Takeuchi (1995) use the term “conver-
sion”, but conversion does not imply full translation 
(see also Nonaka & von Krogh, 2009; Tsoukas, 2005), 
meaning that the part that can successfully be “con-
verted” is always less than the entirety. 

4. The model is inherently social: knowledge conver-
sions take place between people, not within people. 

5. Inside teams are often utterly dependent on inputs 
from the community, such as client needs and user 
feedback (see also Pellikka & Ali-Vehmas, 2016). 
Thus, researchers should not focus too strongly on 
the team; instead, they should acknowledge the signi-
ficance of the wider communities.

6. Finally, some of the method’s targets are more salient 
(e.g., visible social artifacts, explicit knowledge), 
while others may be harder to observe. Although it 
certainly would be understandable if a researcher 
were to focus on these salient targets, such an imple-
mentation is risky: researchers might still be able to 
describe “what” but be none the wiser as to “why” or 
“how”.

In summary, by focusing on two knowledge entities, 
four knowledge conversions, as well as the social facilit-
ators (see Table 1 and Table 2), longitudinally (over 
time), researchers and practitioners can use the PMSCC 
to gain a wealth of knowledge about interactions in cre-
ative communities, how these help fuel creativities, and 
how these interactions over time aggregate into things 
we might call inventions, or even innovations. 

Applying the Method in Practice

In this section, I will briefly describe the results of a re-
search project that utilized the PMSCC. I present two 
vignettes showing how the different components of the 
method interact to facilitate new insights. Finally, I will 
summarize the central benefits offered by the PMSCC 
in the research project.

The vignettes offer brief glimpses of real-life cases I 
have been studying as part of a larger research project 
into the use of conceptual thinking in information tech-
nology projects. During this research, I have been work-
ing alongside teams in several Nordic organizations. In 
all cases, I have had the privilege of unencumbered ac-
cess to both documents and people and have been ob-
serving interesting and revealing everyday creative and 
problem-solving activities. In order to gain such a deep 
level of access, I have committed to keeping all person-

al and corporate data confidential. Thus, details on in-
ventions have been omitted and all names mentioned 
in the vignettes have been fictionalized. 

Vignette 1: ExtenLibri
I observed TechniGrafis – an IT consultancy participat-
ing in a project aimed at developing products and ser-
vices for LibriGulo, a company offering literature to 
people with various disabilities. The project encom-
passed multiple parts, with one subproject, “Exten-
Libri”, aiming at coming up with new types of services 
to increase the potential reach of digital literature. Al-
though TechniGrafis has extensive know-how in literat-
ure-related technologies, the company knew that 
service development and ideation – especially for audi-
ences with disabilities – was not its forte.

Using its client base, TechniGrafis set up an ad-hoc 
workgroup containing both in-house resources (mostly 
technologists) and outside consultants to offer industry 
insights (especially with regards to usage patterns of lit-
erature). The project functioned on three levels – the in-
house team shared an office and met every day, the 
workgroup had meetings about once a week, and Tech-
niGrafis met with LibriGulo roughly twice a month. Ini-
tially, the plan was for the outside consultants to offer 
inputs and potential ideas, which the in-house team 
would then “process” before being presented to Lib-
riGulo for comments. In all, the ExtenLibri project ran 
for slightly over three months. 

After an uninspiring beginning, the project began 
churning out a wealth of suggestions, comprising both 
incremental improvements as well as some genuinely 
novel concepts, with several of these being fed back in-
to the other projects for further study. All parties agreed 
the ExtenLibri project had been successful – even sur-
prisingly so.

Although a study of the project’s inputs (initial briefs) 
and outputs (documented suggestions) would have eas-
ily shown the apparent success of the project, the actu-
al mechanisms behind that success would have 
remained elusive. Being able to observe the various 
workshops and meetings enabled me to elucidate a crit-
ical component of the creative process – the combining 
of different bodies of explicit knowledge (Nonaka & 
Takeuchi, 1995). In particular, this combination was ob-
vious in the intrapersonal interactions of TechniGrafis 
employees (i.e., technologists, some of which admitted 
to not regularly reading anything but technical manu-
als); their outside consultants, who were able to de-
scribe psychological and social effects related to 
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Table 2. Knowledge entities, their nature, their knowledges, and a practical approach to gaining data
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perusal of literature in general; and the representatives 
of LibriGulo, who were able to both illustrate the typical 
limitations encumbering users with various types of dis-
ability as well as the motivations driving such readers.

Thereafter, I focused on trying to unearth the origins of 
(what we deemed to be) the 10 most significant novel in-
sights. Thanks to the full access provided to me, I was 
able to backtrack these novel ideas to when they were 
first voiced, thus allowing me to subsequently focus my 
interviews on trying to further trace back these insights 
to their origins. While I am unable to fully account for all 
the origins, I was able to unearth several interesting and 
fortuitous chains of events. In one case, a TechniGrafis 
employee told me how they had come to visit their 
mother at the retirement home and, finding her in the 
library with a heavy magnifying device in her hand (i.e., 
one that is not easily carried), came to “the realization 
that elderly can go to great lengths in order to read”. In 
another case, a TechniGrafis project manager recounted 
how they had – after reading their kids a bedtime story – 
come to the dual realizations that, children and the eld-
erly suffer many of the same limitations as readers – al-
beit due to different mechanisms. They also reflected on 
how the social activity of reading to children might 
translate to the elderly – an idea which resulted in a cam-
paign for people to visit retirement homes as “readers”. 
Besides these kinds of situations where individuals have 
not been aware of actively thinking about the project, 
there were also accounts of “sudden, surprising flashes 
of brilliance”, which could be plausibly traced back to 
recent subconscious priming events. For example, the 
technologist who surprised themself by suggesting the 
idea of using speech synthesis to facilitate an on-de-
mand audiobook service only later recalled recently wit-
nessing a situation where their children were playing 
with an online speech synthesis tool.

Finally, I was also able to identify practices that seem to 
have been conducive to furthering the team’s creativity. 
First, in addition to the daily meetings at the office, the 
TechniGrafis team instigated a “project lunch” – a 
weekly lunch meeting during which the team went to a 
restaurant (instead of the office cafeteria). Although the 
lunch was initially intended purely for team building, it 
quickly morphed into a “meeting without paper”. Sever-
al team members said that they – feeling in many ways 
out of their depth, and thus apprehensive in regular 
meetings – felt freer to explore options. In effect, the pro-
ject lunches lowered thresholds for participation. Sub-
sequently, an analysis showed a disproportionate 
percentage of contributions being first aired during 
these lunches.

Second, one technologist had suggested a “utopia box” 
– a cardboard box in the office kitchenette where team 
members were encouraged to anonymously deposit 
outlandish dreams related to the project’s remit, with 
the only precondition being that each utopian sugges-
tion must start with “Wouldn’t it be splendid if…”. Al-
though all of the 46 utopians suggestions logged (and 
subsequently posted on the team “HQ” wall and dis-
cussed during regular meetings) were considered out-
landish, many contributed in some way to subsequent, 
more practical ideas. 

Interviews with staff revealed interesting insights about 
both cases (i.e., project lunches and the utopia box). Al-
though many felt that such threshold-lowering initiat-
ives had improved their willingness to share ideas and 
insights and applauded the measures, several others 
felt that the initiatives had failed in making people feel 
safe to share. One architect recounted a team recre-
ation event, where some team members had been 
openly discussing the faults of some proposals and 
speculating derisively on who might be the ideas’ pro-
genitor. Thus, it would seem to be important to not 
only create structures that support creativities, but to 
also engender a culture supportive of creativities.

Although the ExtenLibri project produced many ideas, 
and a significant number of them were deemed as hav-
ing economic potential, only time will tell whether 
these will amount to viable services.

Vignette 2: Online Content Service Modernization
I also observed the cooperation of VenefiSoft – a mid-
size software company – and CogniVenda – a publish-
ing company. CogniVenda had been at the vanguard of 
using information technology to capitalize on their in-
tellectual property, moving into online publishing at an 
early stage. From 2017–18, CogniVenda’s online service 
for subscribers accessing their intellectual property was 
rapidly becoming technologically outdated. Cog-
niVenda contacted VenefiSoft (the creators of the ori-
ginal online service) to thoroughly modernize the 
online service, a project hereafter referred to as Online 
Content Service Modernization (OCSM).

From the beginning of OCSM, VenefiSoft and Cog-
niVenda decided on an agile, incremental development 
process, allowing the service’s modules to be imple-
mented and rolled-out sequentially. Also, with Cog-
niVenda’s help, VenefiSoft enrolled a handful of the 
online service’s corporate clients (referred to as “key 
users”) to act as test users for newly implemented mod-
ules. As CogniVenda demanded the right to “ok” each 
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module for release to key users, I was also able to ob-
serve the dynamics between the three tiers of involved 
parties: contractor, client, and users. 

Again, even a quick comparison between initial project 
objectives and the result would have shown the project 
to be a resounding success but being able to unearth 
how that came to be necessitated being able to observe 
the seemingly mundane day-to-day activities. Although 
my observation of the project uncovered many interest-
ing findings, this vignette focuses on two elements: the 
benefits of an iterative, participative design process and 
the potential of true outsider viewpoints.

As VenefiSoft had both the requisite technological 
know-how and a detailed knowledge of the intellectual 
property in question, most of the initial implementa-
tions of modernized modules met with direct approval 
from CogniVenda. However, once these modules were 
made available to key users, they overwhelmingly pro-
posed not only corrections, but also further improve-
ments (e.g., user-interface improvements, new 
features). As the modules varied greatly in size and sig-
nificance, quantitative metrics would not tell the whole 
story. Suffice it to say that: a) key users were more de-
manding and constructive than CogniVenda; b) Cog-
niVenda was generally impressed by the quality and 
quantity of feedback key users produced; c) subsequent 
revised implementations of some modules generated a 
spate of new suggestions for improvements. Thus, 
thanks to the iterative approach, modules kept improv-
ing with each iteration and each new iteration was 
likely to engender new suggestions. 

This process of incremental improvements indicated 
two key aspects. First, the process exemplified what 
Nonaka and Takeuchi (1995) propose to be typical of ex-
ternalization and internalization: that externalization 
(finding ways to express what is tacitly known) is far 
from simple and often succeeds only after time, and 
that internalization often necessitates working with 
samples (e.g., testing, prototypes). Second, the pro-
longed iterative process – working through the cycle of 
externalization, combination, internalization, and so-
cialization – has great potential to lead to growing or-
ganizational knowledges as manifested through 
improved solutions.

Also, it is quite obvious that including the key users in 
the project from the beginning was highly beneficial 
through the addition of a third knowledge base: besides 
the technical know-how provided by VenefiSoft and the 
economic know-how provided by CogniVenda, key 

users were able to contribute with hands-on knowledge 
of actual real-life needs. 

Finally, it also turned out that there was a fourth signi-
ficant “knowledge base”. Although each of the three 
parties (CogniVenda, VenefiSoft, and key users) made 
clear contributions to the process, they were also re-
stricted by their knowledge of the existing system: an 
overwhelming majority of changes and suggestions 
were incremental in nature, while very few of the initiat-
ives can be characterized as radical. Subsequent de-
tailed study and interviews showed that all radical 
suggestions came from only three people – all without 
detailed prior knowledge of the existing system. Not 
surprisingly, these radical suggestions were not all met 
with approval, but those that were have subsequently 
been seen as highly successful. Thus, it would seem 
that, although knowledge and experience are valuable, 
ignorance also may be beneficial. A significant question 
would thus be whether the parties could have benefited 
from canvassing true outsider viewpoints more system-
atically.

The previous technological implementation of Cog-
niVenda’s online service was live for nine years. Wheth-
er the modernized service will outlast its predecessor is 
uncertain, but all parties agree that the potential exists.

Practical Benefits of the Method

Besides unencumbered access to subjects, the project 
has also benefited from a method that enables the re-
searcher to focus on the fundamental micro-interac-
tions and to conceptualize and make sense of what is 
perceived, while simultaneously also showing where to 
dig deeper. As such, the data gathering portrayed in the 
vignettes indicate interesting areas for further study: 
the significance of including various, diverging bodies 
of knowledge; the potential offered by an extended, iter-
ative ideation process; and several ways to foster social 
creativity through lowering individuals’ thresholds and 
offering multiple ways of giving input. 

The data gathering has also shown that not all ideas 
make it. I witnessed numerous creativities that were 
not incorporated into the final result. Some of these 
ideas were outright impractical, whereas other were su-
perseded by ideas felt to be superior, and some ideas 
themselves engendered new ideas superseded them. 
Based on these observations, I feel it important to note 
that ideas should not be judged by whether they “make 
it”, but by how they contribute to the community’s cre-
ative culture. 
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Introduction

Consider the scale of malware threats facing a business 
today. Hundreds of thousands of new malicious files are 
detected every single day, and almost a third of user 
computers encountered an online malware attack in 
2017 (Kaspersky Lab, 2017). Tens of thousands of phish-
ing sites are created each day (Webroot, 2017). Ransom-
ware, a form of malware that encrypts files on a 
computer demanding a ransom in exchange for (the pos-
sibility of) getting the decryption key, has, according to 
the European Union’s law enforcement organization 
Europol, “eclipsed most other global cybercrime threats” 
(Europol, 2017a, see also 2017b). In June of 2017, ship-
ping giant Moller-Maersk was hit by ransomware. 
Maersk’s losses, according to a statement by CEO Soren 
Skou, were estimated to reach up to $300 million USD 
(Novet, 2017). The attack wreaked such devastation on 
the company’s IT infrastructure that Maersk employees, 
with both company email and address systems down, 
had to rely on using WhatsApp on their personal phones 
to do their work (Thomson, 2017). Two things are worth 
noting about the specific form of ransomware Maersk 
was infected with. First, it was designed to be self-replic-
ating, meaning that every infected computer immedi-
ately started looking for new machines to infect. Second, 
researchers believe the ransomware in question, called 
NotPetya, was designed not for financial gain, but rather 
“to spread fast and cause damage” (Mathews, 2017), 
with little hope for companies of getting their data back 
even if they paid the ransom (Burton, 2017).

However, malware is just one of many IT-related risks 
companies face. The abundance of Internet-connected 
computers in the array of devices known as the Internet 
of Things has introduced a host of new risks and vulner-
abilities (Hypponen & Nyman, 2017). Consider the pe-
culiar case of a North American casino where attackers 
used an Internet-connected thermometer in a fish tank 
in the casino lobby to gain access to the casino’s net-
work and steal a database containing the casino’s high-
roller list (Williams-Grut, 2018). Data breaches can 
carry a high cost both financially as well as to a com-
pany’s reputation, as Yahoo! experienced first-hand 
after news broke, in the middle of a corporate merger, 
that all 3 billion existing Yahoo! accounts had been 
compromised (Oath, 2017).

As the first author has shown in a previous paper (Kaila 
et al., 2011), by embedding security in normal opera-
tions in a systematic but practical way, a company can 
easily mitigate many daily cybersecurity risks. However, 
with all the work involved in starting or running a busi-
ness, it may seem overwhelming to also find the time to 
stay informed about the constant stream of news stor-
ies about new vulnerabilities, data breaches, and com-
panies getting “hacked” or falling victim to phishing or 
other online scams. In the face of so many threats, it 
can be hard to know where to start. 

Security professionals have, over the decades, estab-
lished a number of best practice frameworks and stand-
ards, such as the NIST Cybersecurity Framework (NIST, 

This article identifies important first steps toward understanding and implementing in-
formation security. From the broad selection of existing best practices, we introduce a 
lightweight yet comprehensive security framework with four useful first steps: identifying 
assets and risks; protecting accounts, systems, clouds, and data; implementing a continu-
ity plan; and monitoring and reviewing. This article is intended primarily for startups and 
less mature companies, but it is likely to be of interest to any reader seeking an introduc-
tion to basic information security concepts and principles as well as their implementation.

Many hands make light work.

John Heywood (1497–1580)
Writer, musician, and composer
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2018a), the OWASP Security Knowledge Framework 
(OWASP, 2015), and the ISO/IEC 27001 standard (ISO, 
2013), to help secure companies and their systems. Al-
though such standards present comprehensive security 
frameworks, they can be prohibitively cumbersome to a 
startup or an SME looking to take their first steps to-
wards implementing information security practices. For 
example, we once met a small software company devel-
oping innovative services for university students. This 
company wished to obtain from the universities limited 
access to student data to authenticate the students. 
However, a requirement to grant access was compli-
ance with national information security requirements. 
Unfortunately, the software company found that the se-
curity framework was just so abstract and massive that 
they withdrew their request. Furthermore, adoption of 
adequate tools and best practices for security seems of-
ten to be constrained by vast and overly complex advice 
(Renaud, 2016), user interfaces, or requirements and 
frameworks. An iconic and striking description of the di-
lemma was presented in an article showing the poor 
user interface design of a specific version of the PGP en-
cryption client software (Whitten & Tygar, 1996). Secur-
ity developers had been so focused on theoretical 
aspects of cryptography that they had failed to commu-
nicate the basic concepts of the tool to the users.

This article’s first author is Head of Security for the 
Finnish IT Center for Science (CSC; csc.fi/en) and has 
spent decades in the field of security, with much of that 
time focused on developing, implementing, and review-
ing security best practices. Our aim with this article is to 
show how it is possible to implement a lightweight yet 
fully functional adaption of complex security frame-
works mainly intended for large and mature organiza-
tions with existing management and compliance 
governance systems. This article is not intended to be 
an exhaustive list of all useful best practices; instead, we 
present an introductory overview of the topic, focusing 
on a few practices to serve as a starting point for com-
panies who want to take their first steps towards imple-
menting security best practices. Our view and our 
contribution with this article is based on decades of 
practice in the field of information security, where we 
have generally seen success from compact and focused 
approaches to setting up information security and fail-
ure from overly sweeping or too product-oriented ap-
proaches to developing security. Our presentation is 
based on the classical quality circle of “plan – do – 
check – act” (PDCA; wikipedia.org/wiki/PDCA), which is also 

the foundation for the more formal frameworks based 
on security governance.

We want to show how a startup or SME can adapt the 
best security practices in a comprehensive but light-
weight manner. To know from where to start, how to 
continue, and when to check, managers need to have a 
frame of reference – a security framework – to see the big 
picture. In the United States, the National Institute of 
Standards and Technology (NIST; nist.gov) publishes the 
Special Publication (SP) 800 series (NIST, 2018b), which 
presents well-known guidelines and recommendations 
for the computer security community. The NIST 
guidelines are of high quality but quite ample. The NIST 
security framework identifies five stages for security op-
erations: identify, protect, detect, respond, and recover. 
Here, we present best practices in a similar way, as a 
series of first steps, but in a more lightweight format 
aimed at those who are just becoming familiar with the 
topic. We also see that some advice presented in previ-
ous papers (e.g., Rees, 2010) could benefit from being up-
dated to reflect the current IT environments of SMEs 
and startups, which are heavily based on cloud services 
and outsourced services.

At its most fundamental level, information security is 
about awareness. It is about knowing what to protect 
and how to protect it. And it is about knowing what to do 
and when, because, despite our best efforts, things will 
go wrong. The remainder of the article addresses these 
very topics as a series of practical steps companies can 
take. First, we discuss identifying assets and risks. Then, 
we address some critical assets to protect: accounts, sys-
tems, clouds, and data. This section also includes ex-
amples and suggestions for protecting those assets. We 
then cover the importance of having a continuity plan, 
which is essentially a guide to help organizations pre-
pare and respond to various worst-case scenarios. Fi-
nally, we discuss the significance of monitoring and 
review and conclude with a list of recommended reading.

This article is primarily intended for readers with either 
no experience or very limited experience in information 
security. Our goal is for the article to be particularly use-
ful for owners or managers of small companies who have 
not yet implemented security-related practices. The art-
icle serves as a general introduction to the topic and may 
therefore also be of interest to readers seeking a general 
understanding of security best practices and their imple-
mentation.

https://www.csc.fi/en
https://en.wikipedia.org/wiki/PDCA
https://nist.gov
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Step 1. Identify Your Assets and Risks

Managers often think of information security as a ques-
tion of purchasing security-related products or services. 
While those are important considerations, they should 
come later. What you need in order to get started with 
implementing information security is not a credit card 
but rather a pen and paper. The first step in implement-
ing information security is, quite simply, identifying 
what to secure. While this may sound trivial, it is per-
haps the most difficult, and most overlooked, of all the 
steps. In our experience, when we have asked managers 
what their companies most important assets are, few 
have had ready answers.

In the past, identifying a company’s assets and risks was 
often a more straightforward exercise. Where previously 
companies might have commonly processed a resource 
into a refined version of that resource – say, wood to 
lumber – many companies today process information 
rather than some physical resource. Listing not just the 
physical resources and risks to them, but also the “invis-
ible”, tacit knowledge, assets, and risks is less straight-
forward but no less important. Your assets may include 
a service you provide to your customers or the systems 
and people who make it possible for you to provide it.

A very clear and understandable, albeit simplified 
presentation of the relationship between threats, risks, 
controls, and assets can be found in the OWASP CISO 
AppSec Guide: Criteria for Managing Application Secur-
ity Risks (OWASP, 2013). Figure 1 shows how threat 
agents can use attack vectors to exploit security weak-
nesses that can and should be mitigated with security 
controls to avoid, or at least reduce, technical and busi-

ness impact. A hacker, using freely available exploit tools 
to gain access to a system with outdated software could 
cause negative technical and business impacts if access 
is not properly restricted by a firewall, for example.

There are three key concepts that form a useful founda-
tion for your thinking about and work with implement-
ing information security: confidentiality, integrity, and 
availability (sometimes referred to as “the CIA triad”). 
Confidentiality refers to protecting data from being ac-
cessed by unauthorized viewers. Integrity refers to main-
taining the accuracy and consistency of data over its 
lifetime. Availability, as the name implies, refers to data 
being available when needed. At times, there are some 
challenging balancing acts involved in these key con-
cepts, like the one between confidentiality and availabil-
ity: how best to ensure everyone who needs access has 
access, without granting access to those who should not 
have it. 

The output of this first step should be a list detailing as-
sets to be protected and the primary risks to these as-
sets. The goal is not to list every conceivable risk. Rather, 
it is to list the primary risks you see regarding the key re-
sources you have identified as requiring protection. For 
example, one way to approach this step is by asking 
yourself: What IT-related events or mishaps, related to 
each individual asset, would make our customers and 
other stakeholders lose trust in our company?

Putting together this list will be beneficial for several 
reasons. One reason is that it will help you clarify your 
own knowledge and thinking regarding your company’s 
information security. For any company with customers 
based in the European Union (EU), another significant 

Figure 1. Information security risks, security controls, and impacts (Reprinted from OWASP, 2013: CC-BY-SA)
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benefit is compliance with the General Data Protection 
Regulation (GDPR; eugdpr.org). The GDPR requires that 
companies who process personal data of persons from 
the EU perform impact assessments of the risk to the 
rights of the data subjects.

In addition to listing your risks in writing, we recom-
mend that you also agree who in your company is in 
charge of each of the risks you have identified. When 
defining risk ownership, be mindful of previous work-
load and competence. If you have a limited amount of 
staff with existing skills in information security, offer 
other employees the opportunity to learn rather than 
by default making one IT-knowledgeable person the 
owner of all identified risks. 

Some examples of common IT-related risks include:

• An account is compromised (e.g., a staff member’s 
password is guessed or their credentials are phished – 
more about this later).

• A service is not available. Whether it is a service that 
your company uses or a service that your company 
provides to your customers, a service not being avail-
able (when it should be) is an IT risk you should be 
aware of and plan for.

• Data is lost. Data loss could be accidental, a result of 
poor maintenance, or through malicious intent.

• A system is infected by viruses or other malware. 
These are the things many people closely associate 
with information security. They are most definitely an 
important consideration, but they are not the only 
consideration in putting together this list.

Table 1 shows a simple example of how you can list and 
manage your risks. Additional examples and guidelines 
can be found in the Recommended Reading section at 
the end of this article. In particular, we highlight the 
Risk Assessment Template by the WISE Community 
(wise-community.org/risk-assessment/).

2. Protect Your Accounts, Critical Systems, 
Clouds, and Data

The spectrum of risks to IT-related systems is broad. So, 
we will focus on a few topics of broad relevance as a 
starting point for implementing information security: 
accounts, critical systems, clouds, and data. A more 
comprehensive list of assets to protect, relevant to your 
specific company, should be derived from the list you 
drafted in Step 1.

Table 1. Example of a lightweight security framework for a startup or SME

https://eugdpr.org/
https://wise-community.org/risk-assessment/
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Your goal here is to mitigate risk. Although the CIA triad 
of confidentiality, integrity, and availability, discussed 
in the previous section, offers a helpful way to think 
about and address information security issues, there 
are additional important tools to use in mitigating risk. 
These are called “controls”. Controls can be divided up 
into three categories: preventative, detective, and re-
sponsive. Preventative controls seek to prevent un-
wanted things from happening. Detective controls help 
detect when unwanted things are happening. Respons-
ive controls are controls that take effect after an un-
wanted incident has taken place; their goal is to help 
mitigate damage and get things back to normal.

Controls help mitigate risk but can themselves involve a 
balancing act. A concrete example, when deciding what 
controls to implement, is the balance between security 
and usability. Unfortunately, making something more 
secure often leads to it being less user-friendly, or at 
least somewhat more time-consuming to access or use. 
For example, implementing multi-factor authentica-
tion (something we will discuss shortly) makes an on-
line account considerably more secure, but makes it 
take a while longer for the user to log in to their account.

Protect your accounts
Having an attacker gain control of an account can open 
up an organization to serious risk, particularly if the ac-
count in question has administrative rights. Think of it 
like losing your keys: the more keys on your keychain, 
the more access a thief will have if they get hold of 
them. An attacker can try to gain hold of an account by 
simply guessing a user’s password. Or, they can try to 
gain access to an account by tricking the user into giv-
ing up this information – this is called “phishing”. Im-
portant considerations in securing accounts are 
requiring strong passwords, educating employees 
about phishing and similar attacks, and – where pos-
sible – implementing multi-factor authentication:

1. Require strong passwords:  Conventional wisdom re-
garding passwords has taught us that we can im-
prove password strength by including a mixture of 
special characters, numbers, and a mixture of upper-
case and lowercase letters. While such increased 
complexity is beneficial, password length is a more 
important consideration. In fact, password is in itself 
an unfortunate choice of word. It would be better to 
speak of passphrases, or “secret sentences” – the idea 
being that the most important goal of a password is 
to be long. Complexity is good, but its significance 
comes second to that of length. At a minimum, we re-
commend 12-character passwords. A good rule of 

thumb for a password is that it should be hard to 
guess but easy to remember. For example, “Dogs-
DanceDiscoDaily” is both easier to remember and a 
stronger password than “p@s5w#rd12”. A second 
consideration regarding passwords is the importance 
of their being unique to an account. Reusing pass-
words is a common and very dangerous practice. The 
reason it is a huge risk is that data breaches have be-
come common. If a password you reuse in multiple 
accounts is leaked online in a data breach, criminals 
can try this password on other accounts and poten-
tially access an important work account even though 
the data breach was entirely unrelated to it. Default 
passwords (i.e., passwords or password patterns pre-
set by a device manufacturer) are equally a risk and 
should be changed when possible. Such passwords 
can often either be easy to guess or can be found on-
line. Both commonly used passwords as well as de-
fault passwords can be expected to be included in 
toolkit dictionaries, which are huge lists of com-
monly used passwords that criminals can use to at-
tempt to break into accounts.

2. Learn  to  recognize  phishing  and  other  common 
cons: Another common attack is to try to trick a user 
into giving up login information or other sensitive 
data through phishing. Sites are made to look identic-
al to trusted sites, with the goal of tricking users into 
handing over to the criminals their login informa-
tion, credit card number, or other sensitive data. An-
other example of a popular scam is the CEO scam, in 
which criminals trick a company employee to pay a 
bogus invoice by attaching it to an email made to 
look like it is from the CEO. Artificial intelligence can 
detect many forms of phishing and scams, but not 
all. Email sender information is easy to spoof, mean-
ing it is trivial to make an email look as though it was 
sent by someone else. Links can be made to look like 
they lead to a real site but actually lead to a phishing 
site. And only the URL of a website – not what the site 
looks like – actually tells you where you are. It is very 
important for all employees to have a basic grasp of 
such tricks and how to spot them.

3. Implement  multi-factor  authentication:   Another 
good way to secure accounts is to implement multi-
factor authentication, sometimes known as two-
factor authentication or 2FA. This means that, in ad-
dition to a password, you will also need to authentic-
ate yourself through a second means, or factor. This 
can be, for instance, a USB dongle or through a key 
(password) sent to your cellphone. Therefore, if a 
criminal manages to guess or phish a password to an 
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account, you can still be safe as long as they cannot 
access your second factor.

Box 1 lists examples of actions to take and controls to im-
plement to protect accounts.

Protect your critical systems
Here, it is useful to distinguish between systems, data, 
and services. For example, you can have a computer or a 
corresponding virtual machine, files containing data, 
and a running service for processing customer orders. A 
laptop in and of itself is not mission critical. However, 
mission-critical data might exist solely on one laptop, 
which is not advisable at all security-wise.

Common critical IT systems to most business are the in-
voicing, sales, logistics, or customer management sys-
tems and all the data they contain. Also, be mindful of 
whether any of your mission-critical IT systems rely on 
so-called legacy systems, meaning outdated hardware or 
software. An additional consideration in identifying risks 
and devising security is being aware of whether any of 
these systems are such that only one or a few people 
know how they work. Is there a critical function that 
ceases to function when any one single person is no 
longer there to manage it?

Box 2 lists examples of actions to take and controls to im-
plement to protect critical systems.

Protect your cloud
Companies are becoming increasingly reliant on cloud 
providers for their data storage. Make sure you have writ-
ten agreements with all your cloud providers. Before 
committing to a provider, always check the cloud pro-
vider’s rights and responsibilities. Some important con-
siderations are: What do they do to safeguard your data? 
What happens if they lose your data? It could be that 
they will have to pay a fine if they lose your data, but that 
will be little consolation to you if business-critical in-
formation goes missing. Also, check their promised avail-
ability. Availability refers to how reliably their service is 
accessible, and is commonly measured in nines (i.e., 
“How many 9s?”): 90% availability is considered one 
nine. This would translate to 36.5 days of downtime per 
year. So, 99% is two nines, 99.9% is three nines, etc. A 
guarantee of six nines means, at most, half a minute of 
downtime per year. Estimate the value/risk to your busi-
ness of cloud downtime and choose accordingly.

If you are a small or medium-sized company, it probably 
is not worth your time to even imagine that you could 
negotiate a unique and favourable deal for yourself with 

Box 1. Practical actions to protect accounts

• Have minimum requirements for password 
length. For example, require all passwords to 
have at least 12 characters.

• Implement multi-factor authentication, at least 
on email and other critical accounts.

• Only those who need accounts should have them. 
Be mindful of test accounts – make them as 
secure as other accounts (e.g., with strong 
passwords) and delete them once they have 
served their purpose.

• Implement mandatory information security 
training for all employees (e.g., to teach them 
how to recognize phishing and other scams).

• Remove accounts when no longer needed.

• Restrict rights on accounts to what is needed.

Box 2. Practical actions to protect critical systems

• Ensure that you install security patches in a 
timely manner.

• Shut down all unnecessary services on your 
hosts. For example, shut down a local email 
service if you do not need it.

• Do not make your mission-critical infrastructure 
directly available on a public network. 

• Implement layered defence. For example, do not 
expose confidential information directly to public 
networks.

• Ensure that all accounts are unique and can be 
connected to a person. Do not share accounts.

• Authenticate all users. Everybody must log in 
with a password or with a key.

• Log access and keep your logs on a separate host.

• Restrict network access with firewall rules, both 
on the network level and on host or service levels
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the likes of Microsoft or Amazon. But even then, do 
make sure any deal you get from them is sufficiently fa-
vourable (e.g., ask “How many 9s?”) and actually read 
the agreement and know what you are getting. If you 
are looking into buying a service from a smaller com-
pany, check not only your rights and the supplier’s 
rights and responsibilities but also the supplier’s ac-
creditations. The ISO/IEC 27001 certification for in-
formation security management systems is the most 
valued international certification, and all serious cloud 
providers have been awarded this certification.

Box 3 lists examples of actions to take and controls to 
implement to protect cloud-based assets.

Protect your data
Here, it is useful to circle back to the original point of 
Step 1: before we can secure something, we must know 
what we want to secure. Unfortunately, with young 
companies, a lack of knowledge about their data – what 
exactly it is and where it is located – is quite common. 
For example, personal and corporate email accounts 
may be used interchangeably, and things like orders, in-
voices, and commitments may be distributed among 
them. Companies should try to keep personal and 
private accounts separated. If you always have to start 
by searching your email to find what data you are look-
ing for, you – and your company’s information security 
– would benefit from better structuring.

Whether your data is in the cloud or on your own hard 
drives, one cannot overstate the importance of backups 
and the ability to recover from anything – from ransom-
ware to a hard drive failure or a fire. A crucial but often 
overlooked step is testing your backup system to make 
sure things work in practice, not just in theory. You can 
further improve your information security by encrypt-
ing data before uploading it to the cloud.

Box 4 lists examples of actions to take and controls to 
implement to protect data.

3. Make a Continuity Plan

Even after taking significant steps to ensure things do 
not go wrong, it is still important to have in place a dis-
aster recovery plan prepared in advance for when 
things, despite your best efforts, go wrong anyway. This 
step ties in with the previous step on protecting your 
various assets by addressing what to do if those protec-
tions fail. Making a continuity plan can be perhaps the 
most effective way to communicate information secur-
ity in practice to your staff and other stakeholders, as it 

can make the abstract controls understandable for 
people with less or no knowledge of the affected system 
or the incident that might have affected it.

A continuity plan can be implemented in different ways. 
The basic concept is to secure your business operations 
even in the case of various disturbances or unfortunate 
events. One approach is to have a set of controls in 
place. This could be lists of fallback options, as the ex-
ample in Table 2 shows. This example for a business 
continuity plan shows a concise, simple template for 
writing your contingency plan, which is based on a

Box 3. Practical actions to protect cloud-based assets

• Check what your provider promises you on 
security.

 
• Marketing materials are not enough – you should 

require security agreements.

• Make sure your providers have solid privacy 
policies.

• Check what guarantees are provided on the 
availability of the service and of your data.

Box 4. Practical actions to protect data

• Write down what critical data you need to be able 
to restore to recover your business.

• Have an automatic backup system in place. 

• Test the backup system regularly, for example 
weekly, to ensure that the data really is being 
backed up and can be successfully restored.

• Check the integrity of your files and databases, 
too. Can you actually read what is restored?

• Mark and classify your data and your property. 
Write “confidential” or “internal” if the file is not 
public.

• Write a security policy for your staff. Company 
systems are intended only for business use; 
inappropriate use and abuse or causing harm is 
prohibited.
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version in use at the Finnish IT Center for Science 
(CSC). The template in Table 2 gives a sense of the re-
commended level of granularity for a continuity plan. 
However, an actual plan would be less generic and 
should include specific services and the names of the in-
dividuals responsible for them. So, should something 
happen to a given critical function, you would have a 
“plan B” in place to provide that function. Or, if data is 
lost, you would have a recovery plan ready, describing 
how to recover that data. Also, for critical services, it is 
good to have a disaster strategy. If the customer portal 
is down, it would be good to at least be able to redirect 
traffic to another site, saying that the service is tempor-
arily down but recovery is under way.

4. Monitor and Review

This is an important yet often overlooked part of a com-
pany’s information security. Even with the best of plans 
in place and the most advanced of security products se-
curing your systems, it is still important to continuously 
monitor and review the situation. This may be challen-
ging for a small company to do continuously, but you 
should try to have at least some security-related metrics 
that you keep track of, which can give you some insight 
into the situation and its trends or evolution over time. 
Some examples of parameters for security metrics 
could be service availability (“How many 9s?”), the 
amount of malware detected, security events and secur-
ity incidents, and the number of security agreements 
you have signed.

Monitoring is also useful as far as compliance is con-
cerned: the data you have gathered is something to 
mention, or show, should you be asked about your com-
pany’s insights into its own information security. An ad-
ditional benefit of monitoring is that having logs is 
crucial in the event of a compromised system. Without 
logs, you will be left guessing what went wrong and 
why. Your logs will not only enable uncovering what 
happened, but it will also inform your decision regard-
ing how to respond to an incident.

There are many other things that would be useful to 
monitor and examine, but which may require more fa-
miliarity with information security – and in particular 
computers and networks – than people in your com-
pany may have. A further important action, particularly 
if in-house knowledge is limited, is to have an expert 
from outside of one’s company examine your security. 
They can be hired to instruct you regarding how to se-
cure your systems as well as to test your product, com-
pany, or network for vulnerabilities.

Business Continuity Plan for Service X

1. Purpose and scope of the plan

2. Description of Service X

2.1 Description

2.2 Network diagram

2.3 System components

2.4 Dependencies (of other services and to other 
services)

3. Contact information

3.1 Administrative staff 

3.2 Customers and other stakeholders

3.3 Subcontractors and agreements

4. Risk and impact analysis

4.1 Risk analysis

4.2 List of related security controls

5. Incident management guideline

5.1 Roles

5.2 Crisis communication

5.3 Contact with authorities and CSIRT teams

6. Disaster recovery plan

Table 2. Example of a concise business continuity plan
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Conclusions

Information security is about knowing what to protect 
and how to protect it. If you understand your company 
and what value you offer to your clients, then you have 
already taken an important first step towards imple-
menting information security. Rather than feeling in-
timidated by the breadth or complexity of the myriad 
potential weaknesses or vulnerabilities your company 
or its IT system is facing, focus instead on the concrete 
tasks involved in outlining a plan for how to protect 
your business and the data of your customers and your 
staff. Then implement that plan. If, or rather when, you 
face a security incident, remember: don’t panic. Stick 
with the security framework you have tailored for your 
own company and face the threats. During the incid-
ent, you can then, as the United States marines slogan 
says: “improvise, adapt, and overcome”.

When you have created a minimum feasible security 
model for your services and your systems you should 
advance to continuously improve your security by bal-
ancing risks and the costs in money, time, and usability 
of available security controls. You could, for example, 
consider deploying controls for proactive intrusion de-
tection and prevention (IDS/IDP), identifying advanced 
persistent threats (APT), or evasions of your firewall 
rules. Many of these functions can also be obtained 
from a service provider.

Adequately managed information security is part of the 
basic governance of any business, and it is also a good 
and necessary investment. In addition to mitigating 
your risks, you also need security to show compliance. 
Should things go wrong, you have at least made a reas-
onable effort to protect your business and the data of 
your customers and your staff. It is also a good idea to 
have somebody else to review your security. A focused 
network scan for vulnerabilities, penetration testing of 
your critical services, or a walkthrough on how you 
make changes in your services (change management) 
can help you to identify issues and patch vulnerabilities 
before a malicious party finds them. Proactive security 
is also a very good way to show due diligence in security 
matters. However, no control is bulletproof, especially 
when considering potential trade-offs with usability 
and the need to keep costs at a reasonable level. 
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But you need to begin with the basics first. If you follow 
the basic steps we have presented in this introductory 
article, you are already well on your way to ensuring ad-
equate information security for your business. Starting 
with best practices when you are small and growing 
them as you grow is an excellent way to implement and 
maintain information security practices. The steps we 
have outlined here are important, but they are just the 
beginning. Once you feel you have understood and im-
plemented them, please dive deeper into the topic. As 
your company and your understanding of information 
security principles grow, you may also decide to adopt 
more comprehensive frameworks, as highlighted in the 
recommended reading list below.

Recommended Reading

• 10 Steps to Cyber Security (UK National Cyber Security 
Centre)
https://www.ncsc.gov.uk/guidance/10-steps-cyber-security

• OWASP Top 10 Most Critical Web Application Security 
Risks (Open Web Application Security Project)
https://www.owasp.org/index.php/Category:OWASP_Top_Ten_
Project

• NIST Special Publication 800-Series (US National Insti-
tute of Standards and Technology)
https://www.nist.gov/itl/nist-special-publication-800-series-general-
information

• Security for Collaborating Infrastructures Trust Frame-
work (WISE Community)
https://wise-community.org/sci/

• Risk Assessment (WISE Community)
https://wise-community.org/risk-assessment/

• Cybersecurity Best Practices (Center for Internet Security)
https://www.cisecurity.org/cybersecurity-best-practices/

• Carry On: Sound Advice from Schneier on Security 
(Bruce Schneier)
https://www.schneier.com/books/carry_on/

https://www.ncsc.gov.uk/guidance/10-steps-cyber-security
https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Projec
https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Projec
https://wise-community.org/sci/
https://wise-community.org/risk-assessment/
https://www.cisecurity.org/cybersecurity-best-practices/
https://www.schneier.com/books/carry_on/
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